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Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Introduction

The material within this document relates to the Digital Infrastructure occupational specialism sample assessment.
These exemplification materials are designed to give providers and students an indication of what would be
expected for the lowest level of attainment required to achieve a pass or distinction grade.

The examiner commentary is provided to detail the judgements examiners will undertake when examining the
student work. This is not intended to replace the information within the qualification specification and providers
must refer to this for the content.

In assignment 2, the student must first consider a list of job requests and prioritise them, before actioning the
requests. The second task requires them to produce an instructional document and video that can be used by new
employees to the company.

After each live assessment series, authentic student evidence will be published with examiner commentary across
the range of achievement.
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Assignment 2;

Scenario

Willow Technology is planning an upgrade on the backend servers. As part of this upgrade, a small test system
needs to be developed that can be used to test the compatibility with the existing backend systems and explore the
features of the latest server operating system.

During this assignment you will be required to undertake 2 practical tasks covering cable creation, and the
installation and configuration for the new test system that will be used to simulate the new network.
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Task 1

It is recommended that you spend 20 minutes on this task.

Instructions for students

(4 marks)

Before you create the test system, a custom length network cable needs to be created to enable the test system to

connect to a network port.

You have been provided with a length of Cat5e ethernet cable, 4 x RJ45 ends and suitable cable creation tools.

You need to:

e create a straight through network cable

e provide annotated evidence that the cable has been created correctly

o test that the cable works and provide suitable evidence of the process of validating your cable
You will have access to the following equipment:

e a 1lm length of Cat5e ethernet cable

o four RJ45 connectors

e cable creation tools — crimping tool, cable cutter

e network cable tester

o digital camera

e word processing software

Evidence required for submission to NCFE

Annotated photographic evidence of the following stages of cable creation should be provided:

e both RJ45 ends have the strands of cable in the correct order and forming a good connection
e animage of each cable strand being tested on the cable tester to verify connection

Note: this will require 8 or 9 images depending on the cable testing device used.

Student evidence

Task 1

RJ45 connected

All the copper connectors connect with the cable

All the ends of the cable are arranged correctly
The plastic cover is at the right depth to catch under the fixing in the RJ45 end

Version: v2.0 19 June 2023 | Specimen
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Cable testing
The cable tester lights show that each strand is working correctly
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These photos show that the cable is made correctly and tested as working. Each photo shows one of the pins and

confirms a signal can be carried on each wire in the cable.
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Task 2

Essential information
It is recommended that you spend 5 hours 40 minutes on this task.

(49 marks)
Equipment

You have been provided with 4 computers. These might be 4 physical machines, or 1 machine with 4 virtual
machines. You are required to develop the test system based on the specification outlined by your line manager.

The following information regarding the implementation of the network has been provided:

e Server01 — this will be the domain controller, DNS and DHCP server, no operating system installed
e Server02 — secondary server, file server and another role server, no operating system installed

e PCO01 - desktop machine, no operating system installed

e PCO02 - desktop machine, operating system pre-installed

e one wireless device, for example, wireless printer, media sender or IP camera recommended

e one optional access point/wireless router/wireless print server

In addition, you will have access to:

o digital camera

e word processing software

o sample files for step C

Network information

The following information outlines the settings you will need to use when configuring the network:
e Subnet - 255.0.0.0

e Server0Ol IP address -—10.1.1.1 and 10.1.1.2

e Server02 IP address — 10.1.1.3

e DHCP scope —10.1.1.5-10.1.1.10

e default gateway — 10.1.1.254 (no internet access provided)

Evidence required for submission to NCFE
e you must take print screens and/or photographs of the processes you have carried out

¢ use the tick box o in the evidence required column to ensure that all the required print screens and/or
photographs have been provided

Version: v2.0 19 June 2023 | Specimen 9 of 80



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Student evidence

Step A
Server01 installation and configuration

e this screen shot demonstrates that the operating system has been installed

B2 PROPERTIES

ocal Server

Wi All Servers Workgirout

B} File and Storage Services P

EVENTS

4 total

rver Name

8% Dashboard . or WIN-I8JIPSDB92A

Server01 - Doe, John 3421843

.@\| }'

i
1
o)
<

o

anty  Source Log Date and Time

WIN-I8JIPSDB92A 1000 Ermor Application Error Application 31/12/2020 17:42:18
WIN-18JIPSDB92A 8198  Error Microsoft-Windows-Security-SPP Application 31/12/2020 17:27:16
WIN-18JIPSDB92A 10016 Error Microsoft-Windows-DistributedCOM  System 31/12/2020 17:27:14

Manage Tools

View

TASKS =
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e this demonstrates that | have selected suitable region and language settings

Server01 - Doe, John 3421843 To release your mouse press: Control-3¢

4 Windows Setup

Windows Server- 2019

[CLLOEL TR CRUBENR English (United States) _'_J

Time and currency format: [English (United Kingdom K4

Keyboard orinput method: (INERCIEREEEY

Enter your language and other preferences and click "Next" to continue

@ 2018 Microsoft Corporation. All rights reserved
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e this demonstrates | have configured the disk partitions

® Server01 - Doe, John 3421843

L Server Manager

@ ¥« File and Storage Services * Volumes * Disks

Manage Tools  View  Help

i Servers 2 TASKS ¥
-i Volumes i o ) - ") v ~
m Storage Pools Number Virtual Disk  Status Capacity Unallocated  Partitior ad Only lustered ub T Bus Tyy
4 WIN-I8JIPSDB92A (2)
0 Online 600GB 0.008B MBR NVMe A
1 Online 600GB 000B MBR NVMe Vi
ast hec ), 7
VOLUME STORAGE POOL
Related Vo es | 1 total TASKS * VMware Virtual NVMe on WIN-I8JIPSDBY92A TASKS =
Fil bl =) » v 0
4 WIN-I8JIPSDB92A (1)
D; Fixed 600GB 599GH
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e this demonstrates the machine has been named correctly

pJ

Server01 - Doe, John 3421843

@ v

ii All Servers

i’i File and SY

Server Manager * Local Server

iﬁ Dashboard System Properties

SIS Tk
X
Computer Neme  Hardware Advanced Remote
¥ d dat
['a Windows uses the following information to identify your do fat
computer on the network "
T for vod
Computer description:
For example: "IiS Production Server” or
"Accounting Server” Windows Defen
Full computer name Server01 Diag
Workgroup WORKGROUP 2 anced Secunt
To rename this computer or change its domain or [ Change |gned by DHCP, IPv6 enabled Product
workgroup, click Change = b 5
|gned by DHCP, IPv6 enabled
| ( i e
| rtual Platforr ed ry (RAM
oK Cancel ot
R EVETS T2 TOTaT
Filter fel 2w (@)w
4 [ t Source Log Date am"'u
SERVERO1 8198 Emor Microsoft-Windows-Security-SPP Application 31/12/2020 17:50:50
SERVERO1 10016 Error Microsoft-Windows-DistributedCOM  System 31/12/2020 17:50:48
SERVERO1 10016 Eror Microsoft-Windows-DistributedCOM  System 31/12/2020 17:50:48

Manage

Tools

View

TASKS =
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o this shows that | have fixed IP addressing set

® ] S B Server01 - Doe, John 3421843

B Server Manager

Server Manager * Local Server

©o-
B PROPERTIES

Dashboard . For Se

> @ ] IV[‘ Manage

Tools View Help

TASKS =

i Local Server

ii All Servers

Server01
P WORKGROUP

#§ File and Storage Services >

Teaming Disabled

10.1.1.1, IPv6 enabled

Ethernet1 101

1.2, IPv6 ena

ct 1D Not ac

ed updates Neve:

Time Protectios
Settings
figuration On

UTC

Pre ™
rtual Platform Ins RAM

EVENTS

All events | 36 total TASKS ¥

Filter §el ) w \H - @
er D erity  Source Log Date and Time

SERVERO1 134 Warning Microsoft-Windows-Time-Service System 31/12/2020 17:52:39

SERVERO1 134 Warning Microsoft-Windows-Time-Service System 31/12/2020 17:52:36

SERVERO1 134  Warming Microsoft-Windows-Time-Service System 31/12/2020 17:52:24
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Server02 installation and configuration

e this demonstrates that | have installed the operating system

® B) Server02 - Doe, John 3421843

. Server Manager

(©7)~  Server Manager * Local Server ® Minage Tools  View

i#§ Dashboard . For WIN-3KAJS5B34 TASKS =
' Local Server
3 R . WIN-3KAS5B3403 Last installed update lever
Bi All Servers — ndat ut
WR File and Storage Services b d fo 3
nd (» Unkno » 15
Enabled |
r k Unknown r ju
D 2 0:00) Dublin, Ed
eratin er f i Proce
jware informat Instalied ine RAM
tal d L
EVENTS
All ev 14 total TASKS w
f pel iz - H) v v

-
erver Name 1D te and Time

WIN-3KAJS583403 1000 Error Application Error Application 31/12/2020 17:42:51

WIN-3KAJS5B3403 8198 Error Microsoft-Windows-Security-SPP Application 31/12/2020 17:27:49

WIN-3KAJS5B3403 134 Waming Microsoft-Windows-Time-Service

System 31/12/2020 17:24:06
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e suitable region and language settings

Server02 - Doe, John 3421843 To release your mouse press: Control-3

4 Windows Setup

Windows Server- 2019

[ELLIELTCIREEHE English (United States)

Time and currency format: {English (United Kingdom’ |
Keyboard or input method: Unrtedeyiom—

Enter your language and other preferences and click "Next" to continue

@ 2018 Microsoft Corporation. All ights reserved
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e disk partitions

& 0m e

. Server Manager

@ y

= DISKS
i Servers ks | 2 tot
-i Volumes F 0 2) -
m Storage Pools Number Virtual Disk  Status Capacity Unal
4 WIN-3KAJS5B3403 (2)
0 Online 600GB 000B
1 Online 600GB 0008
35t 7 )
VOLUME
Related Volumes | 2 tota TASKS
[ el z) w
4 WIN-3KAJS5B3403 (2)
\\AVolume(f76.. Fixed 549 MB
G Fixed 59.5 GB

*« File and Storage Services * Volumes * Disks

MBR
MBR

B) Server02 - Doe, John 3421843

Tools

@1 F

tior Read Only Clustered Subsysterr

STORAGE POOL
VMware Virtual NVM sk on WIN-3KAJS583403

View

TASKS

Help
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e machine named correctly

Server02 - Doe, John 3421843

Dashboar

ii All Servers
g File and St

System Properties

Computer Name  Hardware Advanced Remate

Windows uses the fallowing information to identify your
COMDU[EY on the network.

Computer description:

Full computer name:

‘Workgroup:

To rename this computer or changs its domain or

warkgraup, elick Change

For example: “IS Production Server” or
“Accounting Server”.

Server02
WORKGROUP
Change... gned by DHCP, IPv6 enabled
ware Virtual Platform
Cancal Apply
" =
Filter ol @) -

Server Name 1D Severity Source

SERVERD2 B198  Error Microsoft-Windows-Security-SPP
SERVERDZ2 B198 Error Microsoft-Windows-Security-SPP
SERVERDZ 124 Warning Microsoft-Windows-Time-Service

Version: v2.0 19 June 2023 | Specimen

l

E Enhar
Time zone

Product ID

Processors

I' Manage

nstalled updates

ry (RAM)

Log

Application

Application

System

Tools View Help

TASKS =

Mever
Install updates autq

Never

Real-Time Protectid
Settings

On

TASKS

Date and Time
31/12/2020 17:50:56

31/12/2020 17:50:42
31/12/2020 17:50:40
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o fixed IP addressing set

Ii2 Dashboard

B Local Server

BE All Servers

¥§ File and Storage Services b

i PROPERTIES

For Ser

Server02 - Doe, John 3421843

Manage

TASKS w

Computer name

Server(2

WORKGROUP

Public: On
Enabled
Disabled
Disabled

10.1.1.3, IPv6 enabled

Standard

Last installed updates

| updates automa

00:00) Dublin, Ed

Mot activated

Intel(R) Core(TM}) i2-99

| Platfarm Ins v (RAM
Total disk space
EVENTS
All events | 20 tota TASKS w
Filter o ) - v
Server Name D Source Log Date
SERVERDZ 8198  Error Microsoft-Windows-Security-5PP Application  31/12/2020 17:50:56
SERVERDZ 8198  Error Microsoft-Windows-Security-SPP Application  31/12/2020 17:50:42
SERVERDZ 134 Warning Microsoft-Windows-Time-Service

Version: v2.0 19 June 2023 | Specimen
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PCO1 installation and configuration

This demonstrates that | have installed the operating system (Windows 10)

B PCO1 - Doe, John 3421843

L © Type here to search O =t
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o disk partitions

# File Action View Help
= 270 HRE » X

B PCO1 - Doe, John 3421843

] Layout ’ Type ] File System I Status

A Computer Management (Local) || Volume
v [l System Tools - (C)

> (D Task Scheduler == CPBA_X64FRE_EN-GB_DV9 (D) Simple Basic UDF

> @] Event Viewer == System Reserved

> ;. Shared Folders
> &% Local Users and Groups
> '@' Performance
& Device Manager
v 4 Storage
" Disk Management
» [y Services and Applications

Simple Basic NTF

Simple Basic NTF

S Healthy (Boot, Page File, Crash Dump, Priman
Healthy (Primary Partition)
S Healthy (System, Active, Primary Partition)

= Disk 0

Basic System Reserved
60.00 GB 579 MB NTFS

Online Healthy (System, Active, Prima

= co-romo

DVD CPBA_X64FRE_EN-GB_DV9 (D:)
517 GB 5.17 GB UDF
Online Healthy (Primary Partition)

B Unaliocated Bl Primary partition

LBl O Type here to search

Version: v2.0 19 June 2023 | Specimen
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e machine named correctly

System Properties
Computer Name  Hardware Advanced System Protection Remote

e ‘ Windows uses the following information to identify your
m - computer on the network.

Computer description:

For example: “Kitchen Computer” or "Mary's
Computer”

Full computer name: PCO1

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network ID.

To rename this computer or change its domain or
workgroup, click Change.

Appty

B PCO1 - Doe, John 3421843

v 0 Search Control Panel

‘ormation about your computer

nterprise -- W. d 1 O
soft Corporation. All rights reserved. .. I n OWS

Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz
ory (RAM):  2.00 GB
64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display

lomain and workgroup settings

he: PCO1 € Change settings

name: PCO1

Computer description:

Workgroup:

WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software Licence Terms

Product ID: 00329-00000-00003-AA958 S Activate Windows

Version: v2.0 19 June 2023 | Specimen
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e suitable region and language settings

PCO1 - Doe, John 3421843 To release your mouse press: Control-3¢

4 Windows Setup =N ES]

=& Windows'

Language to install:[Englah (United Kingdomy M

ML LG RO e R - English (United Kingdom) ¥
Keyboard or input method: 7Umtsc“(mgdmn—'

Enter your language and other preferences and click "Next" to continue

3 Microsoft Corporation. All ights reserved

Version: v2.0 19 June 2023 | Specimen 23 of 80



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Step B
| have configured the DNS so that | can access websites.

B Server01 - Doe, John 3421843

Manage

i PROPERTIES

For Server(

Dashboard

0 Local Server

Computer name Server01 Last installed updates
& All servers Workgroup WORKGROUP Windows Update
é DMNS Last checked for updates
ii File and Storage Services P
I = S S TR e

%, DNS Manager

File Adion View Help

o« M d B §§

Tools  View  Help

TASKS =
MNever

Install updates autol

MNever

P S re—t. |

£ Dns

v I SERVEROT 0 Add s New Zone
| Forward Lookup Zones
| Reverse Lookup Zones
| Trust Paints

) stores information about one or more contiguous DNS domains,
Conditional Forwarders

To add a new zone, on the Action menu, click New Zone.

Version: v2.0 19 June 2023 | Specimen
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Directory service

| have configured the Active Directory service so | can configure users.

eoe I B ¥ > %) Server01 - Doe, John 3421843 (i)

Server Mana ger * A D DS Manage Tools  View  Help

=% SERVERS
All servers | 1 total TASKS +

Dashboard

Local Server
Ii All Servers
Server Name  IPvd Address Manageability Last Update Windows Activation
1R DHcP
& DNS

Filter P

=
(iii)
1
L
4
<

SERVERD1 10.1.1.1,10.1.1.2  Online - Performance counters not started  01/01/2021 11:10:56 Not &

¥R File and Storage Services P

. Active Directory Users and Computers - (m] X

File Action View Help

e [ cdz HE TRETER

: Active Directory Users and Comp | Name Type Description
= Saved Queries F:JohnDoelocal  Domain hd
v #4d JohnDoelocal | saved Queries Folder to store your favo..
Builtin -
Computers

= Domain Contrallers
ForeignSecuntyPrincipals
| Managed Service Accoun

Users
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DHCP
e DHCP service installed

e | configured the DHCP service

® ® I B Q> @ Server01 - Doe, John 3421843 [l

e server Manager - X

Manage Tools View Help

m SERVERS
122 Dashboard ! All servers | 1 total TASKS *
i Local Server -
_I Filter p IE - w
BE Al Servers
I—ii AD DS Server Name  IPv4 Address Manageability Last Update Windows Activation
= s
¥ DHCP
SERVERO1 10.1.1.1,10.1.1.2  Online - Performance counters not started  01/01/2021 11:18:12 Not activated
(4]
e=m DNS

W§ File and Storage Services b

EVENTS
All events | 0 tota TASKS =
Filte 2 By @~ ¥
Server Name 1D Severity Source Log Date a :\'I Time

Version: v2.0 19 June 2023 | Specimen
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PCO01 has been assigned a DHCP address using IPCONFIG /ALL

evoe Il B BN 8 P o & PCO1 - Doe, John 3421843 (al

B8 Command Prompt

LW © Type here to search
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Domain joins

Server02 domain joined to (FirstnameSurname).local

% Server02 - Doe, John 3421843 u

= {g‘) l F Manage Tools View Help

%2 Dashboarc TASKS v
W& All Servers | You can change the name and the membership of this r oad updates only
- X computer. Changes might affect accass to network resources.

B§ File and 5t
Computer name ¥
Server02 Real-Time Protection: J

Full computer name:
Serverl2

Settings

{UTC+00:00) Dublin, Ed
Computer Name/Domain Changes

Mot activated
Member of
{®) Domain:

johndoe local o ‘Welcome to the johndoe.local demain,

rocessors Intel{R) Core(TM) 19-99(]
) Werkgroup:
stalled memory (RAM

WORKGROUP
OK Cancel

oK Cancal y
AT EVERTS | 25 ot TASKS w
Fitte o ® ~ <
Server Name D Severity Source Leg Date and Time
SERVEROZ2 1014 Warning Microsoft-Windows-DNS Client Events System 31/12/2020 18:20:52
SERVERD2 1000  Error Application Error Application  31/12/2020 18:06:00
SERVERD2 134 Warning Microsoft-Windows-Time-Service System 31/12/2020 17:54:41

Version: v2.0 19 June 2023 | Specimen 28 of 80



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

PCO01 domain joined at logon to (FirstnameSurname).local

eve 0 B R

L4

= PCO1 - Doe, John 3421843

=]

— -. W (4] = Search Control Panel

You can change the name and the membership of this r
computer. Changes might affect access to network resoureas. on about your com puter

Compuler name: lary's
PCO1

Full computer name: oration. All rights reserved. == Wi n d OWS 1 0

PCO1

| 1

Computer Mame/Domain Changes X

Member of 0K CPU @ 3.60GHz  3.60 GHz

(®) Domain: )
jahndos local Welcome to the johndoe.local domain.

, x64-based processor

(O Werkgraup: ¢ available for this Display

WORKGROUP

PCO1

GLI"nnge settings

Cancel Apply
e 'WORKGROUF

Windows activation

Windows is not activated. Read the Microsoft Software Licence Terms

See also Praduct ID: 00329-00000-00003-AA958 P Activate Windows

Security and Maintenance

HH £ Type here to search

Version: v2.0 19 June 2023 | Specimen
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Reverse lookup

Step C
Group creation

Server Manager * DHCP
i

Dashboard

Local Server

All Servers

AD DS - 2
s s Active Directory Users and Computers
18 DHCP
File Action View Help
2 DNS 1 .
s e« 17 BBz Hm 3
#§ File and Storage Service

.
1)

- Active Directory Users and Comp! | Name

B e Cvanes B Al staff
v &3 JohnDoelocal - ————
Builtin %Graph,cs
Computers E& S
= Doe Groups
2] Doe Users 2 Motion Capt..

2! Domain Controllers
ForeignSecurityPrincipals
Managed Service Accoun
Users

@) Server01 - Doe, John 3421843

- @l r@ Manage  Tools

RETE%R

Type Description
Secunty Group ..
Security Group ..
Security Group ...
Security Group ...
Security Group ..

()

View  Help

Version: v2.0 19 June 2023 | Specimen
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User creation

Users -Your first and surname, Paul James, Tamara Jacob and Yousif Sobbah has been created

@ ® I B & > @ Server01 - Doe, John 3421843 [

- {Ej l r. Manage Tools

m SERVERS

1i% Dashboard ! All servers | 1 tota TASKS *
i Llocals _
_l ocal Server i o @~ @~ *
BE All Servers ) i
i§ aDDs [ o .
- o Active Directory Users and Computers (n] X
18 DHcP ) . .

File Action View Help
& DNS fem #5 B & — =%
= e n[H OBz HE P2EaTa%
WE File and Storage Services — .

— Active Directory Users and Comp| | njame Type Description

- Saved Queries E,Jnhn Doe User
v 33 lohnDoelocal

g, Paul James User

i
iu' tin . E,Tamara Jacobs  User
omputers .
Yousif Sebbah  User
= Doe Groups &
= DoeUsers

2. Domain Controllers

ForeignSecurityPrincipals
Managed Service Accoun e
Users
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Your first and surname is now a member of the group IT admin

eve Il B RN @ Server01 - Doe, John 3421843

Manage Tools

1- SERVERS
#a Dashboard ! All servers | 1 tota

B Local Server

el B @A)
W& All Servers z
'#' AD DS - | John Doe Properties ? X
18 DHCP :
-~ File Action View Help Remote control Remote Desktop Services Profie coM+
e DNS o 4 L‘] 1 General Address Account Profie Telephones Organization
WR File and Storage Services = n ! Merrber Of Disthr Envitonment Shesions
| = Active Directory Users and Q
Saved Queries Member of
v 33 JohnDoelocal Name Active Directory Domain Services Folder
Builtin Domain Users JohnDoe locallUsers
Computers 1T Admin JohnDoe locallDoe Groups
= Doe Groups
= Doe Users

Domain Controllers
ForeignSecurityPrinc|
Managed Service Acq
Users

Primary group: Domain Users

TS - There is no need to change Primary group unless.
PSSR you have chients or POSIX-comp

applications.

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Paul James is now a member of the group Development

®
k=l
=
53
]
&

& Dashboard

# Local Server

@ Server01 - Doe, John 3421843

- @I r@ Manage  Tools  View

Filter pel 2w (R w
ii All Servers
§ AD DS - | | Paul James Properties ? X
18 DHcP
~ File Action View Help Remote control Remote Desktop Services Profie COoM+
em DNS éawhp 750 & [0 | GCeneml Address Account Profie  Telephones  Organization
WR File and Storage Services = ) Member Of Diakin Envronment Sessions
| . Active Directory Users and C
Saved Queries Member of:
v 33 JohnDoelocal Name Active Directory Domain Services Folder
Builtin Development JohnDoe.local/Doe Groups
Computers Doman Users JohnDoe locallUsers
%! Doe Groups
= Doe Users
2| Domain Controllers
ForeignSecurityPrinc|
Managed Service Acq
Users
Add Remove

Version: v2.0 19 June 2023 | Specimen

Primary group: Domain Users

ot Do > There is no need to change Primary group unless
s ijabingé anzion you have clients or POSIX:

applications.

TASKS
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Tamara Jacobs is now a member of the group Graphics

® ® I B J & Server01 - Doe, John 3421843

- @l F@ Manage  Tools  View

— ?- SERVERS
122 Dashboard ! All servers | 1 total TASKS

B Local Server

Filter L ZHw @R w
§ All Servers

AD DS = | Tamara Jacobs Properties ? X

1% DHcP
File Action View Help Remote control Remote Desktop Services Profie COM+ -

& DNs @wp 2 £ [ § Genenl Addess Account Profie  Telephones  Organcation
W3 File and Storage Services = { Member Of Diakin Envronment Sessions
| = Active Directory Users and C
Saved Queries Member of
v &3 JohnDoelocal Name Active Directory Domain Services Folder
Bt
Computers Graphics JohnDoe locallDoe Groups
= Doe Groups
= Doe Users
2| Domain Controllers
ForeignSecurityPrinc| |
Managed Service Acq 5
Users
Add. Remove

Primary group:  Domain Users

There is no need to change Primary group unless
you have Macntosh clients or POSIX-compliant
applicatons.

rimary Group
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Yousif Sobbah is now a member of the group Motion Capture

® ® I B AN & Server01 - Doe, John 3421843

v Manage Tools
z

== 1- SERVERS
122 Dashboard ! All servers | 1 tota
§ Local Server )
' Fil Pl Ew @R~
& All Servers = =
B s |
Ig! ADDS - Yousif Sobbah Properties ? X
18 DHCP )
- File Action View Help Remote control Remote Desktop Services Profie coM+
em DNS &) 2 £ 0 : General  Address  Account Profie  Telephones  Organization
WR File and Storage Services = | Memmber Of Diakin Environment Sessions
| . Active Directory Users and ¢
Saved Queries Member of
v &4 JohnDoelocal Name Active Directory Domain Services Folder

Builtin Domain Users JohnDoe localiUsers
Computers Mation Capture JohnDoe local/Doe Groups
= Doe Groups

= Doe Users

2. Domain Controllers
ForeignSecurityPrinc|
Managed Service Acq
Users

Primary group: Domain Users

P » There is no need to change Primary group unless
o R i you have Macintosh clients or POSIX-compliant
applications.

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Your first and surname has been made an administrator

Server Manager * DHCP

@ Server01 - Doe, John 3421843

- @I r@ Manage  Tools

= SERVERS
I8 Dashboard ! All servers | 1 tota
§ Local Server
. Filter Pl slw (R w
W& All Servers 2
Igl ADDS - | John Doe Properties ? X
1% DHeP )
== File Action View Help Remote control Remote Desktop Services Profie com+
e DNS o 5 5 ] 1 General Address  Account Profie Telephones Organization
#R File and Storage Services = : ) Member Of Diskn Envronment Sessions
| — Active Directory Users and C
Saved Queries Member of
v @3 JohnDoelocal Name Active Directory Domain Services Folder
st
Computers Doman Users  JohnDoe locallUsers
i Dos Groups IT Admin JohnDoe.localDoe Groups
= Doe Users
2. Domain Controllers
ForeignSecurityPrinc|
Managed Service Acq
Users
Add Remove
Primary group:  Domain Users

Version: v2.0 19 June 2023 | Specimen

Sat Pri

ary Gat

There is no need to change Primary group unless
" you have Macntosh chents or POSIX-compliant
applications.

View

TASKS

a
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Staff added to groups

Folder permissions

Development folder has the group Development added with read and write permission

@ Server02 - Doe, John 3421843 5

2 Network access
# Quick acce

Bl Desktop

Choose people on your network to share with
¥ Downloac

* Documen Type a name and then click Add, or click the arrow to find someone.
» Pictures
IT Suppor
Shared Fc

Name

Permission Level
&, Administrator Read/Write ~

2 This PC

SR Administrators Owner

42 Development Read/Write ~

~ Local Disk |

& Network

o Share Cancel

5 items 1 item selected

12:32
01/01/2021

L
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Graphics has the group Graphics added with read and write permission

@ Server02 - Doe, John 3421843 s

View
> Local Disk (D:) » Shared Folders

Name
# Quick access
Development
B Desktop f
Graphics
& Downloads
IT Suooort
* Documents
» Pictures
& Network access
IT Support
Shared Folders
Choose people on your network to share with
= This PC

Type a name and then click Add, or click the arrow to find someone.
- Local Disk (Dz)

W Network

Name Permission Level

& Administrator Read/Write ~

§2 Administrators Owner

82, Graphics Read/Write ~

'y Share

Version: v2.0 19 June 2023 | Specimen 38 of 80



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Motion capture has the group Motion Capture added with read and write permission

@ Server02 - Doe, John 3421843 2l

> Local Disk (D) » Shared Folders

# Quick access

Development
Bl Desktop F

Graphics

& Downloads
IT Support

# Documents Motion Capture

& Pictures Shared Drive

IT Support

Shared Folders

B Network access
= This PC

~ Local Disk (D) Choose people on your network to share with

@ Network Type a name and then click Add, or click the arrow to find someone

Name Permission Level

& Administrator Read/Write ~

2 Administrators Owner

2, Motion Capture Read/Write ~

Sitems 1 item selected

) Share Cancel
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Shared drive has the group All Staff added with read permission

> Local Disk (D) > Shared Folders

Nar

# Quick access

Development
Il Desktop ?
Graphics
¥ Dowmloads

IT Support
# Documents Motion Capture
& Pictures Shared Drive
IT Support

Shared Folders
¥ This PC
« Local Disk (D:)

& Network

1 item selected

Version: v2.0 19 June 2023 | Specimen

@ Server02 - Doe, John 3421843

2 Network access

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

Name Permission Level

£, Administrator Read/Write ~

8% Administrators Owner
53, All Staff Read ~

) Share

Cancel
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

User guides has the group all staff added with read permission and IT admin added with read and write permission

@ Server02 - Doe, John 3421843 3

> Local Disk (D:) » Shared Folders » IT Support

Name
# Quick access

IT Admin
Il Desktop

User Guides
¥ Downloads

* Documents

& Pictures 2 Network access

IT Support
Shared Folders Choose people on your network to share with
¥ This PC
Type a name and then click Add, or click the arrow to find someone.
« Local Disk (D:)

& Network

Name Permission Level

&, Administrator Read/Write ~

82, Administrators Owner

58 Al Staff Read ~
42, it admin Read/Write ~

2 items 1 item selected

¥} Share Cancel
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

IT admin has the group IT admin added with read and write permission for IT admin

e0e I 3 e 8

Recycle Bir

CR_OE9CS.t.

Share View

.1

Name
o Quick access

I Desktop

» This PC * Local Disk (D:) » Shared Folders » IT Support

IT Admin

User Guides

¥ Downloads

q = Documents
2]

Google
Chrome

& Pictures
IT Support
Shared Drive
Shared Folders

' This PC
- Local Disk (D3)

& Network

2items  1item selected

Folder testing

2 Network access

~

v 0

Search IT Support

Date modified Type

01/01/2021 22:00

File folder

File folder

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someaone.

Name

’, Administrator
82, Administrators
82,17 Admin

Permission Level
Read/Write ~
Owner
Read/Write ~

I'm having trouble sharing

Add more rows to the table as required

Test ID Folder being
tested

1 Development

2 Graphics

3 Motion capture

4 Shared drive

5 User guides

Version: v2.0 19 June 2023 | Specimen

User account
(Test data)
Paul James

Tamara
Jacobs
Yousif Sobbah
Tamara
Jacobs

Tamara
Jacobs

&5 share

Test description and expected
outcome

Testing that a valid member of
the development group as read
access

Testing that a valid member of
the graphics group as read
access

Testing that a valid member of
the motion capture group as rad
access

Testing that a valid member of
the all staff group as read
access

Testing that a valid member of
the all staff group as read
access

@ Server02 - Doe, John 3421843 (mll

Cancel

11:55
18/02/2021

"~EQ>< E

Actual outcome

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

6 User guides

7 IT admin

8 Development
9 Graphics

10 Motion capture
11 User guides
12 IT admin

Your first and
Surname

Your first and
Surname

Paul James

Tamara

Jacobs

Yousif Sobbah

Your first and

surname

Your first and
surname

Testing that a valid member of
the IT admin group as read
access

Testing that a valid member of
the IT admin group as read
access

Testing that a valid member of
the development group has read
and write access

Testing that a valid member of
the graphics has read and write
access

Testing that a valid member of
the motion capture group as
read and write access

Testing that a valid member of
the IT admin group as read and
write access

Testing that a valid member of
the IT admin group as read and
write access

Print screen showing the result of test number 1, showing the folder opens correctly

J

Office

A Paul James
Documents

x  Pictures

£ Type here to search

Version: v2.0 19 June 2023 | Specimen

Microsoft Edge

@ PCO1 - Doe, John 3421843

e @

Microsoft Store

AEMTechDesignDocv01
AEMTechDesignDocV02
AEMTechDesignDocV03
AerBox_LTDDesignDocv01

BiocampDesignDocV01
BiocampDesignDocV02
BiocampDesignDocV03
BiocampDesignDocVo4
CarminarieDesignDocV01
CarminarieDesignDocV02
CarminarieDesignDocV03
CarminarieDesignDocV04
CarPortDesignDocV01
CarPortDesignDocV02
CarPortDesignDocV03
DannicaDesignDocV01
DannicaDesignDocV02
DannicaDesignDocV03
DannicaDesignDocVo4
DannicaDesignDocV05

<

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
write to files stored in
the folder

The user was able to
write to files stored in
the folder

The user was able to
write to files stored in
the folder

The user was able to
write to files stored in
the folder

The user was able to
write to files stored in
the folder
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Print screen showing the result of test number 2, showing the folder opens correctly

eve I B 3 @ PCO1- Doe, John 3421843 a

Productivity

g e ﬁ hMockupVO1

Office MicrosoftEdge  Microsoft Store  SSNNISNAVer]
hMockupV03
(LTOMockupV01

r02 > Graphics

Tamara Jacobs
Documents

] Pictures

S Settings

Power

L Type here to search

B PCO1 - Doe, John 3421843

Share  View

“ server02 > Motion Capture v o

a

Microsoft Edge  Microsoft Store

I Biocamp_CorpVideo
Carminarie_CorpVideo
Dannica_CorpVideo

{ Dashmark_CorpVideo
Nextwestern_CorpVideo

I SweetShop_CorpVideo

Yousif Sobbah

Documents

Pictures

Settings

Power

O Type here to search (o}
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Print screen showing the result of test number 4, showing the folder opens correctly

eve I B 3 @ PCO1- Doe, John 3421843 a

Productivity

g e a

Office MicrosoftEdge  Microsoft Store [~ JoNens y

Home  Share  View

v 4 L - sever02 > Shared Drive v

Quick access
Accountant_JD
AV_Trainee_JD

) .
¥ Doiileds Front_Desk_Coordinator_ID

M Documents:  # HR_Coordinator_JD
&= pictures # IT_Support_Staff_JD
Lecturer JD
Mobile_Developer JD
Production_Painter JD
Project Manager_JD
Software_Engineer_ID
Web_Developer_JD

Tamara Jacobs
Documents

] Pictures

S Settings

Power

Ly 1432
7 01/01/2021

L Type here to search

Print screen showing the result of test number 5, showing the folder opens correctly

ene NIl B 3 % PCO1 - Doe, John 3421843 @

Productivity

71 2 A

Microsoft Edge  Microsoft Store RISy *

server02 > User Guides

Quick access
Cinema AV Guide
Green Screen Advanced

$ Downloads *
Green Screen Basics

# Documents Moc Guide
&= pictures # School Links Accounts
D Music Sharepoint Training

1 Videos Using Wi-Fi

Tamara Jacobs
Documents

J  Pictures
Settings
Power

O Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Print screen showing the result of test number 6, showing the folder opens correctly

B PCO1 - Doe, John 3421843

1T 2 @ e

Office Microsoft Edge  Microsoft Store

Cinema AV Guide
Green Screen Advanced
Green Screen Basics
Mac Guide

School Links Accounts
Sharepoint Training
Using Wi-Fi

John Doe
Documents
& Pictures

& Settings

D Power

O Type here to search (o]

B PCO1 - Doe, John 3421843

> server02 > IT Admin

Budget Transactions xisx
Strategic Plan
User Account Log

Documents
Pictures

& Settings

Power

L Type here to search o]
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Print screen showing the result of test number 8, showing the file has been opened and saved back correctly

eve I B 3 @ PCO1- Doe, John 3421843 a

Productivity

U e ﬁ server02 > Development v o
Office MicrosoftEdge  Microsoft Store th okt
 tesignDocV01 01/01/2021 1412
JesignDocV02
JesignDocV03

* DDesignDocvo1
esignDocVo1
esignDocV02
esignDocV03
esignDocVo4
1DesignDocV01
1DesignDocV02
1DesignDocV03
1DesignDocVod
p— n signDocV01
| Films &1V signDocV02
signDocV03
1signDocV01
(@ Game bar 1signDocV2

1signDocV03
Q Get Help

i 1signDocV04
(8) Groove Music

witch user

G

1signDocV0s

elected 1.91 KB

[~

14:12
L Type here to search

01/01/2021

8

ene Il B 3 ¥ PCO1 - Doe, John 3421843 @

MicrosoftEdge  Microsoft Store

Tamara Jacobs
Documents
Pictures

S Settings

) Power

O Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Print screen showing the result of test number 10, showing the file has been opened and saved back correctly

PCO1 - Doe, John 3421843

1 e @ .

Office Microsoft Edge  Microsoft Store
Biocamp_CorpVideo
arminarie_CorpVideo
pashmark_CorpVideo
extwestern_CorpVideo

buveetshop_CorpVideo
pdated

A Yousif Sobbah
Documents

B Pictures

32 Settings

) Power

P liype here to search (o]

B PCO1 - Doe, John 3421843

2 O [ o[®

Microsoft Edge  Microsoft Store

Mac Guide

School Links Accounts
Sharepoint Training
Using WiFi

John Doe
Documents

~ Pictures

Ul © fiype here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Print screen showing the result of test number 12, showing file has been opened and saved back correctly

Open with Preview

© © Screenshot 2021-01-01 at 22.00.63

PCO1 - Doe, John 3421843

e v . > Network > serverd2 > IT Admin

Microsoft E3ge  Microsoft Store

Budget Transactions xlsx
Strategic Plan
User Account Log

John Doe
Documents
s Pictures
€3 Settings

Power

| £ Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

PCO1 - Doe, John 3421843

Home

-

Office Microsoft Edge  Microsoft Store

John Doe
Documents
Pictures

Settings

L Bl © Type here to search O

Version: v2.0 19 June 2023 | Specimen

Share View

« » Network > server02 > IT Admin v

Name

Budget Transactions xsx
Strategic Plan
User Account Log

O  Power 1 item selected 190 KB
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Step D

Create backup

Print screen showing the scheduled backup has been put in place from the backup manager dialogue box

ece Il B

File Action WView Help
o= nm HE

W Windows Server Backup (L

W Local Backup

o

|' Backup Schedule Wizard

3
24
= Summary

Getting Started

Select Backup Configurat
Select Items for Backup
Specify Backup Time
Specify Destination Type
Select Destination Disk

Confirmation

= Server02 - Doe, John 3421843

Status:  You have successfully created the backup schedule.

Your first scheduled backup will happen at 01/01/2021 16:00.

Make sure that the disks you are using to store scheduled backups are attached to this

computer and are available.

< Previous

(&)
\ctions
local Backup -
i Backup 5t
\§ Backup On
i R
f rforr

View r

H Help

Settings

Backuo items:

Selected files (Local disk (D:1)

Destination usage

Name: Served) 206
>

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass

Guide standard exemplification materials

Print screen showing the scheduled backup has been completed from the backup manager dialogue box

B Server02 - Doe, John 3421843

Fﬁwbadmin - [Windows Server Backup (Local)]
File Action View Help

e m BE

@ Windows Server Backup (L
'H! Local Backup

Actions
. . . Windows Server Backu P
Backup your important data to a local or online location S

View »
ﬂ Help
Local Backup
Last Backup Status: ‘@‘ Successful backup at 02/01/2021 12:07
Next Backup Time:

13/01/2021 18:00

Number of available backups: 9 copies

Online Backup

i Backups to Azure have not been configured for this server. Secure this server from corruptions and other threats

N g g TR 0

13/01/2021
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Backup restoration

Showing that the folder development has been deleted

File Acti v v

o BN e e v

W windol « - 4 > This PC » Local Disk (DY) > Shared Folders »
X
W Log

Name
# Quick access

Graphics
B Desktop ?
IT Suppart
¥ Downloads
Motion Capture
« Documents Shared Drive
&= Pictures
IT Support

Shared Folders
'8 This PC
- Local Disk (D:)

W Network

<

4 items
Scheduled Backup

A regular scheduled backup is configured for this server

Seftings

Backup items: Selected files (Local disk (D:1)

Server02 - Doe, John 3421843

Destination usage

Name:

Serverd) 205 ¥
>

peal Backup -
{6 Backup Schedule_
B Backup Once_

Recover..

b

Configure Performance.
View »

d Help
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Print screen showing the file selected in the restoration dialogue box

e Server02 - D
-
File Adion View Help
=% 2m HBE
W Windows Server Backy 3 Recovery Wizard X |
)
W Local Backuy
W p & b
) . <
p & Confirmation kkup Scf
Getting Started From backup 01/01/2021 17:00
Select Backup Date Recovery items: ‘
Sebect Bucrwery Type DAShared Folders\Development\AEMTechDesignDocV01.docx |
DAShared Folders\Development\AEMTechDesignDocV02docx ip
Select items to Recover DAShared Folders\Development\AEMTechDesignDocV03.docx
Specify Recovery Options DAShared Folders\Development\AerBox_LTDDesignDocV01 docx
DAShared Folders\Development\BiocampDesignDocV01 docx
Recoveni Proacess DAShared Folders\Development\BiocampDesignDocV03 doox
Fae S e DAShared Fold DesignDocV04.d
DAShared Folders\Development\CarminarieDesignDocV01.docx
DAShared Folders\Development\CarminarieDesignDocV02.docx
DAShared Folders\Development\CarminarieDesignDocV03.doc
DShared Folders\Development\CarminarieDesignDocV04dock
DAShared Folders\Development\CarPortDesignDocV01.docx
DAShared Folders\Development\CarPortDesignDocV02.docx
DAShared Folders\Development\CarPortDesignDocV03 docx
DAShared Folders\Development\DannicaDesignDocV01.docx v
Recovery destination:  Original location
Recovery option: Create copies of recovered files
Security settings: Recover
< Previous Recover Cancel
Settings. Destination usage
Backup items: Selected files (Local disk (D:)) Name: Servert 2001 ¥
< > || < >

-
File Acti % | Shared Folders

W Windo  « v 4 > This PC >

W Loc
# Quick access

I Desktop *

¥ Dovimloads *

# Documents

& Pictures *
IT Support

Shared Folders

% This PC
«- Local Disk (D)
¥ Network
5items
Settings
Backup items:
< > ||«

Name

Server02 - Doe, John 3421843

P ®

Local Disk (D) » Shared Folders

Development 2021

Graphics 0 211
IT Support 1/01/2021 1232 File folde

Motion Capture
Shared Drive 11

Close

Destination usage
Selected files (Local disk (D:)) Name: Server) 2001 ¥
>

Version: v2.0 19 June 2023 | Specimen

54 of 80



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Step E
Role installation

Print screen showing the Windows deployment role has been installed and shown in server manager dialogue box

@ e I B AN @ Server02 - Doe, John 3421843 (s

.. server Manager

Server Manager * Dashboard “@ | Pg oo woos view hep

Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

a Configure this local server

¥R File and Storage Services b
B wos

WHAT’S NEW R
€ 1 SErV f
e rvice
Hide
LEARN MORE
ROLES AND SERVER GROUPS
== File and Storage =
L ; 1 wD! 1
B Services B S
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance

BPA results
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Pass
Guide standard exemplification materials

Step F
Configuration

Print screen showing the remote desktop has been enabled on the server in system properties

eve I B Q ) Server01 - Doe, John 3421843 (@)

Tools View

©

4 3> Control Panel > System and Security > System vD

| Lanteal Danal Mama

System Properties % |bout your computer
Computer Name Hardware Advanced Remote

d
R te A °
ey Windows Server 2019
n. Al rights reserved.

ntel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz
.00 GB
Remote Desktop B4-bit Operating System, x64-based processor

Ciovdonsan optons e Hrenagbckl oo’ Sornac o Pen or Touch Input is available for this Display

(O Don't allow remote connections 1o this computer rkgroup settings

@® erver01 ®Change settings

(® Allow remote connections to this computer

erver01.JohnDoe.local

[ Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

ohnDoe.local
Select Users.

tivate Windows. Reac

[ ok Cancel Apply

PIOOUCT U UUSZ9-00000-00001-AA815

BPA results
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Print screen showing remote access has been enabled for PCO2 in system properties

eve I BB 3

System Properties

Computer Name System i Remote

Remote Assistance

B Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop

Choose an option, then specify who can connect
(O Don't allow remote connections to this computer
@ Allow remote connections to this computer

Only allow connections from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose

OK Cancel

Select Users...

@ PCO2 - Doe, John 3421843

Search Control Panel

ormation about your computer

nterprise

== Windows10
soft Corporation. All rights reserved. .. Wln OWS1

Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz
pry (RAM):  2.00 GB
64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display
Homain and workgroup settings

he: DESKTOP-LME2QKG @ Change settings

name: DESKTOP-LME2QKG

Computer description:

Workgroup:

WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software Licence Terms

ee also Product ID: 00329-00000-00003-AA280

Security and Maintenance

L O Type here to search
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Accessing

Server in a remote desktop window being administered

@ PCO2 - Doe, John 3421843 [l

[}

+ * > Quick access > v P

Frequent folders (4
# Quick access ( nTa

I Desktop Desktop Downloads

& Downloads 7 *

* Documents

AANAGER

Documents Pictures
&= Pictures r

-
 This PC

«~ Local Disk (D) Recent files (0

P Network

DUPS

Performance

BPA results
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Step G
SNMP
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Step H

Policy 1 — disable USB support

Print screen on Server01 showing the blocking of removable devices have been enabled in group policy

a

= 2@ XG

@ File Action View Window Help

Hm=

Server01 - Doe,

& Group Policy
v A\ Forest: )
v & Dom| File Adi

on View Help

./ Group Policy Management Editor = o X

vEtes 2@ 3 Bm Y
4v ¥, User Configuration A _ Removable Storage Access
L All Removable S lasses: Deny Se s =T
Software Settings o :l.novn torage cl s: Deny tting tate
d Windows Settings Rcoass i-] Set time (in seconds) to force reboot Not configured
P Administrative Tet Edit policy settin 2] CD and DVD: Deny read access Not configured
- Control Panel CD and DVD: Deny write access Not configured
S ] Desktop Requirements: iz Custom Classes: Deny read access Not configured
i Sites Network Atleast Windows Vista iz Custom Classes: Deny write access Not configured
& Grou Shared Folder Description: iz| Floppy Drives: Deny read access Not configured
a lenu an iz| Floj ves: Deny write access ot configure:
2 Grou Start M. Configure access to all removable | Floppy Drives: Deny N figured
v ystem storage classes. iz Removable Disks: Deny read access ot configure
Syst t I = R ble Disks: Deny read N figured
Ctri+Alt+C E— . Removable Disks: Deny write access Not configured —
Oeplo i
= P ); ) over any individual removable All Removable Storage dasses: Deny all access Enabled
Wer.ing storage policy settings. To manage i) Tape Drives: Deny read access Not configured
Folder Rec individual classes, use the policy | Tape Drives: Deny write access Not configured
Group P‘Zh settings available for each class. ] WPD Devices: Deny read access Not configured
Internet Cc B . i
Locale Sent If you gnable this policy setting, no iz| WPD Devices: Deny write access Not configured
L access is allowed to any removable
ogon storage class.
Mitigation:
Power Mar If you disable or do not configure this
Removabli policy setting, write and read
Scripts a:cesses Iare allowed to all removable
User Profil , || *torage classes. < >
& B “'\Extended,*'; Standard /
f—
|14 setting(s)
This GPO is linked to the following WMI fiter:
<none> v Opsn
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Policy 2 — disable access to the control panel

Print screen on Server01 showing control panel access have been enabled in group policy

Server01 - Do

}_:

9
# File Action View Window Help
- afliolit < B
i Group Policy ./ Group Policy Management Editor - a
v 4\ Forest Jq
v & Doml File Acdion View Help
vENes 21m 3 HE T
B 3
4 .| Startup [SERVERO1JOHNDOE.LO| Control Panel
v 4 v ® Computer Configuration ”
Policies Prohibit access to Control Paneland  Setting State
Preferences PCaettings | Add or Remove Programs
v &, User Configuration Edit policy setting. A - Display
v Policies | Personalization
y j Software Settings Regquirements: Printers
B sites N Windows Settings At least Windows 2000 Programs
At';.' Grou v Administrative Temp! Description: Regional and Language Options
B Grou > Control Panel Disables all Control Panel Hide specified Control Panel items Not configured
Desktop programs and the PC settings app. Always open All Control Panel Items when opening Control P..  Not configured
Network Prohibit access to Control Panel and PC settings Enabled
Shared Fol This setting prevents Control.exe 2
vared Folders and Systemsattings.exe, the Show only specified Control Panel items Not configured
Start Manu.snd 1 program files for Control Panel 2| Settings Page Visibility Not configured
System and PC settings, from starting. As
Windows Compo|| a result, users cannot start Control
All Settings Panel or PC settings, or run any of
Preferences their items.
This setting removes Control
Panel from:
The Start screen
File Explorer
This setting removes PC settings V'
from: _ <
£ > |\ Extended / Standard /
|5 setting(s)
This GPO is linked to the following WMI fitter:
<none> v Open
< >
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Policy 3 - disable task manager access

Print screen on Server01 showing that task manager access is denied in group policy

&
3 File Action View Window Help

o 20 0 XE S HE

ver01 - Doe, John

& Group Pelicy

! Group Policy Management Editor - m]
v i) Forestlg
~ @3 Dom| File Action View Help
vk nm 3 Hm T
4 v Policies ~ | ctri+Alt+Del Options
4 v [ softvare settings || Task Ma . :
4 4 scftware insta emove nager tting tate
Windows Settings ) A ] Remove Change Password Not eonfigured
v ) Administrative Ter || CtRelicy setting. 12| Remove Lock Computer Not configured
& Si(e: | Desktop At least Windows 2000 [iz] Remove Logoff Mot configured
2 Metwork
¥ Grou Shared Folder Description:
= Grou @ o This policy setting prevents users
Start Menu an from starting Task Manager.
~ | System
| Ctrl+Alt+C Task Manager (taskmgr.exe) lets
Display users start and ctop programs;
Driver Inst monitor the paﬂormance of their
computers; view and monitor all
Folder Rec programs running on their
| Group Poli computers, including system
| Internet Cc services; find the executable
Locale Sen || names of programs: and change
the pricrity of the process in
Logan which programs run.
| Mitigation
| Pawer Mar || If you enable this policy setting,
| Removabl: users will not be able to access
Scripts Task Manager. If users try to start
User Profil Task Manager, a message appears ¥
e Prell v | explaining that a oolicy orevents &
< > |\ Extended / standard/
< »
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Policy 4

Prevent the installing of applications

Print screen on Server01 showing the prevention of installing applications in group policy

i
2

File Action

View Window Help

= 2@ 0 XEa BE

i Group Policy -+ G045 Policy Management Editor - o
v 4\ Forest iq
v % Dom| File Action View Help
vEies 2m @ @B T
F Remote Desktop 5 ~ . Windows Installer
& RSS Feeds ~
Search Prohibit User Installs Setting State
. Secury. Carler ) ] Allow users to use media source while elevated Not configured
Edit policy setting Al 1l with " i
Shutdown Options &) Always install with elevated privileges Not configured
S Smart Card Requirements: i2] Control maximum size of baseline file cache Not configured
& Sue; Software Protectior Microsoft Windows XP or iz] Enforce upgrade component rules Not configured
13- Gioid Sound Recorder :dellows:?)m with Windows 1] Prevent embedded Ul Not configured
2 Groul Speech nstaljery Prevent Internet Explorer security prompt for Windows Install..  Not configured
Store Description: i Prevent users from using Windows Installer to install updates.. Not configured
Sync your settings This policy setting allows you to iz Prohibit flyweight patching Not configured
Tablet PC 2::;:3:: r::;g;‘i';{t ?"g et Prohibit non-administrators from applying vendor signed up.. Not configured
Task Scheduler 6 anabied and e e g ££] Prohibit removal of updates Not configured
o Input down list to select the behavior iz] Prohibit rollback Not configured
Windows Calendar :
you want. i Prohibit use of Restart Manager Not configured
Windows Color 5y 8] prohibit User Installs Enabled
Windows Custome If you do not configure this policy - —
Windows Defender setting, or if the policy setting is iz] Remove browse dialog box for new source Not configured
Windows Defender enabled and "Allow User Installs” i:] Save copies of transform files in a secure location on worksta.. Not configured
is selected, the installer allows and i:] Speify the types of events Windows Installer records in its tr..  Not configured
Windows Defender
makes (%6 of prodicts tht are i2] Turn off creation of System Restore checkpoints Not configured
Windows Error Reg || installed per user, and products = 4 P 9
) Windows Hello for || that are installed per computer. If ££] Turn off logging via package settings Not configured
Windows Ink Work || the installer finds a per-user install 1] Turn off shared components Not configured
of an application, this hides a per - [T PR A - .
2 Windows Installer computer i IIF of that same <
S | \ Extended / Standard /
23 setting(s)
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Policy 5 - disable remote desktop
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B server01

John 3421843

Print screen on Server01 showing remote desktop has been disabled in group policy

& Group Policy
v A\ Forest Jq
v & Dom| File Action
viElieasp 2

v

i
1

4
4

48 Sites’
#¥ Grou
« Grou|

<

|12 setting(s)

View Help

m o

Remote Desktop Si ~

RD Licensing
Remote Desktc
Remote Deskto

Application
. Connection
Device and
Licensing
Printer Redi
Profiles
RD Connect
Remote Ses
Security
Session Tim
Temporary

RSS Feeds

Search

Security Center

Shutdown Options

Smart Card

Software Protectior

Sound Recorder

Speech

Store v

1/ Group Policy Management Editor

= a
L4
_ Connections
Allow users to connect remotely by  Setting State
using Remote Desktop Services iz| Allow remote start of unlisted programs Not configured
PR 51| Allow users to connect remotely by using Remote Desktop Se.. Disabled

Edit policy setting.

Requirements:

At least Windows Server 2003
operating systems or Windows XP
Professional

Description:

This policy setting allows you to
configure remote access to
computers by using Remote
Desktop Services.

If you enable this policy setting,
users who are members of the
Remote Desktop Users group on
the target computer can connect
remotely to the target computer

If you disable this policy setting,
users cannot connect remotely to
the target computer by using
Remote Desktop Services. The

by using Remote Desktop Services.

iz] Automatic reconnection

1] Configure keep-alive connection interval
iz] Deny logoff of an administrator logged in to the console ses...

=] Limit number of connections

Restrict Remote Desktop Services users to a single Remote De..
i:] Select network detection on the server

i) Select RDP transport protocols

2] Set rules for remote control of Remote Desktop Services user ..
5] Suspend user sign-in to complete app registration

i=| Turn off Fair Share CPU Scheduling

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

\ Extended / Standard /
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Step |
Installation and configuration of the wireless device

Installation of a wireless printer

i 171 MEMSW

rWiFie

| 1"

i

it

1
i
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Task sequence

Step A

Processes Settings

Install the provided server operating All hard disks should be partitioned to a single 100%
system on ServerO1 and Server02 partition, and the machines named Server01 and

Use suitable configurations that match Server02

your current time zone and provide Server01 and Server02 should have fixed IP
evidence of the successful installation ~ addresses
of the server operating system on both

Server0l1 and Server02

Install the provided desktop operating

system on PCO1 All hard disks should be partitioned to a single 100%

partition

Use suitable region-specific settings, otherwise the
defaults should be taken

Step B

Version: v2.0 19 June 2023 | Specimen

(3 marks)

Marks Evidence required

1
4]
4]
]
4]
4]

1 ]
]
4]
]

1
]
4]
4]

Provide print screen or photographic evidence of the following:

Server01 disk partitions

Server01l IP address (1) Set

ServerQl IP address (2) Set

Server01 name set

Server01 regional settings, date and time

Server02 disk partitions

Server02 IP address set

Server02 name set

Server02 regional settings, date and time

Provide print screen or photographic evidence of the following:

PCO1 disk partitions
PCO01 name set
PCO01 regional settings, date and time

(8 marks)
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Processes

Install and configure DNS

Install and configure a directory
service

Install DHCP service on ServerO1

Implement a DHCP scope using the IP
range provided earlier

Evidence PCOL1 is using DHCP to join
the network

Domain join Server02 and PCO01 to
Server01 forming the start of the
network

Install and confirm a reverse DNS
lookup works on Server02 using

NSLOOKUP

Version: v2.0 19 June 2023 | Specimen

Settings

Install a directory service with the domain name set as

(First nameSurname).local, for example:

JohnSmith.local

Marks Evidence required

M print screen showing DNS has been installed

M print screen showing the directory service has been
installed and configured

M print screen showing the DHCP service installed

O print screen showing the DHCP scope configured

M print screen showing PCO1 has been assigned a DHCP
address

M print screen showing Server02 domain joined
M print screen showing PCO1 domain joined

O print screen showing Server02 successfully completed a
reverse lookup
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Step C
(8 marks)

Processes Settings Marks Evidence required
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All staff, developer, graphics, motion capture, IT admin 1 ¥ print screen showing

Create the following groups in your directory service the 5 groups created in
your directory service
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M print screen evidence

Populate the directory service with the following user accounts making sure they are added to the correct group and each user 1
has the right privilege: that each user hgs. the
correct name, privilege,
User account Privileges Job description Group job description and has
been added to the
Your first and surname Administrator IT admin IT admin correct group
Paul James Standard user Developer Development
Tamara Jacobs Standard user Graphics artist Graphics
Yousif Sobbah Standard user Motion capture specialist Motion capture
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O print screen showing all

Using the group called all staff, add the following groups to this group: 1 5 groups added to the
o development all staff group

e graphics

e motion capture

e |T admin

Processes Settings Marks Evidence required
Create the following folder structure on second patrtition of Server02 N/A Marks are not awarded for

creating the folder structure
and you do not need to
submit evidence for this task

Motion

Capture Shared Drive IT Support

l_l_'l

User Guides IT Admin

Development Graphics
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Processes Settings

Apply the following
privileges to each of the
folders using the groups
created earlier

Folder
Development
Graphics
Motion Capture
Shared Drive
User Guides

IT admin

Using the files provided, populate the folder structure

Group

IT admin
Development
Motion Capture
All staff

All staff

IT admin

Using the test plan template provided in the workbook, prove that the privileges

work correctly using both a valid and invalid user

Note: the shared drive only requires a valid user to be tested

Version: v2.0 19 June 2023 | Specimen

Permission

Read/Write

Read/Write

Read/Write

Read

Read

Read/Write

Marks

Evidence required

M print screens showing each folder

with correct privileges

M completed test plan

M print screens showing folder
privileges have been tested
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Step D

Processes Settings

Using an external hard disk drive or an additional virtual disk to
Server02, implement a scheduled backup of the shared folders to
run every hour to the second physical hard or external storage
device

Confirm the backup has been taken successfully by restoring the
contents of the backup

Note: You might need to return to this step later to collect the
required evidence

Step E
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(3 marks)
Marks Evidence required
3 M print screen showing scheduled backup set
M print screens showing a successful backup
M print screens showing a successful restoration
(4 marks)
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Processes

Using Server02, install and configure a single application
service from the following list:

Prove the service has been tested and works

Step F

Processes

Create a remote connection from PC02 to Server01

Note: you are not permitted to domain join the computer

Step G

Processes

Version: v2.0 19 June 2023 | Specimen

Settings

desktop deployment
media server
database server

IT helpdesk

web server

print server

Settings

Settings

Marks | Evidence required
4 O print screens showing the service being installed and
configured
O print screens showing the service is running
O print screens showing the service being tested
(2 marks)
Marks Evidence required
2 M print screens showing the remote connection process
(4 marks)
Marks Evidence required
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Implement a SNMP on all machines on the network 4 O print screens from PCO1 and Server02 showing that
SNMP has been enabled

Verify that SNMP data is being collected by the traps and can be O a Seres of print screens showing the SNMP data is
being collected centrally

viewed
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Step H
(10 marks)
Processes Settings Marks Evidence required
Using policies, implement 5 rules that will make the domain joined 10 & pr_owde_a short description of each policy and what it
will achieve
PCO1 more secure M provide a print screen showing each of the policies
created on Server01
Carry out testing to prove the policies have been applied correctly ¥ provide evidence of each policy applied on PCO1
Step |
(7 marks)
Processes Settings Marks Evidence required
Using the wireless device provided, integrate the device into your 7 Provide print screen or photographic evidence of the
network following:
M setan IP address for the device
M connect to a wireless AP or other such device
M install the required drivers or management software
M configure the device with suitable settings
O evidence that SNMP data is being captured
[0 a series of print screens and photographs showing

Test that the device works and is accessible from any 2 machines
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connection and configuration of the wireless device
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Examiner commentary

The student has achieved the required standard for the following reasons:

the majority of the process for the network cable creation is good. This is clear that the student did have an
appreciation of the process but lacked the full technique

the early tasks of the assignment have been carried out to a good level and show a good level of skills for
example, initial installation and configuration of the operating system

the higher-level skills seemed to be missing, for example the reverse lookup zone was clearly not attempted.
This is a pattern throughout, the lower-level tasks have been completed to a good level but when the topics get
complicated the skills are lacking

a little careless as the student had missed the step of configuring DHCP, hence PCO01 being assigned a
manual IP address

either based on a lack of time, organisation or a lack of skill, a number of the tasks have been missed which
has reduced the marks available

the presentation of the work was very clear, organised and should be commended

To achieve a higher score, the student could have:

provided evidence of attempting the reverse lookup for DNS

provided evidence of configuration of the role, evidence of role activation, evidence of role testing for role
installation

provided evidence of attempting SNMP

demonstrated competency in installing and configuring the wireless printer through comments

Grade descriptors

The performance outcomes form the basis of the overall grading descriptors for pass and distinction grades.

These grading descriptors have been developed to reflect the appropriate level of demand for students of other
level 3 qualifications, the threshold competence requirements of the role and have been validated with employers
within the sector to describe achievement appropriate to the role.

Grade Demonstration of attainment

Pass The evidence showing installations and configuration setup is logical and displays sufficient

knowledge in response to the demands of the brief.

The student makes some use of relevant knowledge and understanding of implementing network
infrastructure but demonstrates adequate understanding of perspectives or approaches associated
with industry standards in digital infrastructure roles.

The student makes adequate use of facts/theories/approaches/concepts and attempts to
demonstrate breadth and depth of knowledge and understanding in their implementations and
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configurations.

The student is able to identify some information from appropriate sources and apply the
appropriate information/appraise relevancy of information and can combine information to make
some decisions.

The student makes sufficient judgements/takes appropriate action/seeks clarification with guidance
and is able to make adequate progress towards prioritising and solving non-routine problems in
real life situations.

The student attempts to demonstrate skills and knowledge of the relevant concepts and techniques
to plan, install, configure, deploy and populate network infrastructure and generally applies this
across different contexts.

The student shows adequate understanding of unstructured problems that have not been seen
before, using sufficient knowledge to attempt to prioritise and solve problems with some attempt
at verifying theirimplementations.

Distinction The evidence is precise, logical showing installations, configuration and deployment that provides a
detailed and informative response to the demands of the brief.

The student makes extensive use of relevant knowledge and has extensive understanding of the
practices of the sector and demonstrates a depth of understanding a threshold competency of the
different perspectives/approaches associated with installing, testing, monitoring and maintaining
digital infrastructure.

The student makes decisive use of facts/theories/approaches/concepts, demonstrating extensive
breadth and depth of knowledge and understanding and selects highly appropriate
skills/techniques/methods to apply network infrastructure practices.

The student is able to comprehensively identify information from a range of suitable sources and
makes exceptional use of appropriate information/appraises relevancy of information and can
combine information to make coherent decisions.

The student makes well-founded judgements/takes appropriate action/seeks clarification and
guidance and is able to use that to reflect on real life situations in a digital infrastructure role; being
able to apply implementation and configuration of the network.

The student demonstrates extensive knowledge of relevant concepts and techniques reflected in a
digital infrastructure role and precisely applies this across a variety of contexts and tackles
unstructured problems that have not been seen before, using their knowledge to analyse and find
suitable solutions to the problems.

The student can thoroughly examine data/information in context and apply appropriate analysis in
confirming or refuting conclusions and carrying out further work to justify and evaluate strategies
for solving problems, giving concise explanations for their reasoning.

* “Threshold competence” refers to a level of competence that:

o signifies that a student is well placed to develop full occupational competence, with further support and
development, once in employment
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e is as close to full occupational competence as can be reasonably expected of a student studying the TQ in a
classroom-based setting (for example, in the classroom, workshops, simulated working and (where
appropriate) supervised working environments)

e signifies that a student has achieved the level for a pass in relation to the relevant occupational specialism
component

U grades

If a student is not successful in reaching the minimum threshold for the core and/or occupational specialism
component, they will be issued with a U grade.
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Document information

The T Level Technical Qualification is a qualification approved and managed by the Institute for Apprenticeships
and Technical Education.

Copyright in this document belongs to, and is used under licence from, the Institute for Apprenticeships and
Technical Education, © 2020-2023.

‘T-LEVELS’ is a registered trade mark of the Department for Education.
‘T Level’ is a registered trade mark of the Institute for Apprenticeships and Technical Education.

‘Institute for Apprenticeships & Technical Education’ and logo are registered trade marks of the Institute for
Apprenticeships and Technical Education.

Owner: Head of Assessment Design

Change History Record

Version Description of change Approval Date of Issue
v1.0 Published final version. May 2021

vli.1l NCFE rebrand September 2021
v2.0 Annual review 2023: June 2023 19 June 2023

Amends to grade descriptors to ensure clarty
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