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About this document

This guidance has been produced in order to support with the delivery of the T Level in Digital Support Services
Digital Infrastructure occupational specialism. In particular, with the elements of the course where tutors have
requested additional support during the first full series of the specifications. It is not intended to replace the
specification documents but should be used in conjunction with them.

This document addresses all assessments for the Digital Infrastructure occupational specialism.
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Introduction

The aim of the assessments is for students to have the opportunity to use their knowledge gained from the
specialist components to demonstrate the knowledge and skills they have gained. The assessment methods vary
across the assessments to allow students to express their knowledge and skills gained in a valid and reliable way
and for them to be able to demonstrate threshold competency.

NCFE provides instructions for each of the assessments and providers should follow them. Providers must
purchase essential resources prior to the assessments taking place. A full equipment list can be found in the
qualification specification.

General information

The occupational specialism (OS)assessments are a set of synoptic assessments which are either externally set
and externally marked, or externally set, internally marked and externally moderated.

The term ‘synoptic assessment’ refers to the combination of the 3 assignments in this OS component.

The term ‘assessment’ is used in the same way as ‘assignment’ but will often refer to specific properties of the
assignment.

Accessibility and fairness

To promote accessibility and fairness for all students and to ensure diversity and equality, we expect providers to
be aware of and meet the requirements of relevant NCFE policies and government legislation. You must ensure
that:

e all of your processes concerned with assessment are carried out in‘a fair and objective manner
e you continue to adhere to current equal opportunities legislation

e you continue to operate an effective diversity and equality policy, with-which students are familiar and which
applies to all students using our products and services

Plagiarism
Plagiarism may result in the external assessment task being awarded a U grade.

For further guidance, refer to the student handbook, plagiarism in external assessment and the maladministration
and malpractice policy located on the NCFE website.

Access arrangements

Access arrangements enable students with special educational needs, disabilities, or temporary injuries to take our
exams and assessments. Any of the listed tasks may be adapted to suit different needs, but the way in which they
are adapted depends on the individual need or disability.

It is important that any adaptation or adjustment does not compromise the rigour and validity of the assessment; in
most cases extra time (which should be applied for) or a change of recording mode (for example changing to
handwritten submissions) are appropriate modifications.
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We can make arrangements for disabled students and those with special needs to help them access the
assessments, as long as the competences being tested are not changed. Access arrangements must be agreed
with us before the assessment by using our online application service. All access requests will be considered
individually, and your application should outline what the student can do and how the activities will be adapted in
order to meet the assessment criteria.

Adapted activities will not be accepted for assessment unless approved by NCFE.

Providers can apply online on the NCFE website.

Malpractice/maladministration

Students must not share the details of the assessment or details of their ongoing assessment evidence with peers
in their or other providers once completed or during the completion of assessments within the set assessment
windows. Provider staff should regularly remind their students about potential repercussions of breaches of security
by referring to the NCFE guidance and regulations available on our website.

If at any time during an assessmentthere is a violation of these regulations, the designated person has the right to
stop the assessment immediately; this decision must only be made in exceptional circumstances where
malpractice is irrefutable. Once stopped;.no allowance can be given retrospectively if the decision is deemed
invalid.

If malpractice occurs during an assessment, providers should inform NCFE immediately with a report of what
occurred — please see the natification if malpractice form available on our website.

If any of the regulations are breached by a student or other persons involved in the conduct of the assessment,
then NCFE may declare the assessment void.

In the event of a suspected or actual breach of these regulations by students:

e the work completed by the students concerned and any unauthorised materials (if applicable) must be
confiscated from the students and given to the relevant persons‘as noted in the guidance and regulations
document

e all students suspected of breaching these regulations should be instructed to leave the supervised/assessment
environment immediately, if appropriate to do so, causing the least amount of disruption to other students

e NCFE should be informed immediately of any irregularity via a phone call or email

e the provider should conduct its own investigation into the incident and report the incident and their findings to
us using the NCFE notification of malpractice document on our website

NCFE reserves the right to investigate each case of alleged or actual malpractice/maladministration committed by
a student, provider or other persons involved in the conduct of the assessment in order to establish all of the facts
and circumstances surrounding the case. The investigation will be carried out in accordance with NCFE’s
maladministration and malpractice policy.
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About this assessment

The Digital Infrastructure OS is assessed synoptically with a suite of 3 assignments. The assignments require the
student to independently apply an appropriate selection of knowledge, understanding, skills and techniques
developed throughout the full course of study, in response to briefs and/or tasks. This will allow the student to
demonstrate that they have met a level of threshold competence across the performance outcomes (POs) of the
Os.

The assessment methods vary across the assignments to allow students to demonstrate the knowledge and skills
they have acquired throughout their learning and experience.

The assessments validly and reliably allow the student to be able to demonstrate, at the end of the qualification, the
threshold competency gained in order to progress into employment or into higher education.

NCFE provides instructions for each of the assessments, and these must be followed by T Level providers.

Essential resources for each assessment, where applicable, must be purchased by the provider prior to the
assessments taking place. The resources required for each assessment will be taken from the exemplar/broader
range of resource requirements outlined.in the qualification specification however, attention should be given to any
particular resource specific requirement within this document.

The synoptic assessment for this OS is graded pass, merit or distinction, and the final grade will contribute 50% of
the overall technical qualification grade, so it is.important that students have the opportunity to produce work of the
highest standard they can. The assignments'within this synoptic assessment are designed to allow the student to
do this in a way that is as occupationally authentic to the roles that they may take on in future employment.

What is threshold competence?

‘Threshold competence’ is defined as a level of competence that:

¢ signifies that a student is well placed to develop full occupational competence, with further support and
development, once in employment

e s as close to full occupational competence as can be reasonably expected of a;student studying the technical
qualification in a college-based setting with a substantial industry placement

¢ signifies that a student has achieved the level for a pass in relation to the relevant OS component

What is synoptic assessment?

A synoptic assessment is a form of assessment in which students are required to demonstrate that they can
identify and use in an integrated way an appropriate selection of skills, techniques, concepts, theories, and
knowledge from across the technical area, relevant to the tasks.

Synoptic assessment is integral to high quality technical qualifications to allow students to demonstrate a holistic
understanding of the sector, making effective connections between different aspects of the subject content.

The assignments and tasks in this assessment are designed to be synoptic in a way that is as occupationally
realistic as possible.
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What will students be assessed on?

Students will be assessed against the following set of performance outcomes (POs) that describe what the student
should be able to do:

Digital Infrastructure POs

PO1 Apply procedures and controls to maintain the digital security of an organisation and its data
PO2 Explain, install, configure, test and manage both physical and virtual infrastructure
PO3 Discover, evaluate and apply reliable sources of knowledge

Version: v1.0 Summer 2023
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Assessment structure

The following synoptic assessment, comprised of 3 assignments, has been designed to test to what extent a
student can meet the skills and underpinning knowledge required to achieve threshold competence in Digital
Infrastructure

The technical qualification (TQ) will comprise of the following assessments, which will assess the knowledge and
skills gained from the occupational specialist component:

Sub- Assessment % Raw Assessment .
. S o Marking
component time weighting marks | conditions
Assignment 1 13 hours 35% 76 Supervised External
Occupational , . _ External
specialism Assignment 2 6 hours 35% 53 Supervised
External
Assignment 3 3 hours 30 39% 56 Supervised
minutes
Component 24 ho_urs and 100% 185
total 30 minutes

The guidance below explains the nature of this assessment and should be used alongside the general guidance
provided in this document, the qualification specification and live assessment materials (once available).

The synoptic assessment consists of 3 assignments covering the following areas:
1. Problem solving in relation to a given occupationally relevant brief
2. Practical tasks targeting knowledge and skills
3. Digital security, risk assessment and demonstrating appropriate actions to protect resources

Assignments are broken down into tasks where necessary. The assignments, tasks;and further guidance (within
this document) are for students and tutors to show how the assignments are expected to be delivered.

Evidence produced by students for the assignments will be sent to NCFE for marking or moderation where
applicable. Assessment judgements, including overall judgement of the performance required at each of the grade
boundaries, will be made by NCFE and results released to the provider at the appropriate time.

This assessment consists of:

e assignment 1: problem solving in relation to a given occupationally relevant brief (13 hours)
o task 1: 3 hours
o task 2: 5 hours
o task 3:5 hours

e assignment 2: practical tasks targeting knowledge and skills (6 hours)

o task 1: 45 minutes
o task 2: 30 minutes

e assignment 3: digital security, risk assessment and actions to protect resources (5 hours and 30 minutes)
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o task 1: 2 hours

o task 2: 45 minutes

o task 3: 45 minutes

o task 4: 2 hours

This synoptic assessment must be completed for a student to achieve the T Level Technical Qualification in Digital
Support Services with the Digital Infrastructure occupational specialism (OS).

Marks
Marks available for each assignment are detailed below.
. Weightings
Assignment Marks*
’ (O
1 Problem solving-in:relation to a given occupationally relevant 76 35
brief
2 Practical tasks targeting knowledge and skills 53 35
3 Digital security, risk assessment and demonstrating appropriate 56 30
actions to protect resources
185 100%
Total
marks

*The raw marks will be scaled to ensure that the intended weightings of each assignment are met. The scaling
factors for each assignment can be found in the qualification specification.

**The weightings shown represent the weighted value of each assignment and are not a reflection of the number of
marks per assignment as a percentage of the total marks available.

Assessment timings

Assessment delivery guidance can be found for each assignment in the assignment and task specific guidance
section.

Assessment windows and dates

Assignment 1 will be available as a dated assessment, set between April and May each year at a time set by
NCFE. All students must sit the assignment on this date at the same time. Assignment 1 is externally assessed.
Evidence for assignment 1 must be returned to NCFE for marking after completion.

Assignment 2 will be delivered within a set 1-week window, specified by NCFE. Assignment 2 will be available to
the provider as an assessment sat during a window, set in May each year. Assignment 2 is externally assessed.
Evidence for assignment 2 must be returned to NCFE for marking after completion.
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Assignment 3 will be delivered over 2 days, on the dates and times in May each year at a time set by NCFE. All
students must sit the assignment on this date at the same time. Assignment 3 is externally assessed. Evidence for
assignment 3 must be returned to NCFE for marking after completion.

A submission deadline for the evidence for assignments 1 to 3 will be set for each academic year to allow NCFE to
carry out remote moderation and awarding before the release of results in August of that year.

All evidence created, generated and recorded for these assignments is subject to data protection rules and
information should be anonymised to protect the rights of individuals where relevant.

All assignments are unseen. All assessment materials or knowledge of any assessment materials should not be
provided to the student until the specified day and start time of each assessment.

Assessment conditions

The Digital Infrastructure OS consists of 3 separate assignments.

The assignments are set by NCFE and administered by you, the provider, and externally marked by NCFE
examiners (unless stated otherwise).

The assignments will be released to providers for planning, preparation and set up only, in advance of the windows
and not for teaching and learning purposes, orto be given to the students to prepare:

e assignment 1 will be delivered over 3 days, onthe dates and times specified by NCFE
o this assessment is externally marked
o evidence for assignment 1 must be returned to NCFE for marking after completion

e assignment 2 will be delivered within a set 1 week window, specified by NCFE after the assessment window
for assignment 1

o this assessment is externally marked
o evidence for assignment 2 must be returned to NCFE for marking.after completion

e assignment 3 will be delivered over 2 days, on the dates and times specified by NCFE after the assessment
window for assignment 2

o this assessment is externally marked
o evidence for assignment 3 must be returned to NCFE for marking after completion.

Assessment conditions guidance can be found for each assignment in the assignment and task specific guidance
section.

Students must complete the OS assessments independently and under supervised conditions, as per the guidance
within the assignment and task specific instructions section.

Students and tutors are required to sign one declaration of authenticity to confirm that the work is their/the student’s
own. A single declaration form is sufficient for the whole project. The declaration forms can be found at the NCFE
website. This is to ensure authenticity and to prevent potential malpractice and maladministration. Students must
be made aware of the importance of this declaration and the impact this could have on their overall grade if the
evidence was found not to be the student’s own work. Tutors must be aware that by signing the declaration, they
are validating it is the student’s own work.

Where appropriate. tutors must retain students’ research materials at the end of each supervised session,
alongside all materials and/or evidence produced by students within the supervised assessment.
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At the end of each supervised session, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external
assessment material or assessment evidence out of the room. This also includes sufficient monitoring and checks
to ensure that students have not made materials available to themselves or anyone else electronically via the
intranet or internet.

Students will be asked not to share the details of the assessment with peers at their own or with other providers.
Inevitably there may be some advantage to students who take the assessment at the end of the assessment
window, but this is considered to be minimal given the narrow window. Staff and students will be regularly
reminded about potential repercussions of breaches of security as per the NCFE Regulations for the Conduct of
External Assessment.

External assessment materials should be securely stored between supervised sessions. Students must not have
access to this area between the supervised sessions, including electronic files.

Work such as formative assessment and/or work done with sample assessment materials must not be used again
as part of the external assessment task submission to NCFE.

Students are not allowed to‘bring any prepared materials into the supervised sessions unless otherwise stated in
the assessment specific instructions. This must be monitored by providers.

Appendices should not be included'and will not be marked unless specifically required from the task instructions.

Students are not allowed access to any online cloud storage or email and chat services during the assessment, this
should be monitored by the providers.

NCFE recognises that some providers deliver to very large cohorts, in such cases staff and physical resources will
similarly have been scaled up during teaching and learning to cope with a large cohort. On balance, we consider
this option to be both sensible in terms of security of assessment and manageable for providers.

Digitally produced work, such as audio recordings, need to be securely stored using a file naming convention
framework including provider name, provider number, student name, student number, assignment number and task
number.

Plagiarism

Plagiarism may result in the external assessment task being awarded a U grade. For further guidance, refer to the
maladministration page on the NCFE website.

Accessibility and fairness

To promote accessibility and fairness for all students and to ensure diversity and equality, we expect providers to
be aware of and meet the requirements of relevant NCFE policies and government legislation. You must ensure
that:

o all of your processes concerned with assessment are carried out in a fair and objective manner
e you continue to adhere to current equal opportunities legislation

e you continue to operate an effective diversity and equality policy, with which students are familiar and which
applies to all students using our products and services
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Assessment delivery

Assessment delivery guidance can be found for each assignment in the assignment and task specific guidance
section.

Resources and equipment

The resources required for each assessment will be available in the specific guidance for each assignment in this
document. These requirements will be in line with the resources specified in the qualification specification and as
such, students should be familiar with these as they should be used during the delivery of the qualification.
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Assignment 1

There are 3 tasks in this assessment. Tasks will be completed over 3 days, on the dates and times specified by
NCFE.

Timing
13 hours

Marks available

The maximum number of marks available for this assignment is 76 marks.

Task 1: planning

Timings

3 hours (this will be completed in 1 session on day 1)

Marks available

The maximum number of marks available for this task is 20:

Essential equipment and resources

The following essential equipment is required to support the delivery of this assessment task. Centres may provide
additional equipment not listed below to allow the student to complete the assessment task:

e word processing software
e Visio, Packet Tracer or another diagramming tool

e project planning tool that can produce a project plan and Gantt chart, for example Microsoft Project

Assessment conditions

Students must work independently and under supervised conditions. Students must be given a separate user
account that is locked at the end of each assessment session. Internet access is not allowed for task 1. Students
must use the electronic workbook to record all evidence against each task; the workbook is included in the
assignment 1 materials provided by NCFE. All print screens must be numbered and linked to the task as stated in
electronic workbook. Evidence must be returned to NCFE by the date specified and will be marked by NCFE.

At the end of the time limit for this task, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external
assessment material or assessment evidence out of the room.

Students must:
e remain at their desk for the duration of the assessment, with all materials made available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping
distraction of other students to a minimum

e only leave the assessment room individually during the assignment

Version: v1.0 Summer 2023 13 of 54



T Level Technical Qualification in Digital Support Services OSA
Digital Infrastructure, All assignments
Provider guide

Evidence requirements

The following evidence should be recorded in the workbook:

both a project plan and Gantt chart

explanation of legal requirements

risk assessment

annotated floor plans

Assessment delivery guidance
Students must be given a separate user account that is locked at the end of each assessment session.
Internet access is not allowed for this task.

Students must use the electronic workbook to record all evidence against each task; the workbook is included in
the assignment 1 materials provided by NCFE.

All print screens must be numbered and linked to the task as stated in electronic workbook.

Evidence must be returned to NCFE by the date specified and will be marked by NCFE.

Task 2: design - servers and storage

Timings

5 hours (this will be provided after completion of task 1 and be completed in 2 sessions on day 2)

Marks available

The maximum number of marks available for this task is 28.

Essential equipment and resources

The following essential equipment is required to support the delivery of this assessment task. Centres may provide
additional equipment not listed below to allow the student to complete the assessment task:

¢ internet (privacy mode must be disabled, and policies applied to prevent deletion of browsing history)
e word processing software
e Visio, Packet Tracer or another diagramming tool

e project planning tool that can produce a project plan and Gantt chart, for example Microsoft Project

Assessment conditions

Students must work independently and under supervised conditions. Students must be given a separate user
account that is locked at the end of each assessment session. Internet access is allowed for this task. Students
must use the electronic workbook to record all evidence against each task; the workbook is included in the
assignment 1 materials provided by NCFE. All print screens must be numbered and linked to the task as stated in
electronic workbook. Evidence must be returned to NCFE by the date specified and will be marked by NCFE.

At the end of the time limit for this task, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external
assessment material or assessment evidence out of the room.
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Students must:

e remain at their simulated design studio desk for the duration of the assessment, with all materials made
available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping
distraction of other students to a minimum

e only leave the assessment room individually during the assignment

Evidence requirements

The following evidence should be recorded in the workbook:
¢ technical proposal

e print screens of all online sources clearly showing the URL — print screens must be accompanied by your
written evaluation of the sources

¢ discussion with justification of planned network architecture

e network diagram

Assessment delivery guidance
Students must be given a separate user account that is locked at the end of each assessment session.
Internet access is allowed for this task.

Students must use the electronic workbook to record all evidence against each task; the workbook is included in
the assignment 1 materials provided by NCFE.

All print screens must be numbered and linked to the task as stated in electronic workbook.
Evidence must be returned to NCFE by the date specified and will. be marked by NCFE.

Task 3: design - communication equipment

Timings

5 hours (this will be provided after completion of task 2 and be completed in 2 sessions on day 3)

Marks available

The maximum number of marks available for this task is 28.

Essential equipment and resources

The following essential equipment is required to support the delivery of this assessment task. Centres may provide
additional equipment not listed below to allow the student to complete the assessment task:

e internet (privacy mode must be disabled, and policies applied to prevent deletion of browsing history)
e word processing software
e Visio, Packet Tracer or another diagramming tool

e project planning tool that can produce a project plan and Gantt chart, for example Microsoft Project
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Assessment conditions

Students must work independently and under supervised conditions. Students must be given a separate user
account that is locked at the end of each assessment session. Internet access is allowed for this task. Students
must use the electronic workbook to record all evidence against each task; the workbook is included in the
assignment 1 materials provided by NCFE. All print screens must be numbered and linked to the task as stated in
electronic workbook. Evidence must be returned to NCFE by the date specified and will be marked by NCFE.

At the end of the time limit for this task, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external
assessment material or assessment evidence out of the room.

Students must:

e remain at their simulated design studio desk for the duration of the assessment, with all materials made
available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping
distraction of other students to a minimum

e only leave the assessment room individually during the assignment

Evidence requirements

The following evidence should be recorded in'the workbook:

¢ annotated floor plans - this can be one floorplan showing all elements or separate floor plans focusing on
different infrastructure elements

e technical documentation
o justification for your approach to the problem

e print screens of all online sources used clearly showing the.URL -.the print screens must be accompanied by
your written evaluation of the source

Assessment delivery guidance
Students must be given a separate user account that is locked at the end of each assessment session.
Internet access is allowed for this task.

Students must use the electronic workbook to record all evidence against each task; the workbook is included in
the assignment 1 materials provided by NCFE.

All print screens must be numbered and linked to the task as stated in electronic workbook.

Evidence must be returned to NCFE by the date specified and will be marked by NCFE.
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Assignment 2

There are 2 tasks in this assessment.

Timing

6 hours

Marks available

The maximum number of marks available for this assignment is 53 marks.

Task 1

Timings

20 minutes

Marks available

The maximum number of marks available for.this task'is 4.

Essential equipment and resources

The following essential equipment is required to support the delivery of this assessment task. Centres may provide
additional equipment not listed below to allow the student to coamplete the assessment task:

e a 1lm length of Cat5e ethernet cable

e four RJ45 connectors

e cable creation tools — crimping tool, cable cutter
e network cable tester

e digital camera

e word processing software

Assessment conditions

The assignment will be delivered within a set 1 week window, specified by NCFE. Students have 6 hours to
complete all tasks within this assignment. Providers must schedule 2 sessions, each lasting for 3 hours, to ensure
that all students complete all tasks by the end of the window.

Students must work independently and under supervised conditions. Students must be given a separate user
account that is locked at the end of each assessment session. Internet access is not allowed.

Students must use the electronic workbook to record all evidence against each task; the workbook is included in
the assignment 2 materials provided by NCFE.

All print screens and photographs must be numbered and linked to the task as stated in electronic workbooks.
Students must take all photographs on a digital camera provided by the provider. Students are not allowed to use
their mobile phones.

Evidence must be returned to NCFE by the date specified and will be marked by NCFE.
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Students must:
e remain at their assigned desk for the duration of the assessment, with all materials made available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping
distraction of other students to a minimum

e only leave the assessment room individually during the assignment

Evidence requirements
Annotated photographic evidence of the following stages of cable creation should be provided:
e both RJ45 ends have the strands of cable in the correct order and forming a good connection

e animage of each cable strand being tested on the cable tester to verify connection

Note: this will require 8 or 9 images depending on the cable testing device used.

Assessment delivery guidance

Providers may schedule multiple sittings where it is not manageable for all students to complete the assignment at
the same time. This will not affect the integrity of the assessment as there is no inherent advantage in knowing in
advance the skills that need to be performed.-Tasks will be issued together on day 1.

It is recommended that you allocate time to the tasks as follows:
e task 1 =20 minutes
e task 2 =5 hours 40 minutes

It is up to students how long they spend on each task; therefore, they need to be careful to manage their time
appropriately. They are advised to spend the last 15 minutes reviewing the evidence before submission.

Task 2:

Timings

5 hours 40 minutes

Marks available

The maximum number of marks available for this task is 49.

Essential equipment and resources

Students should be provided with 4 computers. These might be 4 physical machines or 1 machine with 4 virtual
machines.

They are required to develop the test system based on the specification. The servers must provide the following
services:

e document storage
e authentication services
e data back-up and recovery

e web services
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The following information regarding the implementation of the network has been provided:
Server01

e Domain Controller and run DNS and DHCP services, no operating system currently installed
Server02

® web server, no operating system currently installed
PCO1

e desktop machine, no operating system installed
PCO02

e desktop machine, Windows 10 operating system pre-installed

In addition, students should have access to:
e adigital camera

e word processing software

Network information
The following information outlines the settings.students will need to use when configuring the network:
e Subnet-192.168.1.0/24
e Server0l1 IP address —192.168.1.1
e Server02 IP address — 192.168.1.2
e DHCP scope —192.168.1.11-192.168.1.20
e DNS Address —192.168.1.1

o default gateway — 192.168.1.254 (no internet access provided)

Assessment conditions
Students must complete this task independently and under supervised conditions.

At the end of the time limit for this task, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external
assessment material or assessment evidence out of the room.

Students must:
e remain at their assigned desk for the duration of the assessment, with all materials made available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping
distraction of other students to a minimum

e only leave the assessment room individually during the assignment

Evidence requirements
e you must take print screens and/or photographs of the processes you have carried out

e use the tick box (7 in the evidence required column to ensure that all the required print screens and/or
photographs have been provided.
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Assessment delivery guidance

Providers may schedule multiple sittings where it is not manageable for all students to complete the assignment at
the same time. This will not affect the integrity of the assessment as there is no inherent advantage in knowing in
advance the skills that need to be performed. Tasks will be issued together on Day 1.

It is recommended that you allocate time to the tasks as follows:
e Task 1 =20 minutes
e Task 2 =5 hours 40 minutes

It is up to students how long they spend on each task; therefore, they need to be careful to manage their time
appropriately. They are advised to spend the last 15 minutes reviewing the evidence before submission.

The task can be carried out using either virtualisation software or physical computers. The following information will
help when creating and managing the test environment. Whichever approach is used, it is the provider’s
responsibility to test and configurethe equipment prior to the assessment.

Minimum system requirements

If you decide to run the assessment.using virtualisation, then the following system requirements should serve as a
guide:

e processor (Quad Core CPU, minimum specification i5 3GHz, i7 recommended or equivalent)
e memory (minimum 16GB DDR3 memory)
¢ storage (dedicated hard disk or SSD for the storage of the VMs)
e operating system: Windows 10, Windows Server 2016, Windows Server 2019 (Hyper-V must be installed and
available)
For the physical installation:
e a4 port network switch
e four physical PCs:
o processor (Dual Core CPU, minimum specification i3 2.5GHz)
o memory (minimum 2GB DDR3 memory)
o storage (60GB minimum)
e Server02 should have 2 physical hard disks

e PCO02 should be pre-installed and configured with an operating system, local user account and password

Virtualisation Approach

The use of the virtualisation software is not assessed; this means that if a student has any questions or issues
regarding the VM application, guidance can be given by the provider. Any assistance regarding the guest operating
system, for example Server01, is not permitted.

A sample sets of VMs have been provided using Hyper-V.

Virtual Machines Server01, Server02 and PCO1, are empty starter VMs with no operating system installed.
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Virtual Machine PC02 will require the installation and configuration of the guest operating system before
distribution to students. This is to facilitate the provider’s own software used for the assessment, for example
Windows 10 or Ubuntu.

If you decide to use an alternative product, this must be set up in accordance with the following guidance:

Server01 - 2 CPU cores, 2gb memory, with minimum 60GB disk

Server02 - 2 CPU cores, 2gb memory, 2 hard disks with minimum 60GB per disk
PCO1 - 2 CPU cores, 1gb memory, one hard disk with minimum 60GB per disk
PCO02 - 2 CPU cores, 1gb memory, one hard disk with minimum 60GB per disk

all machines set for host-only network

Version: v1.0 Summer 2023
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Assignment 3

There are 4 tasks in this assessment. The tasks for this assignment will be delivered over 2 days, on the dates and
times specified by NCFE.

Timing

5 hours and 30 minutes

Marks available

The maximum number of marks available for this assignment is 56 marks.

Task 1:

Timings

2 hours (in one session)

Marks available

The maximum number of marks available for this task is 20.

Essential equipment and resources

The following essential equipment is required to support the delivery of this assessment task. Centres may provide
additional equipment not listed below to allow the student to complete the;assessment task:

¢ office floor plan (appendix 3)

e risk assessment template

e virtual server, client and network configuration files (the virtual network files must be copied and tested as
working prior to the start of the assessment)

e word processing software

Providers need to ensure that students have access to the following resources:

a computer capable of running virtual machines via a hypervisor

processor (Quad Core CPU, minimum specification i5 3GHz, i7 recommended or equivalent)
memory (minimum 8GB DDR3 memory)

storage (dedicated hard disk or SSD for the storage of the VMSs)

specimen virtual machines set up on each student PC prior to the assessment commencing (see Appendix
4)

Assessment conditions

Students must complete this task independently and under supervised conditions. Students must be given a
separate user account that is locked at the end of each assessment session. Students must use the electronic
workbook to record all evidence against each task; the workbook is included in the assignment 3 materials
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provided by NCFE. All print screens must be numbered and linked to the task as stated in electronic
workbook. Evidence must be returned to NCFE by the date specified and will be marked by NCFE.

At the end of the time limit for this task, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external
assessment material or assessment evidence out of the room.

Students must:
e remain at their desk for the duration of the assessment, with all materials made available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping
distraction of other students to a minimum

e only leave the assessment room individually during the assignment

Evidence requirements
e completed risk assessment document (appendix 3)

e annotated floor plan

Assessment delivery guidance

Individual tasks must be completed within'the timescales stated for each task. It is up to students how long they
spend on each part of the task, therefore they should be encouraged to manage their time appropriately.

This task should be completed in one session.

Task 2:

Timings

45 minutes (in one session)

Marks available

The maximum number of marks available for this task is 8.

Essential equipment and resources

The following essential equipment is required to support the delivery of this assessment task. Centres may provide
additional equipment not listed below to allow the student to complete the assessment task:

e word processing software

Assessment conditions

Students must complete this task independently and under supervised conditions. Students must be given a
separate user account that is locked at the end of each assessment session. Students must use the electronic
workbook to record all evidence against each task; the workbook is included in the assignment 3 materials
provided by NCFE. All print screens must be numbered and linked to the task as stated in electronic
workbook. Evidence must be returned to NCFE by the date specified and will be marked by NCFE.
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At the end of the time limit for this task, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external
assessment material or assessment evidence out of the room.

Students must:
e remain at their desk for the duration of the assessment, with all materials made available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping
distraction of other students to a minimum

e only leave the assessment room individually during the assignment

Evidence requirements

e report

Assessment delivery guidance

Individual tasks must be completed within the timescales stated for each task. It is up to students how long they
spend on each part of the task, therefore:they should be encouraged to manage their time appropriately.

This task should be completed in one session.

Task 3:

Timings

45 minutes

Marks available

The maximum number of marks available for this task is 8.

Essential equipment and resources

e word processing software

Assessment conditions

Students must complete this task independently and under supervised conditions. Students must be given a
separate user account that is locked at the end of each assessment session. Students must use the electronic
workbook to record all evidence against each task; the workbook is included in the assignment 3 materials
provided by NCFE. All print screens must be numbered and linked to the task as stated in electronic
workbook. Evidence must be returned to NCFE by the date specified and will be marked by NCFE.

At the end of the time limit for this task, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external
assessment material or assessment evidence out of the room.

Students must:
e remain at their desk for the duration of the assessment, with all materials made available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping
distraction of other students to a minimum
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e only leave the assessment room individually during the assignment

Evidence requirements
The following evidence should be recorded in the workbook:
e husiness continuity recommendations document

e disaster recovery recommendations document

Assessment delivery guidance

Individual tasks must be completed within the timescales stated for each task. It is up to students how long they

spend on each part of the task, therefore they should be encouraged to manage their time appropriately.

This task should be completed in one session.

Task 4:

Timings

2 hours

Marks available

The maximum number of marks available for this task is.20.

Essential equipment and resources
e word processing software

e virtual server and client PC

Assessment conditions

Students must complete this task independently and under supervised conditions. Students must be given a

separate user account that is locked at the end of each assessment session. Students must use the electronic

workbook to record all evidence against each task; the workbook is included in the assignment 3 materials
provided by NCFE. All print screens must be numbered and linked to the task as stated in electronic
workbook. Evidence must be returned to NCFE by the date specified and will be marked by NCFE.

At the end of the time limit for this task, the tutor must collect all evidence and any other materials, including
students’ research materials, before students leave the room to ensure that no student takes any external

assessment material or assessment evidence out of the room.

Students must:

e remain at their desk for the duration of the assessment, with all materials made available

e work in silence and ask permission discreetly to leave the room for essential comfort activities only, keeping

distraction of other students to a minimum

e only leave the assessment room individually during the assignment
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Evidence requirements

For each action students need to submit evidence of:
e the action they have chosen to implement

e print screens of server and/or client before the configuration change, during the change and after the change
(the reconfigured system)

e a note of any unexpected results
e an explanation of how the action they have taken will better protect the system

e a copy of their browsing history showing the websites they have accessed

All print screens should be numbered and linked to the task as stated in the electronic workbook.

Assessment delivery guidance

Individual tasks must be completed within the timescales stated for each task. It is up to students how long they
spend on each part of the task, therefare they should be encouraged to manage their time appropriately.

This task should be completed in one session.
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Appendix 1: Floor plan: KJ eLearning

Public Park

Room 1

(Planned Classroom)

Air-conditioned
Room

|

WIC (Unisex) — larger one is

(4 rows of banks of desks — 2 desks
then 3 desks.)

2 Classroom o
for disabled users 1 g
(%}
1]
Reception
Public Administration Office
Room 2 Room 3 Waiting
Area
(Planned Classroom) (Planned Classroom) (seats 10 currently,
room for 30)
( Meeting Room
Car Park

Key:

= Fire Exit

-~ Door (no access control)

- Student Desk
[ Teacher Desk

:] Seating
Q Table
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Appendix 2: Assignment 2

Step A Installing and Configuring Servers

Processes

Install the provided server operating
system on Server1 and Server(2

Use suitable configurations that match
your current time zone and provide
evidence of the successful installation
of the server operating system on both
Server(01 and Server02

Connect server machines to a switch
(this may be virtual)

Provide each server with an
appropriate IP address

Confirm network connectivity between
Server01 and Server02

Note: Default firewall settings do not
allow this

Version: v1.0 Summer 2023

Settings

Installation of each server must include the graphical
user interface

After installation, each server should be given a
suitable name (for example Server01 and the disk
drive should be partitioned as Drive C and F)

Show each server is connected to the switch

Server01 and Server(2 should have fixed IP
addresses

Connectivity demonstrated between Server(1 and
Server(2

(5 marks)

Marks Evidence required

Provide print screen or photographic evidence of the following:
1 ] Server01 with name set

1 [ serverd1 with 2 disk partitions

1 [ Image/video showing cable connection from switch to
server(s)

OR

[1 Print screen of Hyper-V setup showing sach sarver
connected to a virtual switch

1 [] server01 and Server02 configured with appropriate IP
addresses

1 [ Print screenfimage of successful Ping/Test-
NetConnection command
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Step B Domain Setup

{6 marks)
Processes Settings Marks Evidence required
Inztall and configure a directory Install a directory service with an appropriate domain 1 [] Print screen showing that the directory service has been
semvice on Serverd1 name installed and configured
Install and configure DNS on Create a new forest: Kielearning. local 1 [] Print screen showing DMS has been installed
Serverl1
MNote: This step is completed when
the server is promoted to a domain
contraller
Install DHCP semvice on Serverd1 Ensure the DHCP post install configuration is 1 ] Print screen showing the DHCP service installed
completed
Implement a DHCP scope using the As provided in the scenario 1 [_] Print screen showing the DHCP scope configured
IP range provided earlier
Join Server)? to the domain 1 [_] Print screen showing Server02 domain joined
Confirm a reverse DMS lockup works  Mslockup Serverdd 1 |:| Print screen showing Server0? successfully completed a
on Server(2 using Mslookup reverse lookup
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Step C User and Group Setup

Processes

Create the following groups in your
directory service

Creste users in the directory service

Assign users to groups

Add groups to the 5taff group

Version: v1.0 Summer 2023

Settings

Managers
Staff
Learners
Teachers

IT

User

Sebastian
Jongs

John
Richardson

Ayesha Dunn
Bhindi Hussain

Matslia Sobbah

Ensure all users’ passwords do not expire and the

Username

SJones

JRichardson

ADunn

BHuszzin

MNSobbal

Password

Password1

Password1

Password1

Password1

Password1

passwiord does not need to be chanped at login

User

Sebastian Jones

John Richardson
Ayesha Dunn
Bhindi Hussain

Matslia Sobbah

Group

Managers, IT, Domain
Admins

Managers

IT

Learners

Teachers

Add the fellowing groups to the Staff group:

= Managers
= T

= Teachers

(£ marks)
Marks Evidence required
1 [] Printscreen showing the § groups created in the directory
SErvice
1 [] Frint screen showing a user has been set up with the
correct settings
1 [] Frint sereen showing the Managers group
1 [] Print screen showing the three groups have been added
to the Staff group
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Step D Shared Folder Setup

(B marks)
Procasess gatiings Marks  Evidence raguired
On Server01, create the folowing folder siructure: O thee 2\ diriver, creabe the 5 1 [C] Print screen showing the F- drive has been used for
foiders as shown in the file structure
diagram. Make sune the
fpiders ane crested using the
same hierarchical siruciure:
» KJalearning fokier 1 [_] Prini screen showing folderis) have been crealed
cantaining fakders far
Courzas ard
Developmant
* HR falder
1 Print screends) confirming the hierarchical falder
»  Loamer Snare falder Ll ! |
siruciure has been created as requesied
—
F
Flelamning HR L Hame
Courses Oevelopme
Apply appropriate permissians to the KKJeleaming falder to Marapers and Teachers 1 : ' Primt screenis) showing relevant pemissians
enmune aocess is anly available o those authorised should have ‘change’ acoess pravided an shared folder
o thi= folder
IT showld have Tull contral
wooess o this folder
Learmers should not be able ta
wcoess this folder
Apply appropriate permissions to the HR folder to ensure acoess Only Managers should have 1 [ Print screenis) showing relevant pemissians
= anly available to those autharized access o the HR folder, all pravided an shared falder
oiher users shauld have no
acCeEss
Apply aporopriste permissans o e LeamMar $hare folder 1o Learners should hawve ‘change’ 1 71 Prird screenis) shoaing relevant pemissions
enmure 3ccess is anly available 1o thase autharised access o this folder pravided an shared fakder

Teachers should hase Yull
conirel’ mooess o this folder
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Step E Client Computer Setup and Test

Procassss

Install the provided operating system on P01

Use suitable configurations thal match your current Sme zane
and region and provide evidence of the swooessiul installation of
the operating system on PC01

{OHCP addre=s) Canfigure and conflirn netaark salings an
PCO1 1o ensure the compuler is an the domain

Log in to PO a5 user John Richard=on and confirm that wser
_ canaccess all shaned folders on the netwark.

Log in to PO as Bhindi Hussain and canfirm acoess o
Learnar #hare folder

Log in to PO01 as Nastalia Sobbah and confirm appropriate
access io shared folders

Hiode: This final step reguires an understanding of the
% imporiance of inherilasble permissions
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Zattinge

Afler installaton, the compuler
should be given a suitable
name {for example PCOT} and
the disk drive should be
pariitioned a= Drive © and F

Connect POI1 o the switdh
that Server] 1 and Serverd2
are connecled ta

Join PCO1 o the KJslaaming
domain

Coetfirm the nebwork addmes
has been pravided by DHCP
and is within the eapecied
range

Connect b the sarer
Hiserverii 1l Birowgh fike
explorer and ensure shared
falders are shown and c2n be
accessed

Creale a docwnent in the HR
folder to canfirm user can
access and v the shared
falder

Connecl ba the server

s erverii1l Birowgh fike
explorer and ensure shared
falders are shown and can be
accessed

Creale a folder in the Leamar
Ehare folder called ‘Bhind’
and a dooument within called
‘Mobdes’

Connact ta the serer
Nisereer0]) trough file
explorer and ensure shared
falders are shown and can be
acces=ed. Confirm i Matalia
can access the HR older

Confirm Nalaliz can aooess
the Leamer 2hare foldaer and
can delede the folder ‘Bhindi’

Marke

Evidence raquirsd

wilh name seq

wilh 2 disk partitions

connected o virlual switchiswilch

domain

shared fokders

spedfied fokder

spedific folder

spedfied fokder

and delele the =pecified falder

(10 marks)

E[ Print screeniphotographic evidence shawing PC01

U Print screeniphotographic evidence showing PC01

|:| Print screen ar phatograph showing PCO1 is

E Print screen showing PCOT is connecied to the

] Print screen showing network configuration ta confirm
IP addre== iz in the expecied range

[ Prird screens) showing seiecied user has soosss b

[ Prirt sereen(s) showing selecied usar can sooass

1 Prir screan(s) showing selecied user can poonss

U Prirt screen(s) showing selecled user cannol acoess

1 Print screenis) showing seecied user can soonss
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Step F Configuring Server Back-up

Procassss

Add & second hard disk drive 1o Serverl2

Niote: This may be & physical or vidual haed disk depending on
the respurces being wmed

Inztall Windows Sarver Backup featune on Serverl

Configure Windows Sarver Backup Io run an agresd schedule

Canfirm badk-up has been successiully compleled
Maote: You may nesd to wait Tor the next schaduled time (o

axample on the houry

Confirm resiore process works corecty

Version: v1.0 Summer 2023

Zattings

Salely install the disk n the
computerntiriual machine

Inifiali=s, formal and parfiion
ther disi using Disk
Manapament

In=tall w=ing the Raoles and
Fealures installation wizard

Crmate 3 new back-up
Schedule

Cuslom Bacup

Add the Tollowing ilems:
System Stabe, Data Drive (F:)
Hourly betwesn Bam and Bom

Back-up io & shared netwark
foider: YiServeil MEackup

Shareh

Dielete all files in the
EJeLaamning foicer

Restare the back-up

Confrrn that the files have
been replaced

(T marks)
Marks Evidanca reguired

1 [ Print screenis) ar phalograph showing disk being
added

1 [ Print sereenis) shawing new disk being setup in Disk
M napement

1 D Print screen(s) showing completed featune is
instaled

1 I:I Print screen|s) showing completed configuration

1 D Print screen(s} showing completed configuration

1 [7] Print sereenis) shawing empsy Toider

1 D Print soreen|s) shawing fikes are now restoned
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Step G Setting up and Testing Web Services

Procageas

On Server(? install thes Inlermet Information Services (IS
e rice

Canfigure e rolefesture

Add the DNS recard far the web server (induding ServerdZ 1P
address) wara kjelearning com

Test the website works on PCO1

Version: v1.0 Summer 2023

Zattings

Steps fo be completed:

Irestall web server (1S rake an
Sereerl2

Add the recommended
fealures

Complede install

Steps fo be completed:
O Inetpub folder

Replace index_him in folder
with simple wab page

Add refevart ONS records far
ther B leLesming
wiebesite

Load web browser and
ravigate ko the web link thal
has been sed up

{4 marks)

Markz Evidance requirad

|:| Print zoreen{s| shawing service has been installed

D Print soreen{s) showing Internet Information Servioes
{IIZ} has been configured

[] Print soreenis) shawing DMS record being added for
web server

O] Print soreen{s) shawing website tesied on PCO1
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Step H Remote Connection

Scenario for this step:

4 k=)

YWou are working from hame and receive a call that a member of staff (Malaliz Scbbah) has been relieved af her dulies and her account needs o be secured.

Processas

Creale a remote connection fram PCO2 o Serverd1

Mote: ¥auw are mot permitted o domain join the compuber

Configure Server0] 0 allow remale deskiop connectians and
successully connect lo Server] 1 fram P02

Open Active Directory Users and Compulers (ADUC) and
secure e acoount

Confirm user cannot log in from PCO1

Version: v1.0 Summer 2023

Sattings

Enswe PCO2 is on the same
Switch 2= Server]1

Ogen Remode Deskiop
Connaction and connedt o
Serverl.kjeleaming.locad ar
182.168.1.1

Username; adminsisior,
PaSSwird

Hobe: This step will lkely fai
as Serverl] needs o allow

remnote canneciily

Alow remale connectivity on
ServerD from ‘Configure this
Ipcal server’ menu

Oigen remode deskbop
connection and atiempt io
cannect o Serverll

Idenlify the account and reset
the paszword and disablke the
account

Open Active Direclory Users
and Compulers (ADUC)
Secwre the Matalia Sobbah
account by resetling password
and disabling

Confirm Malalia Sobbah
cannol log in o the network

Marks

Evildance raquired

I:‘ Print soreen{s) shawing remale connectian o
Server]l s nol suocessil

|:| Prrint soreen|s) shawing suocessiul remote
conneclion o Serverd]

D Print soreen|=) shawing spedfied account passwand
has been resst and account disasbled

|:| Print soreen|s) shawing spedified user cannat log on
o PCO1
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Step | Configuring Group Policies

Processas

Using Group Palcy Management set the browser home page far
all users {staff and leamers) io be wwey Rekarningoom

Using Group Policy Management, ensure that leamers have the
Learner $hare folder as a mapped drive on login

Log in to PCO1 as Bhindi Hussain and confirm the: home page
and mapoed drives are as sel

Zattinge

Create a Group Palicy Object
PGP0 far the KJelearning
domain and link it

GPO Mame: Homepage

Edi#l palicy and configures
sefiing » User Canfig =
Poboes = Admin Templates =
Windoas Components =
Microsaft Edge = Disable
changing home page sefting

GPO mame: Drivemap
Edi#l palicy and configures
seffing » user config >
preferences = windows
sefiings » drive maps
HAdd nesw drive map

T, a7 b s e i
Label as LeamerShane
Map a=Z4

Salert ta item targel and target
Learner OU

Test browser home page in
Micromall Edge

Confimn drive mapping is
presant

Mote: ¥ou may need b run o

GPUpdateforoe cammand i
ther =ellings have not updaled

13 rmarks)

Markz Evidancsa reguired

D Print soreen{s} shawing browser policy has been
configuned

I:I Print soreen{s) shawing drive mapping palicy has
been configuned

|:| Print soreen{s) shawing PCO1 has recsived policies
= canfigured
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Appendix 3: Risk assessment template

Threat Vulnerability Asset Impact Likelihood Risk Action Control type
Example: Example: Example: Example: Example: Example: Example: Example:
Passwords Lack of Files or data on Critical data could | Attackers would Data is exfiltrated | Implement Technical/
cracked by password file shares be accessedbya | need accessto from the company | complex password | preventative
attacker complexity High malicious attacker | the network or with potential to policy in directory
palicy and stolen password hash to | damage company | services
Critical attempt this reputation, breach
Medium GDPR with

financial

implications and

potential for

customers

becoming victims

of identity theft

High
Risk levels: Business control types: Mitigating control types:
low | medium | high | critical physical | administrative | technical preventative | detective | corrective | deterrent |

directive | compensating | acceptance
Office floor plan
Public Park
Air-conditioned
Room
Room 1

{Planned Classroom)

(4 rows of banks of desks — 2 desks

WIC (Unilsex] - Iellrger one is

yel P

for disabled users

then 3 desks.)

B I l I I
1

Server

P
Reception
Public Administration Office o
P o~
Room 2 Room 3 Waiting
Area
(Planned Classroom) {Planned Classroom) =1 (seats 10 currently, | |
room far 30} \ f
|I .'\‘ ‘_J
b I
| ( Meeting Room
Car Park Car Park
Key:
= Fire Exit - Student Desk Seating
—"_ Door (no access control) |:| Teacher Desk | Table
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Appendix 4: Virtual computer setup

To complete assignment 3 task 1 and task 4, students require access to a computer and a server machine. These
should be virtualised computers downloaded from NCFE. The following steps should be run on all student PCs.

Setup the virtual switch

To allow virtual machines to communicate with each other, they must be placed on the same virtual switch. To
create the virtual switch, complete the following actions on each computer to be used by students for the

assignment.

1. Open PowerShell as an administrator.
2. Run the following PowerShell command:

New-VMSwitch -name InternalSwitch -SwitchType Internal

3. Close the PowerShell window.

Extracting the Virtual PCs

Once downloaded and extracted the VMs should be imported into Hyper-V on each of the students’ PCs.

1. In Hyper-V select “Import Virtual Machine”

Actions
MCOFFICET

Mew

EH Quick Create...

5] Import Virtual Machine...

2. Browse to locate your extracted server

Select Folder X

« © A ]« VMF.. » Assignme.. » v | & | SearchAssignment3 £

Organise v New folder =~ @

Name

I & pocuments # * Date modified

&=| Pictures

Desktop0l
Laptop0l
Send1
4 Desktop0l
£ Laptap0l
4 senot

File f;
File i
File 4

Com)|

119:42
VHDs '3

‘Window Server 2
Windows 10 Pro

= WorkData (D) Com|

Com)|

@ Microseft Manags
@ OneDrive - Persor
[ This PC

¥ Network

v < >

Folder: | Serv01

Select Folder

FrEvIous ™

Cancel

Version: v1.0 Summer 2023

Typ |
ype Browse...

Cancel

Hyper-V Settings...
Virtual Switch Manager...
wn Virtual 5AM Manager...

Import Virtual Machine

Locate Folder

Before You Begin

Locate Folder

Select Virtual Machine

Spedfy the folder containing the virtual machine to import.

Folder: [D:\VM Fies\Assignment 3\erva1, |

Choose Import Type

Summary

Browse...

Cancel
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3. Select the server to import it

Import Virtual Machine

Before You Begin
Locate Folder

Choose Import Type:

Summary

[2] Select Virtual Machine

Select the virtual machine to import:

MName Date Created

< Previous Cancel

4. Select “copy the Virtual Machine” when prompted

Import Virtual Machine

Before You Begin
Locate Folder
Select Virtual Machine

| Summary

mport Type [ ey the virtal machine (create & new uriaue 10)

Choose Import Type

Choose the type of import to perform:

(O Register the virtual machine in-place (use the existing unique ID)
O Restore the virtusl machine (use the existing unique D)

< Previous Cancel

5. Choose an appropriate save location or choose the default

Import Virtual Machine

Before You Begin
Locate Folder
Select Virtual Machine

Choose Import Type:

Choose Storage Folders

Summary

Version: v1.0 Summer 2023

Choose Folders for Virtual Machine Files

You can spedify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders specified in the virtual
machine configuration.

[ stare the virtual machine in a different location

D: Wirtual Machines)

tual Machines\,

D:\Virtual Machines)

< Previous

Cancel
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6. Choose an appropriate location to save the virtual hard drive or select the default location

Import Virtual Machine

7. Select finish to complete the import

X
Choose Folders to Store Virtual Hard Disks
Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?
Locate Folder Location: |THVIEE Browse...
Select Virtual Machine
Choose Import Type:
Choose Destination
Summary
< Brevious Cancel
Import Virtual Machine %
Completing Import Wizard
Before You Begin You are about to perform the following operation.
Locate Folder Desaription:
Select irtual Machine Virtual Machine: Serv01
Choose Impert Type Import fle: D:\VM Files\Assignment 3\Servo 1\irtual Machines\TD44550F |
Choose Destination Import Type: Copy (generate new ID)
Virtual machine configuration folder: Dz \Wirtual Machines\,
Choose Storage Folders
- Checkpoint folder: D:\Wirtual Machines,
E—x Y] Smart Paging file store: D:\Virtual Machines\
virtual hard disk destination folder:  D:\vM HDDS
< >

Version: v1.0 Summer 2023

To complete the import and dlose this wizard, click Finish.

< Previous Cancel
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8. Virtual machines must be connected to the InternalSwitch. Right click on each virtual machine and select

Settings

Virtual Machines

Name State CPUUsage  Assigned Memory  Uptime Status Configurati
B Of 9.0

Checkpoints

The selected virtual machine has no checkpoints.

Actions

]

i m e

I &

exXm

48
ul
[
B
B
5]
=t
B

MCOFFICE1

Quick Create...

New

Import Virtual Machine...

Hyper-V Settings..

Virtual Switch Manager..

Virtual SAN Manager...
Edit Disk...

Inspect Disk..

Stop Service

Remaove Server
Refresh

View

Help

SenvOl

Connect...
Scttings..
Start
Checkpoint
Move...
Bxport..
Rename...
Delete...
Help

9. Inthe Settings menu select the Network Adapter setting and then select the InternalSwitch in the drop

down menu and click OK.

E Settings for Serv01 on MCOFFICET

Sen1

v L]

% Hardware

63 @ Network Adapter

" Add Hardware

] Processor
1 Virtual processor
= I IDE Controller 0
- Hard Drive

@ Network Adapter
Internalswitch

None
& comz
None

[ Diskette Drive
None

»

Management

i COM 1

VLAN ID
[] Enable virtual LAN identification

Serv01.vhdx
= [ IDE Controller 1 2
(. DVD Drive
None Bandwidth Management
&l scercongoller [] Enable bandwidth management

aximum bandwidth 0| Mbps

MName

Serv0l
D Integration Services

(&, Checkpoints
Disabled

D: \Wirtual Machines

Version: v1.0 Summer 2023

Some services offered

F'-’:' Smart Paging File Location

services are not installed in the guest operating system.

oK Cancel

“

To remove the network adapter from this virtual machine, dick Remove,

[ Bios Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:

. Security InternalSwitch
Key Storage Drive disabled

W Memory /I The network adapter is configured to a switch which no longer exists or a resource
4096 MB pool that has been deleted or renamed.

Remove

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration

Apply
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You should repeat the process for importing the client Desktop PC and Laptop PC.

You should test to ensure you are satisfied the Virtual PCs are running correctly.

If one of the VMs is showing as out of grace period for licensing, the grace period can be reset at the command

prompt with the command: simgr/rearm
The VMs have been configured as follows:

Virtual Machine Login Details/Configuration Issues

Server
Computer Name: Serv01
Local Administrator: Administrator / Pa$$wOrd

Users:

Paul White (IT Director) PWhite / Password1

Jenny Verity (HR Manager) JVerity / Jenny123

Murugay Maya (Teacher) MMaya / Passwordl

Student (Student account used by all students) Student / Ne password

Network Drives

Shared drive - all users can access all files.
Student user account is promoted to Admin without good reason.

Issues

No Antivirus

No Antimalware

Windows Defender definitions outdated
Windows updates not run

Disk encryption would be beneficial

Manual configuration

In the event that the VMs cannot be downloaded, use the following to build the VMs. It is not important what

Hypervisor is used.

Version: v1.0 Summer 2023

42 of 54



T Level Technical Qualification in Digital Support Services OSA
Digital Infrastructure, All assignments
Provider guide

Server
Sample VMs have been created with Windows Server 2016 Standard Edition.
If required, an evaluation ISO can be downloaded from:

www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2022

Minimum Specification

Memory: 2048 MB RAM to be allocated (4096+ recommended).

Storage: 20GB (120GB recommended)

Network adapter: An internal network adapter should be connected to the internal switch.

In a production environment it would be expected that the server would be specified far higher than this, but this as
a minimum will allow the scenario to run without overloading the host computer.

Server Configuration

On installation of Server 2016 Standard Edition the hard drive should be partitioned as follows:
C:\ - 20GB Partition (minimum)

Windows should be installed into the C:\ partition.

For ease of use, all passwords are to be set according to the specifications in the previous section.
Once installed, the server should be configured using.the following settings.

Server Name: Serv01l

Network IP Address: 192.168.1.1

The server should be promoted to hold the following roles:

DHCP

Configure to use the 192.168.1.0/24 Subnet

Address Pool - 192.168.0.11 to 192.168.0.254

DNS - local DNS server for forward lookup (192.168.1.1)

Active Directory Domain Controller

Domain name: kjelearning.com

All passwords should be set as the configuration guide in the previous section.

Server

On the server create a shared folder on the C:\ drive

‘ws > ThisPC > Local Disk (C:) »

A

Name Date modified Type Size
ess
PerfLogs 16/07/2016 14:23
Program Files 14/09/2021 20:32 File folder
ids : NN L el A T~
Program Files (x86) 6/07/2016 14:23 File folder
s Shared Folders 19/09/2021 12:49 File folder
Users 14/09/2021 20:32 File folder 43 of 54

Windows 18/09/2021 16:16 File folder
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In the shared folder create the following folders; HR, Staff and Students

Shared Folders

Share View

> ThisPC > Local Disk (C:) > Shared Folders »

~

Name Date modified Type Size
eSS
HR 22/09 File folder
Staff 22/09 File folder
ds e e .
Students 22/09/2021 19:46 File folder
nts o+

Version: v1.0 Summer 2023
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Share permissions for the HR share are as follows:

Foae
folde
Sl
Permissions for HR x
Share Pammissions

Group of user names:

Domain Admins (KIELEARNING\Domain Admins)

Add.. Remove

Permissions for Domain Admins HMlow Dery
Full Control B O
Change B m]
Read B m]

i ==

Share permissions for the Staff folder are as below, with Domain Admins having Full Control allow permissions.

Permissions for Staff =

Staff (KJELEARNING \SHa)
2 Domain Admins (KIELEARNING\Demain Admins)

Add. Remave

Permessions for Staff Alow Dearry
Fi Control 0 0
Flead M 0

Version: v1.0 Summer 2023
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The student share is assigned the following permissions:

Permissions for Students

Share Penmissions

Group or user names:

BR Staff (KIELEARNING'Staff)
B2 Students (KIELEARNING'Studerts)
B2 Domain Admins (KJELEARNING'\Domain Admins)

*

Permissions for Students X

82 Students (KIELEARNING\Studerts)
B2 Domain Admins (KJELEARNING'\Domain Admins)

o]0 comes [ [ i

Add. Remove Add. Remove

Pemissions for Everyone Allow Deny P for Staff Allow Deny
Full Control O O Full Control O O
Change O O Change ] m}
Read M O Read =] m}

Permissions for Students

Share Permissions

Group or user names:

B2 Everyone
BB Seaf (KIELEARNING\Staff)
RN

\ ts)
8 Domain Admins (KJELEARNING \Domain Admins)

Add. Remaove

Pemmissions for Students Hlow Derny
Full Control 0 ]
Change ] O
Read O

Permissions for Students *x

Share Pemissions

Group or user names:

B2 Everyone

B Stafi (KUELEARNINGStaff)

B2 Students (KIELEARNING\Students)
D

o ][ cancet | [T05H

The HR folder should contain documents that look private:

| HR

e Share View

» > ThisPC > Local Disk (C:) » Shared Folders > HR

~

Name Date modified Type Size
:ess X D employee-non-disclosure-confidentiality... 22/09/2021 19:20 PDF File 223KB
[ Letter informing an employee risk of red...  22/09/2021 19:21 OpenDocument T.., 11KB
Rl A B Letter-confirming-ag t-to 22/09/202119:21  Office Open XML ... 17K8
ents * D Letter-to-an-employee-giving-notice-of...  22/09/2021 19:21 OpenDocument T... 7KB
5 2 B Letter-to-an-employee-giving-notice-of..  22/09/2021 19:21 Office Open XML ... 16 KB
u non-disclosure-agreement.pdf 22/09/2021 19:20 PDF File 235KB

Version: v1.0 Summer 2023
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The staff folder should contain relevant documents:

| Staff

e Share View

p > ThisPC » Local Disk (C:) » Shared Folders » Staff

~

Name Date modified Type
cess E

| | appraisal-form-based-on-job-objectives... 22/09/2021 19:21 DOCFile
> =

|| Expansion Project Proposal.pdf 22/09/2021 19:19 PDF File
1ads g

[~ Induction-checklist_0

rno
o
<
O
[
o
no
=)
o

The student folder should contain the following folders:
Students

: Share View

> ThisPC > Local Disk (C:) > Shared Folders > Students >

~

OpenDocument T...

Size
50 KB
8 KB
16 KB

Name Date modified Type
ess
Ali Mustafa 22/09/2021 19:46 File folder
Rosie Parkes 22/09/2021 19:46 File folder
e

Each folder contains student work that is clearly complete and could be used by other students:

Rosie Parkes

e Share View

\ > ThisPC > Local Disk (C:) > Shared Folders » Students > Rosie Parkes

A
Name Date modified Type Size
zess N
4 \j Rosie Parkes Project 1 22/09/2021 19:24 Office Open XML ...
' -
[] Rosie Parkes Project 2 22/09/2021 19:24 Office Open XML ...
4 =n 8 3 ~ 190 oA ¢
s () Rosie Parkes Project 3 22/09/202119:24  Office Open XML ...
ents »~

Version: v1.0 Summer 2023
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Insufficient security policies have been configured on the server:

& Group Policy Management — m] X
% File Action View Window Help - | &5
e 2@ o Em
# Group Policy Management || Default Domain Policy
v Qforest Kelearning.com s Detats| Settngs | Delega
v & Domains
v 3 kjelearning.com Default Domain Policy N
] Default Domain Data collected on: 27/11/2021 15:08:59
@ Mapped Drives Computer Configr (Enabled)
> (2] Domain Contro
> (@] KleLearning
> [ Group Policy OF
> [ WMIFilters  Security Settings
> [ Starter GPOs " Account Policies/Password Policy
> L@ Sites T
4% Group Policy Modeling Policy Setting
[, Group Policy Results Maximum password age Odays
Minimum password age 1days
Minimum password length 0 characters
P: j must meet y req s Disabled
Store ds using ibk Y Disabled
: v
Policy Setting
< >

A mapped drive policy is also config

(\'ye

tudents access to the student drive:

& Group Policy Management - m} X
.4 File Action View Window Help - |5 |8
L AR] o (Y
& Group Policy Management Mapped Drives
v A Forest: Ige.learmng.com s Dotals| Settings |Delocat

v (33 Domains
v 3 kjelearning.com User Configuration (Enabled) A
=i/ Default Domain
=/ Mapped Drives
> (2] Domain Contro
» (2] KleLearning ‘ Drive Maps
> [ Group Policy Of 1 2
> [ WMI Filters v Hop v X)
> [ Starter GPOs | X (Order: 1)
> [ Sites General
4% Group Policy Modeling '
[ Group Policy Results PSR
Properties
Letter X
Location \\serv01\students
Reconnect Enabled
Label Student Share
Use first available Disabled
Hide/Show this drive No change W
| - ( B T - <

Version: v1.0 Summer 2023
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Desktop PC configuration
Sample VMs have been created with Windows 10 Professional Edition.
If required, an ISO can be downloaded from:

www.microsoft.com/en-gb/software-download/windows10

Minimum specification
Memory: 2048 MB RAM to be allocated (4096+ recommended)
Storage: 20GB
Computer Name: Desktop01
Join the PC to the KJeLearning Domain
Local administrator details should be set according to the settings in the previous section.
Configure the following:
e Shared drives should be mapped

¢ Read me file in the documents folder instructing learners about security issues (permission to view all shares
and files on network, leaked administrator password)

DesktopO1

Default login should be student:

K

Student
EETI

L Student

R Other user
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A read me file should be available in the documents folder:

g1 M = | Documents - 0 x
“ Home Share View (2]
“— * 4 & » ThisPC » Documents v & search Documents 2

Mame : Type Size
~ 3 Quick access
| READ ME 19/09/2021 1603 Text Document
BN Desktop | 5
& Downloads
| READ ME - Notepad - o x

File Edit Format View Help
THE NETWORK IS NOT SECURED RIGHT, FROM THIS STUDENT ACCOUNT WE CAN DO ANYTHING!

CHECK OUT THE HR FOLDER TO SEE PRIVATE INFORMATION ABOUT THE STAFF
CHECK OQUT THE STUDENT SHARE - IT'S A GOLD MINE, YOU CAN FIND ASSIGNMENTS TO JUST COPY FROM!
DON'T TELL ANYONE

UPDATE
ALSO - SAW ADMINISTRATOR PASSWORD ON MRS VERITY'S COMPUTER - 'Pa$$w@rd"

Ln1, Col1 100%  Windows (CRLF) UTF-8

Laptop PC configuration
Sample VMs have been created with Windows 10 Professional Edition.
If required, an 1ISO can be downloaded from:

www.microsoft.com/en-gb/software-download/windows10

Minimum specification

Memory: 2048 MB RAM to be allocated (4096+ recommended)
Storage: 20GB

Computer Name: LaptopO1

The laptop is not joined to the domain.

Local administrator details should be set according to the settings in the previous section.

Configure the following:

e Shortcut to inappropriate website on desktop (http://www.torrentzworld.com)

e Stick note with administrative username and password on

e No password required for user Jenny

Version: v1.0 Summer 2023
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Laptop01

Default login should be Jenny:

R Jenny

R ncfeadmin

A Sticky Note should be visible on the desktop:

'Work admin password:

U: administrator

P: PaS$wOrd
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A shortcut to the Internet Browser should be available on the desktop:

When clicked it takes the user to an inappropriate website:
55 f—EIl 3 You're not connected I + v

&~ = O M T www.torrentzworld.com/
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