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Qualification summary

Qualification title

NCFE Level 4 Award in Programming

Ofqual qualification Python pathway Aim reference 60375012
number (QN) (603/7501/2/PYT)

C# pathway

(603/7501/2/C#)

PHP pathway

(603/7501/2/PHP)

Java pathway

(603/7501/2/JAV)
Guided learning hours | 65 Total qualification 105
(GLH) time (TQT)
Minimum age 19

Qualification purpose

The purpose of the NCFE Level 4 Award in Programming is to give
learners the knowledge and skills to support progression into employment
in a programming role. Learners will gain the knowledge and skills by
successfully completing the units required in their chosen programming

language pathway:

Python
C#
PHP
Java

Grading

Achieved/not yet achieved

Assessment method

Internally assessed and externally quality assured portfolio of evidence

Work/industry
placement experience

This is a knowledge-only qualification. Work/industry placement experience

is not required.
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Summary of changes

This document summarises the changes to this qualification specification since the last version (Version
1.0 January 2022). Please check the NCFE website for the most recent version.

\Version Publication date Summary of amendments

v1.0 January 2022 First publication
Further information added to the how the gualification is assessed
section to confirm that unless otherwise stated in this specification,
all learners taking this qualification must be assessed in English and
all assessment evidence presented for external quality assurance
must be in English.

v1.1 June 2022

Information added to the entry guidance section to advise that
registration is at the discretion of the centre, in accordance with
equality legislation and should be made on the Portal.

Information added to the support handbook section about how to

access support handbooks.
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NCFE Level 4 Award in Programming (603/7501/2) 5

Section 1: introduction

If you are using this qualification specification for planning purposes, please make sure that you are
using the most recent version.

Aims and objectives
This qualification aims to:

e focus on the study of programming in the digital sector

o offer breadth and depth of study, incorporating a key core of knowledge or programming
fundamentals

e provide opportunities to acquire a number of practical skills, including planning and creating a
program, and debugging and testing code

The objectives of this qualification are to enable the learner to:

¢ understand and use the fundamentals of programming, including:

o how code and algorithms work

o datatypes, variables, statements, key words and syntax

o functions, objects, classes and libraries

understand and demonstrate how to debug and test code

understand the significance of emerging technology when working in programming

understand and use programming concepts that are specific to their chosen programming language
plan, create and review a program in their chosen programming language

Support handbook

This qualification specification must be used alongside the mandatory support handbook which can be
found on the NCFE website. This contains additional supporting information to help with the planning,
delivery and assessment.

This qualification specification contains all of the qualification-specific information you will need that is not
covered in the support handbook.

Entry guidance

This qualification is designed for learners who want to increase their knowledge, skills and understanding
of programming and progress into specialist study or employment in the sector.

Registration is at the discretion of the centre, in accordance with equality legislation, and should be
made on the Portal. However, learners should be aged 19 or above to undertake this qualification.

There are no specific prior skills’knowledge a learner must have for this qualification. However, learners
may find it helpful if they have already achieved a level 3 qualification.
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Centres are responsible for ensuring that all learners are capable of achieving the learning outcomes
and complying with the relevant literacy, numeracy and health and safety requirements.

Learners registered on this qualification should not undertake another qualification at the same level, or
with the same/a similar title, as duplication of learning may affect funding eligibility.

Achieving this qualification

To be awarded the Level 4 Award in Programming (Python), learners are required to successfully
achieve 2 mandatory units:

e Unit 01 The fundamentals of programming (H/618/7116)
e Unit 02 Developing a program in Python (K/618/7117)

To be awarded the Level 4 Award in Programming (C#), learners are required to successfully achieve 2
mandatory units:

e Unit 01 The fundamentals of programming (H/618/7116)
e Unit 03 Developing an app in C# (M/618/7118)

To be awarded the Level 4 Award in Programming (PHP), learners are required to successfully achieve
2 mandatory units:

e Unit 01 The fundamentals of programming (H/618/7116)
e Unit 04 Using PHP for web development (T/618/7119)

To be awarded the Level 4 Award in Programming (Java), learners are required to successfully achieve
2 mandatory units:

e Unit 01 The fundamentals of programming (H/618/7116)
¢ Unit 05 Developing a web application using Java (A/650/0655)

To achieve this qualification, learners must successfully demonstrate their achievement of all learning
outcomes of the units as detailed in this qualification specification. A partial certificate may be requested
for learners who do not achieve their full qualification but have achieved at least one whole unit.

Pathways within this qualification

When registering learners, centres should use the qualification number (QN) followed by the relevant
pathway code:

Python (PYT)
C# (C#)

PHP (PHP)
Java (JAV)

As the chosen pathway will appear on the certificate, it is important that tutors make clear to learners the
specific option they will be registered against. Centres must carefully consider which option they want to
register the learner onto, as the registration fee will be applied to each option.
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Progression
Learners who achieve this qualification could progress to the following:

¢ employment:
programmer
backend developer
web developer
app developer
data scientist
software engineer
software developer
game developer
computer systems analyst
network systems administrator
e further education:
o level 5 qualifications in computing

O 0O O O OO0 OO0 OO0

Staffing requirements
Staff delivering this qualification should have a good working knowledge of programming.
Resource requirements

There are no mandatory resource requirements for this qualification, but centres must ensure learners
have access to suitable resources to enable them to cover all the appropriate learning outcomes.

Real work environment requirement/recommendation
Experience in the real work environment is not required.
Work/industry placement experience

Work/industry placement experience is not required.
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How the qualification is assessed

Assessment is the process of measuring a learner’s skill, knowledge and understanding against the
standards set in a qualification.

This qualification is internally assessed and externally quality assured.
The assessment consists of one component:

e aninternally assessed portfolio of evidence which is assessed by centre staff and externally quality
assured by NCFE (internal quality assurance (IQA) must still be completed by the centre as usual)

Learners must be successful in this component to gain the Level 4 Award in Programming.

Learners who are not successful can resubmit work within the registration period; however, a charge
may apply.

All the evidence generated by the learner will be assessed against the standards expected of a level 4
learner for each learning outcome.

Unless stated otherwise in this qualification specification, all learners taking this qualification must be

assessed in English and all assessment evidence presented for external quality assurance must be in
English.
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Internal assessment

We have created some sample tasks for the internally assessed units, which can be found within a
separate document in the member’s area of our website. These tasks are not mandatory. You can
contextualise these tasks to suit the needs of your learners to help them build up their portfolio of
evidence. The tasks have been designed to cover some knowledge learning outcomes for the units and
provide opportunities for stretch and challenge. For further information about contextualising the tasks,
please contact the curriculum team.

Each learner must create a portfolio of evidence generated from appropriate assessment tasks, which
demonstrates achievement of all the learning outcomes associated with each unit. The assessment
tasks should allow the learner to respond to a real-life situation that they may face when in employment.
On completion of each unit, learners must declare that the work produced is their own and the assessor
must countersign this. Examples of suitable evidence for the portfolio for each unit are provided in
section 2.

A centre may choose to create their own internal assessment tasks. There are 4 essential elements in
the production of successful centre-based assessment tasks.

These are:

e ensuring the assessment tasks are meaningful with clear, assessable outcomes

e appropriate coverage of the content, learning outcomes, or assessment criteria

e having a valid and engaging context or scenario

¢ including sufficient opportunities for stretch and challenge for higher attainers - please see the
guidance document for creation of internal assessment tasks on our website
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Section 2: unit content and assessment guidance

This section provides details of the structure and content of this qualification.

The types of evidence listed are for guidance purposes only. Within learners’ portfolios, other types of
evidence are acceptable if all learning outcomes are covered and if the evidence generated can be
internally and externally quality assured. For approval of methods of internal assessment other than
portfolio building, please contact your external quality assurer.

The explanation of terms explains how the terms used in the unit content are applied to this qualification.
This document can be found in section 3.
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Unit 01 The fundamentals of programming (H/618/7116)

11

Unit summary

In this unit learners will understand fundamental programming concepts.

This includes how code runs, understanding data types, statements and
syntax, understanding functions, objects, classes and libraries,
understanding the process of testing and debugging code, and

understanding emerging technology in programming.

Guided learning hours 30

Level

4

Mandatory/optional Mandatory

Learning outcome 1

The learner will:

1

Understand how code runs

The learner can:

11
1.2

1.3

1.4

Analyse the relationship between algorithms and code

Explain how to design an algorithm using computational thinking and demonstrate the use of

pseudocode

Compare and contrast programming paradigms:

e procedural

e oObject-orientated

e event-driven programming

Explain and research integrated development environments (IDES)

Learning outcome 2

The learner will:

2

Understand data types, statements and syntax

The learner can:

2.1
2.2
2.3
2.4
2.5
2.6

Identify data types and demonstrate their use

Explain and demonstrate the application of complex data types

Explain the functions of variables and constants and demonstrate their use
Identify operators and demonstrate their use

Explain and demonstrate control structures and expressions

Explain the role of syntax
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Learning outcome 3

The learner will:

3 Understand functions, objects, classes and libraries
The learner can:

3.1 Explain and demonstrate the application of functions and methods
3.2 Explain objects and classes and demonstrate their use
3.3 Explain the application of third-party libraries

Learning outcome 4

The learner will:

4 Understand debugging and testing

The learner can:

4.1 Explain ways to avoid bugs and errors

4.2 Identify and resolve syntax errors in code

4.3 Identify and resolve logical errors in code

4.4 Resolve compile/run time errors

4.5 Explain how to test a program

Learning outcome 5

The learner will:

5 Understand emerging technology in programming

The learner can:

51 Discuss the role and the significance of emerging technology in programming

Delivery and assessment
1.1 Analyse the relationship between algorithms and code

The learner will explain the purpose and characteristics of algorithms and code and explain the
relationship between them. The learner will also explain the functions of different algorithm types and
code components, where applicable to their chosen programming language:

e algorithms:

o purpose
o characteristics (for example, input, output)
o types:

= greedy

= prute force
= recursive
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Delivery and assessment

= divide and conquer
= dynamic programming
= backtracking
= sorting (for example, merge sort, insertion sort, quick sort)
e code:
o purpose
o characteristics (for example, safety, security, reliability)
o components:
=  pre-processor
= compiler
= linker
= interpreter
¢ relationship between algorithms and code (for example, how algorithms are translated into code)

1.2 Explain how to design an algorithm using computational thinking and demonstrate the use
of pseudocode

The learner will explain how algorithms are used to solve problems using the stages of computational
thinking, where applicable to their chosen programming language:

e computational thinking:

o decomposition:
= interpret specification/brief (for example, what problem the algorithm will solve)
= inputs
= outputs

o pattern recognition:
= effectiveness

o abstraction:
= definiteness
= finiteness

o action/algorithm design:
= pseudocode
= flowchart

The learner will also demonstrate how to write pseudocode for a simple problem, for example:

e creating a quiz, allowing users to input answers
e the use of IF and ELSE

1.3 Compare and contrast programming paradigms

The learner will understand the features of programming paradigms, covering the following areas,
where applicable to their chosen programming language:

e procedural:

o procedures

o function-based

o systematic execution of instructions
e Object-orientated:

o inheritance
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Delivery and assessment

o encapsulation
o polymorphism/overriding
o abstraction/interfaces
o singleton classes
e event-driven:
o user events:
= mouse clicks
= key presses
o system events:
= J|ost internet connection
= completed download
event handlers
the event loop
sleeps
callbacks

O O O O

The learner will compare and contrast procedural, object-orientated and event-driven programming,
where applicable to their chosen programming language, including:

¢ the advantages and disadvantages of each paradigm
¢ the best application of each paradigm

programming paradigm characteristics:

o predefined functions

o local variable

o global variable

o modularity

o parameter passing

1.4 Explain and research IDEs

The learner will explain the role of an IDE and compare different types of IDEs, where applicable to
their chosen programming language, for example:

e Visual Studio
e PyCharm
¢ integrated development and learning environment (IDLE)

The learner could research into which IDEs are used by different companies and why, for example:

e social media platforms
e online marketplaces

2.1 Identify data types and demonstrate their use

The learner will identify and apply different data types and explain when each data type would be used
in programming, including:

e integer
o floating point/float
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Delivery and assessment

e character
e Boolean
e string

The learner will also demonstrate a data type in use.
2.2 Explain and demonstrate the application of complex data types

The learner will explain the application of complex data types and demonstrate them in use, covering
the following areas:

lists and arrays, including how elements are referenced using indices
dictionaries and maps, including pairs of ‘keys’ to ‘values’

sets

multi-dimensional arrays

the use of operators when working with complex data types (for example, loops)

2.3 Explain the functions of variables and constants and demonstrate their use

The learner will explain what variables and constants are and be able to write an example of a variable
and constant.

The learner will also demonstrate the following steps:

o declare and assign a value to a variable and a constant
e display the result using appropriate syntax

2.4 Identify operators and demonstrate their use

The learner will be able to identify and demonstrate how to use mathematical operators.
The learner will interpret and evaluate logical expressions using Boolean operators.

The learner will demonstrate the use of basic operators on different data types, for example:

e basic maths operations on numerical values
e adding strings together

The learner will explain how some programming languages will ‘convert’ data types and others will
cause errors when completing certain actions, such as adding a number to a string.

2.5 Explain and demonstrate control structures and expressions
The learner will explain the role and function of sequence in programming.

The learner will explain the role of selection in programming and the function of the following
statements:

e |F

Version 1.1 June 2022 Visit ncfe.org.uk Call 0191 239 8000



NCFE Level 4 Award in Programming (603/7501/2)

16

Delivery and assessment

e ELSE

The learner will explain the role of iteration and the function of the following concepts:

o |oops:
o while
o for
o stop

e conditions

e counters

The learner will also explain the purpose and function of control flow.

The learner will explain how expressions can be used, and demonstrate expressions in use in
sequence, selection and iteration, taking into consideration the following:

e checking the value of a variable (for example, TRUE or FALSE)
¢ the use of logical operators (for example, AND, OR, NOT)

2.6 Explain the role of syntax
The learner will explain the role of syntax in programming, covering the following areas:

the definition of syntax
how to execute syntax
indentation

comments

quotation

waiting for user input
case sensitive

3.1 Explain and demonstrate the application of functions and methods
The learner will explain how functions can be applied, covering the following areas:

the use of functions to avoid code repetition and simplify readability
defining and calling functions

arguments/parameters and return values

recursive functions and exit conditions

example, formatting a date).

3.2 Explain objects and classes and demonstrate their use

able demonstrate them in use, covering the following areas:

The learner will then explain the application of methods, including how they differ from functions.

The learner will also create a function and then re-create that function as a method within a class, (for

The learner will explain the applications of objects and classes, the relationship between them, and be
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Delivery and assessment

constructors

member variables

static variables

public versus private scope

3.3 Explain the application of third-party libraries

The learner will explain the application of third-party libraries and where to find them, taking into
consideration the following:

e third-party libraries for specific languages such as Python/C#/PHP/Java
e licensing requirements for using third-party libraries:

o intellectual property

o open source

4.1 Explain ways to avoid bugs and errors

The learner will explain the ways in which bugs and errors in code can be avoided, where applicable
to their chosen programming language, including:

the role that IDEs play in detecting and fixing errors

examples of coding standards (for example, no more than one statement on a line of code)
good coding practice (for example, fixing errors as they appear while coding)

using correct data structures

4.2 ldentify and resolve syntax errors in code

The learner will explain syntax errors, and identify and resolve the following, where applicable to their
chosen programming language:

missing comma

missing quotation mark
missing brackets

missing semicolon

misuse of keywords
undeclared variable
misspelled variable

missing operators

misspelled instruction
functions not called

functions with no return value
wrong number of arguments/wrong values passed to functions

4.3 Identify and resolve logical errors

The learner will explain logical errors and identify and resolve errors, demonstrating the use of error-
resolving methods, where applicable to their chosen programming language:
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Delivery and assessment

e errors:
using the incorrect operator (for example, OR instead of AND)
using the incorrect selection statement
using the incorrect iteration
incorrect Boolean operators
index out-of-bounds errors
wrong data types passed to functions
e methods:
o debugging tools (for example, within an IDE)
o break points

o logging

O 0O O O O O

4.4 Resolve compile/run time errors

The learner will explain the relationship between syntax errors and compile/run time errors and resolve
a compile/runtime error in the context of a specific programming language.

4.5 Explain how to test a program

The learner will compare testing methods, explain testing stages and identify the most appropriate
testing method for a specific program:

e testing methods:
manual test (for example, build test)
automated test
integration test
unit test
data test
assertion test
regression test
e testing stages:
o planatest
o implement a test
o compare expected result with actual output:
= identify errors

O O O O O O O

5.1 Discuss the emerging technology of programming

The learner will provide a detailed account of emerging technologies in programming, including
contrasting perspectives, for example:

e threading
e Quantum programming
e machine learning

Types of evidence
Evidence could include:

e research/reports
e written answers
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Delivery and assessment

oral answers

discussion

assignment

presentation

observation

screenshots (for example, of sample code)
digital notebook (such as Jupyter, OneNote)
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Unit 02 Developing a program in Python (K/618/7117)

Unit summary

In this unit learners will understand the factors involved in program
development in Python and apply these with the fundamentals of
programming to plan, develop and review a program using Python.

Guided learning hours 35
Level 4
Mandatory/optional Mandatory for the Python pathway

Learning outcome 1

The learner will:

1 Understand the factors involved in data program development in Python
The learner can:

1.1 Critically compare Python version numbers

1.2 Analyse and explain the Python shell and the integrated development and learning environment

(IDLE)
1.3 Explain the Python directory and management of files
14 Explain Python modules and demonstrate their use
15 Explain and demonstrate list comprehension and slicing
1.6 Explain the function of generators and demonstrate how to create them
1.7 Explain and demonstrate data handling in relation to Python

Learning outcome 2

The learner will:

2 Plan a data program using Python
The learner can:

2.1 Interpret a brief to create a project plan

2.2 Plan the code for a program
2.3 Create a testing plan for a program

Learning outcome 3

The learner will:

3 Create and test a data program using Python
The learner can:

3.1 Apply Python programming fundamentals to create a product
3.2 Implement a testing plan
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Learning outcome 4

The learner will:

4 Review the data program

The learner can:

4.1 Review the appropriateness of the project plan

4.2 Critically analyse the program, including the use of Python features

4.3 Evaluate their application of the debugging process
4.4 Gather user feedback and implement changes

Delivery and assessment
1.1 Critically compare Python version numbers

The learner will critically compare python version numbers, such as Python 3.6, 3.7 and 3.8, and
research their differences to discuss the following concepts:

evolution

deprecation

sector advancement

how Python interacts with a computing environment, such as automating tasks

The learner will also identify the most appropriate Python version for a particular task and justify the
reasons behind their choice, including the advantages and disadvantages of multiple version numbers.

1.2 Analyse and explain the Python shell and the IDLE
The learner will analyse and explain the function of the Python shell and the IDLE, including:

e the differences between the shell and the IDLE
¢ the relationship between the shell and the IDLE

1.3 Explain the Python directory and management of files

The learner will explain the Python directories and file management within Python, for example:
e copying files

e moving files

e deleting files

1.4 Explain Python modules and demonstrate their use

The learner will explain the functions of python modules and submodules, and how to use the import
statement within Python. Python module and submodule examples include:

e module:

o ‘os
e submodules:
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Delivery and assessment
o ‘sys’
o ‘path’
The learner will demonstrate how to write a module using the shell and IDLE, for example:

e the greeting module
1.5 Explain and demonstrate list comprehension and slicing
The learner will explain the function of both list comprehension and slicing in Python, including:

definitions

usage (when to apply)

components of list comprehension (for example, output expression, input sequence)
parameter values of slicing (for example, start, end/stop, step)

The learner will also apply this knowledge to demonstrate an example of slicing, such as:

slicing an object

slicing a sequence

slice deletion

slicing a list

modifying lists via slices
multiple slicing

slicing strings

1.6 Explain the function of generators and demonstrate how to create them

The learner will explain what generators are, how to use them and be able to create generator
functions, including:

e returning an object
e using generators in a loop
e using generators to read large files

1.7 Explain and demonstrate data handling in relation to Python
The learner will analyse and explain Python data handling, including:

¢ how Python reads data (for example, reading each line of code)
e how Python interprets data (for example, performs the task written in the line of code)
¢ how Python processes data (for example, what is the output of the code)

The learner will also explain and demonstrate how to load different types of data using Python, for
example from:

o textfiles
e comma-separated values (CSV) files
e JavaScript object notation (JSON) files
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Delivery and assessment
2.1 Interpret a brief to create a project plan

The learner will interpret a brief, and explain the functional requirements, for example:

e which algorithms will be required
e security requirements

2.2 Plan the code for a program

The learner will break down the functional requirements of the brief into detailed areas in order to write
the code, including:

planning what data types to use

identifying the appropriate paradigm

planning best practice according to the selected paradigm
writing the pseudocode

designing a flowchart, including:

o inputs

o outputs

e writing the algorithm

2.3 Create atest plan
The learner will create a test plan for their program, incorporating the following elements:

¢ identifying an appropriate testing method
e selecting a test runner
e areas to test:
o if expected inputs can be accepted
o if datais processed appropriately
o if generated outputs are accurate, as expected
o ensuring all functional requirements are delivered

3.1 Apply Python programming fundamentals to create a program

The learner will demonstrate the application of Python programming fundamentals in creating a
program, including the following steps where appropriate:

declare and or use the appropriate data types
declare and assign a value to a variable/constant
identify appropriate operators
use expressions within sequence, selection and iteration
apply a method/function
use appropriate data structures, for example:
o lists (such as ordered, changeable):
= list comprehension
o tuples
o Python dictionaries
o Python sets
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Delivery and assessment

e use objects and classes

e integrate a third-party library (for example, importing a module from a Python library)
e proper use of Python syntax (for example, correct use of whitespace)

s run the code

3.2 Implement the testing plan
The learner will implement the elements of the testing plan previously devised.
The learner will then be able to utilise Python debugging concepts and IDE-specific debugging tools

(such as inserting break points) to identify and resolve programmatic errors (where appropriate), for
example:

e errors:
o runtime
o syntax
o import
o indentation

4.1 Critically analyse the project plan and testing plan

The learner will critically analyse both the project plan and the testing plan and make
recommendations for improvements, taking into account the following aspects:

e if the plans achieved the desired outcomes and if not, why not

e if any aspects were overlooked, not planned for or not taken into account and what the
repercussions were
strengths of planning: what went well

e weaknesses of planning: what did not go well

¢ future recommendations for the project and test plans (for example, what could be done
differently, what could be improved)

4.2 Critically analyse the finished program

The learner will critically analyse the final program and make recommendations for improvements
taking into account the following aspects:

to what extent the program met the brief

their utilisation of Python functions (for example, lists, objects)

strengths of the program (for example, user functionality, easily understandable)

weaknesses of the program (for example, errors in code, missing elements of code)

new skills acquired (for example, error resolution, use of new functions)

future recommendations (for example, what could be done differently when creating a program in
future, how the program could be improved)

4.3 Gather and analyse user feedback

The learner will gather user feedback on the suitability of the program and analyse the feedback to re-
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Delivery and assessment
evaluate the product:

e data collection methods for gathering user feedback:
o questionnaire
o survey
e areas to gather feedback on:
functionality
usability
what the user likes
what the user dislikes
what could be improved
e analysis of feedback:
o what the feedback says about the program’s strengths
o what the feedback says about the program’s weaknesses
o using feedback to inform what improvements will be made

O 0O O O O

4.4 Implement changes based on reviewing process

The learner will implement changes to their program based on both their own critical analysis and the
user feedback.

The learner will also explain the reasons for implementing some aspects of feedback received and not
others, based on the following:

priorities (for example, is the change plausible in terms of timescale)

o validity of feedback (for example, does the feedback support relevant and achievable
improvements to the program)

e programming technical abilities (for example, is it technically achievable)

The explanation of terms (section 3) explains how the terms used in the unit content are applied to this
gualification.

Types of evidence
Evidence could include:

research/reports

written answers

oral answers

discussions

observations

assignments

presentations

screenshots (for example, of sample code)
project diary/commentary

digital notebook (such as Jupyter, OneNote)
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Unit 03 Developing an app in C# (M/618/7118)

26

Unit summary In this unit learners will understand the factors involved in application
development in C# and apply these with the fundamentals of programming
to plan, develop and review an app using C#.

Guided learning hours 35
Level 4

Mandatory/optional Mandatory for the C# pathway

Learning outcome 1

The learner will:

1 Understand C# specifics as used in application development (mobile and desktop)

The learner can:

1.1 Identify and explain different application user environments
1.2 Understand and mitigate issues with connectivity

1.3 Explain application lifecycles and user interface

1.4 Explain the use of models, views and viewmodels

15 Explain the concept of dependency injection

1.6 Explain async/await and the user interface (Ul) thread

Learning outcome 2

The learner will:

2 Plan a project using C#
The learner can:

2.1 Interpret a brief

2.2 Plan the code

2.3 Design the application

2.4 Create a test plan

Learning outcome 3

The learner will:

3 Create an application using C#
The learner can:

3.1 Apply the elements of the project plan
3.2 Implement the testing plan

Learning outcome 4
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The learner will:
4 Review the plans and application
The learner can:

4.1 Review the appropriateness of the project plan and testing plan
4.2 Critically analyse the application and explain its strengths and weaknesses

4.3 Gather and analyse user feedback
4.4 Implement changes based on reviewing process

Delivery and assessment
1.1 Identify and explain different application user environments

The learner must identify and explain the different environments in which the application may need to
be used and be aware of the constraints in functionality that exist:

e mobile application:
o range of devices:
= Android
= iPhone
o screen size:
= smartphone
= tablet
o input:
= touchscreen
o variable network
e desktop application:
o controlled PC
o input:
= mouse/trackpad
o database server
o wired network

1.2 Understand and mitigate issues with connectivity

The learner must understand and consider mechanisms to handle and communicate connectivity
issues:

e connectivity:
o reliable
o unreliable
o online versus offline mode
e mechanisms:
o working offline
o communicating connectivity status
o restrict functionality

1.3 Explain application lifecycles and user interface
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Delivery and assessment

The learner must explain platform-specific constraints and explain the considerations involved in
application design depending on the choice of platform and application structure:

e platform constraints
e lifecycle events
e navigation

1.4 Explain the use of models, views and viewmodels

The learner must explain the benefits and responsibilities of a model, view, viewmodel pattern
(MVVM), for example:

e Dbenefits, such as allowing for separate work by developer and designer
e responsibilities, such as the role of the view, the model and the viewmodel

1.5 Explain the concept of dependency injection

The learner must explain how dependency injection signposts all the dependencies in the application
within a single container and demonstrate how this fits within a model, view, viewmodel pattern,
including:

¢ how dependency injection centralises the dependencies between objects:
o shared database connection

e code reuse
simplification of testing

e substitution of dependencies (for example, data sources, testing data)

1.6 Explain async/await and the Ul thread

The learner must explain the concept of threads, in particular the Ul thread, and how to delegate tasks
to prevent blocking.

The learner must provide examples of common asynchronous tasks and the Ul callbacks that may be
implemented.

2.1 Interpreting the brief

The learner must identify the functional requirements and technical challenges of the application as
part of interpreting a brief:

e application goals:
o data outputs/calculations
o functional achievements
e application inputs
connectivity challenges, such as poor or no internet connection
e user input requirements (such as, keyboard, mouse, touchscreen, voice)

2.2 Code planning
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Delivery and assessment

The learner must break down the functional requirements of the brief into detailed areas in order to
write the code, including:

¢ platform-specific components:
o user interface design
o user input
o connectivity
functional areas of the system
e inputs and outputs

2.3 Design the application

The learner must understand the purpose of the following functional areas and use a selection of
these areas in appropriate detail where relevant:

models

views
viewmodels
dependencies

2.4 Create atest plan
The learner must create a test plan for the application, incorporating the following elements:

identify an appropriate testing method
e areas to test:
o testto see if expected inputs can be accepted
o testto see if data is processed appropriately
o testto see if generated outputs are accurate, as expected
o testto ensure all functional requirements are delivered

3.1 Apply C# programming fundamentals to create an application

The learner must demonstrate the application of C# programming fundamentals in creating an
application, including the following steps where appropriate:

e create the platform-specific user interface using the appropriate tools

e create the appropriate models for data objects used within the application

e construct an appropriate model, view, viewmodel pattern using dependency injection principles:
o datatypes
o validation

o utilise async/await methods where appropriate
consider data storage solutions appropriate to any connectivity issues

3.2 Implement the testing plan

The learner must implement the elements of the testing plan previously devised.
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Delivery and assessment
The learner should then utilise C# debugging concepts and IDE-specific debugging tools (such as
inserting break points) to identify and resolve programmatic errors (where appropriate), for example:

e  Errors:
o runtime
o syntax
o import

4.1 Critically analyse the project plan and testing plan

The learner must critically analyse both the project plan and the testing plan and make
recommendations for improvements, taking into account the following aspects:

if the plans achieved the desired outcomes, and if not, why not

e if any aspects were overlooked, not planned for, or not taken into account and what the
repercussions were

e strengths of planning: what went well
weaknesses of planning: what did not go well

o future recommendations for the project and test plans (for example, what could be done
differently, what could be improved)

4.2 Critically analyse the application and explain its strengths and weaknesses

The learner must critically analyse the application and make recommendations for improvements
taking into account the following aspects:

e to what extent the application met the brief
their utilisation of C# functions

e strengths of the program (for example, the database provider can easily be substituted for
another)

¢ weaknesses of the program (for example, connectivity still a problem)

¢ new skills acquired (for example, error resolution, use of new functions)

e future recommendations (for example, what could be done differently when creating a program in
future, how the program could be improved)

4.3 Gather and analyse user feedback

The learner must gather feedback on the suitability of the application and analyse the feedback to re-
evaluate the product:

e data collection methods for gathering user feedback:
o questionnaire
o survey
o in-app
e areas to gather feedback on:
o functionality
usability
what the user likes
what the user dislikes
what could be improved

o
o
o
©]
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Delivery and assessment

e analysis of feedback:
o what the feedback says about the program’s strengths
o what the feedback says about the program’s weaknesses
o using feedback to inform what improvements will be made

4.4 Implement changes based on reviewing process

The learner must implement changes to their application based on both their own critical analysis and
the user feedback.

The learner can also explain the reasons for implementing some aspects of feedback received and not
others, based on the following:

e priorities (for example, is the change plausible in terms of timescale, system/software
requirements)

o validity of feedback (for example, does the feedback support relevant and achievable
improvements to the program)

e programming technical abilities (for example, is it technically achievable)

The explanation of terms (section 3) explains how the terms used in the unit content are applied to this
qualification.

Types of evidence

Evidence could include:

research/reports

written answers

oral answers

discussions

assignments

presentations

observations

screenshots (for example, of sample code)
project diary/commentary

digital notebook (such as OneNote)
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Unit 04 Using PHP for web development (T/618/7119)

32

Unit summary

In this unit learners will understand the factors involved in web development in

PHP and apply these with the fundamentals of programming to plan, develop

and review a product using PHP.

Guided learning hours 35

Level

Mandatory/optional

4

Mandatory for the PHP pathway

Learning outcome 1

The learner will:

1

Understand the factors involved in web development using PHP

The learner can:

11
1.2
13
1.4

Explain the purpose and function of forms
Explain form validation

Explain and demonstrate sessions
Explain and demonstrate databases

Learning outcome 2

The learner will:

2

Plan a project using PHP

The learner can:

2.1
2.2
2.3
2.4

Interpret a brief
Plan the code
Design the solution
Create a test plan

Learning outcome 3

The learner will:

3

Create a solution using PHP

The learner can:

3.1
3.3

Apply the elements of the project plan
Implement the testing plan
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Learning outcome 4

The learner will:

4 Review the plans and solution
The learner can:

4.1 Review the appropriateness of the project plan and testing plan

4.2 Critically analyse the solution and explain its strengths and weaknesses
4.3 Gather and analyse user feedback

4.4 Implement changes based on reviewing process

Delivery and assessment
1.1 Explain the purpose and function of forms

The learner must explain the purpose and functions of forms including:

o difference between ‘get’ and ‘post’ requests
e security considerations

1.2 Explain form validation

The learner must explain reasons for data validation and provide examples of how to achieve it, for
example:

e consistent data input, such as drop-down lists
e prevent structured query language (SQL) injection, such as data input rules

1.3 Explain and demonstrate sessions

The learner must explain the requirement for sessions and give some examples of their use.

The learner must also be able to demonstrate how to implement the following functionality using PHP:
e start a session

¢ manipulate session variables

e destroy/end session

1.4 Explain and demonstrate databases

The learner must explain the use of server-side databases to store and retrieve relational data utilising
one of the following:

e MySQL
e PostgreSQL
e SQLite

The learner must demonstrate how to use database technologies using PHP to complete the following
steps:
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Delivery and assessment

e connect
e create

e read

e update
e (delete

2.1 Interpreting the brief for PHP
The learner must identify the functional requirements of the system as part of interpreting a brief:

e system goals:
o reporting
o data outputs/calculations
o functional achievements
e system inputs
security:
o identify user restrictions and permissions

2.2 Code planning

The learner must break down the functional requirements of the brief into detailed areas in order to
plan the code:

inputs and outputs

data use

functional areas of the system

particular areas of need as stated in the brief

2.3 Design the solution

The learner must understand the purpose of following functional areas and be able to use a selection
of these areas in appropriate detail where relevant:

form design
database design
data types
validation

data processing

2.4 Create atest plan
The learner must create a test plan for the solution, incorporating the following elements:

o identify an appropriate testing method
e areas to test:
o testto see if expected inputs can be accepted
o testto see if data is processed appropriately
o testto see if generated outputs are accurate, as expected
o testto ensure all functional requirements are delivered
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Delivery and assessment
3.1 Apply PHP programming fundamentals to create the solution

The learner must apply the appropriate/relevant programming fundamentals to create the solution,
including:

build the form using appropriate data types and input validation
process the data

design and store the data within an appropriate database structure
generate the output

3.2 Implement the testing plan
The learner must implement the elements of the testing plan previously devised.
The learner should then utilise PHP debugging concepts and IDE-specific debugging tools (such as

inserting break points, server logs, browser development tools) to identify and resolve programmatic
errors where appropriate, for example:

e errors:
o runtime
o syntax
o import

4.1 Critically analyse the project plan and testing plan

The learner must critically analyse both the project plan and the testing plan and make
recommendations for improvements, taking into account the following aspects:

e if the plans achieved the desired outcomes, and if not, why not
if any aspects were overlooked, not planned for or not taken into account and what the
repercussions were

e strengths of planning: what went well
weaknesses of planning: what did not go well

e future recommendations for the project and test plans (for example, what could be done
differently, what could be improved)

4.2 Critically analyse the solution and make recommendations for improvements

The learner must critically analyse the solution and make recommendations for improvements taking
into account the following aspects:

to what extent the solution met the brief

their utilisation of PHP functions (for example, objects, arrays, built-in methods)

strengths of the program (for example, user functionality, easily understandable)

weaknesses of the program (for example, poor performance, form requirements not obvious)
new skills acquired (for example, error resolution, use of new functions)

future recommendations (for example, what could be done differently when creating a program in
future, how the program could be improved)
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Delivery and assessment

4.3 Gather and analyse user feedback

The learner must gather feedback on the suitability of the solution and analyse the feedback to re-
evaluate the product:

e data collection methods for gathering user feedback:
o questionnaire
o survey
o widget
e areas to gather feedback on:
functionality
usability
what the user likes
what the user dislikes
what could be improved
e analysis of feedback:
o what the feedback says about the program’s strengths
o what the feedback says about the program’s weaknesses
o using feedback to inform what improvements will be made

O O O O O

4.4 Implement changes based on reviewing process

The learner must be able to implement changes to their solution based on both their own critical
analysis and the user feedback.

The learner must also explain the reasons for implementing some aspects of feedback received and
not others, based on the following:

e priorities (for example, is the change plausible in terms of timescale, system/software
requirements)

o validity of feedback (for example, does the feedback support relevant and achievable
improvements to the program)

e programming technical abilities (for example, is it technically achievable)

gualification.

The explanation of terms (section 3) explains how the terms used in the unit content are applied to this

Types of evidence

Evidence could include:

research/reports

written answers

oral answers

discussions

observations

assignments

presentations

screenshots (for example, of sample code)
project diary/commentary

digital notebook, such as OneNote
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Unit 05 Developing a web application using Java (A/650/0655)

Unit summary In this unit learners will understand the factors involved in web application
development in Java and apply these with the fundamentals of programming to
plan, develop and review a web application using Java.

Guided learning 35

hours

Level 4

Mandatory/option Mandatory for the Java pathway
al

Learning outcome 1

The learner will:

1 Understand the factors involved in web application development using Java

The learner can:

1.1 Explain the anatomy of an integrated development environment (IDE) in Java programming,
demonstrate its installation and create a demo project

1.2 Explain the functions of the Java development kit (JDK) and demonstrate its installation and use

1.3 Ciritically compare the different editions of Java and their uses

1.4 Explain the function on the Java runtime environment (JRE) and its components

1.5 Explain the function of a Java framework, compare popular frameworks and demonstrate one in
use

Learning outcome 2

The learner will:

2 Plan a project using Java

The learner can:

2.1 Interpret a brief to create a project plan

2.2 Plan the code for a project

2.3 Create a testing plan for a project

Learning outcome 3

The learner will:

3 Create the web application using Java

The learner can:

3.1 Apply Java programming fundamentals to create the web application
3.2 Implement the testing plan
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Learning outcome 4

The learner will:

4 Review the web application

The learner can:

4.1 Review the appropriateness of the project plan

4.2 Critically analyse the web application, including the use of Java features

4.3 Evaluate their application of the debugging process
4.4 Gather user feedback and implement changes

Delivery and assessment
1.1 Explain the anatomy of an IDE in Java programming, demonstrate its installation and create
a demo project

The learner must explain the anatomy of an IDE as used in Java programming, including the following
concepts:

e |IDE:
o plugins
o workbench
o using suitable application programming interface (API) to build and manage projects

The learner must demonstrate the correct installation of an IDE incorporating the following:

e system requirements:
o 32- or 64-bit computer
o already having JDK and JRE installed
o operating system requirements (for example, Windows, Mac)

The learner must also demonstrate the creation of a demo project using an IDE, including:

e naming project

selecting location for saving project
e version of execution environment
e project layout:

o folders

1.2 Explain the functions of the JDK and demonstrate its installation and use
The learner must explain the functions of the JDK and demonstrate its installation and use, including:
e installation requirements for different operating systems (for example, Windows, Mac)

e selecting appropriate Java edition based on the type of program
e installing all necessary libraries
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Delivery and assessment
1.3 Critically compare the different editions of Java and their uses

The learner must critically compare the different editions of Java and their uses, in order to select the
most appropriate edition for their program:

Java standard edition (JSE)
Java enterprise edition (JEE)
Java micro edition (JME)
Java FX

1.4 Explain the function of the JRE and its components
The learner must explain the function of the JRE and its components, including:

class loader

bytecode verifier

interpreter

supporting software tools:

o development toolkits

o integration libraries

o language and utility libraries

1.7 Explain the function of a Java framework, compare popular frameworks and demonstrate
onein use

The learner must explain the function of a Java framework, and the differences between popular
frameworks, including the following:

e Spring
e Hibernate

The learner will also demonstrate how to structure a program using a Java framework, including use
of the following:

e Java ARchive (JAR) files
e class files

2.1 Interpret a brief to create a project plan

The learner must identify the functional requirements and technical challenges of the web application
as part of interpreting a brief:

e web application goals:
o data outputs/calculations
o functional achievements
e web application inputs
e connectivity challenges, such as poor or no internet connection
e user input requirements (such as keyboard, mouse, touchscreen, voice)
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Delivery and assessment
2.2 Plan the code for a project

The learner must break down the functional requirements of the brief into detailed areas in order to
write the code, including:

e platform-specific components:
o user interface design
o user input
o connectivity
o functional areas of the system
e inputs and outputs

2.3 Create a testing plan for a project
The learner must create a test plan for the application, incorporating the following elements:

e identify an appropriate testing method and subsequent testing tools, for example:
o unit testing:
= Java unit testing framework (JUnit)
= Mockito
= PowerMock
o integration testing:
= Robot framework
o end-to-end testing:
= Selenium
=  Cucumber
e areas to test:
o testto see if expected inputs can be accepted
o testto see if data is processed appropriately
o testto see if generated outputs are accurate, as expected
o testto ensure all functional requirements are delivered

3.1 Apply Java programming fundamentals to create the web application

The learner must demonstrate the use of Java programming fundamentals in creating the web
application, including the following steps where appropriate:

e create the platform-specific user interface using the appropriate tools:
o Java Swing
o Spring
e create the appropriate models for data objects used within the web application:
o Hibernate
e construct an appropriate model, view, control pattern using dependency injection principles:
o data types
o validation
e applying the core programming concepts of Java:
o language statements
o using strings
o fields
o variables
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Delivery and assessment

o arrays
Java packages and visibility
inheritance and polymorphism
interfaces and abstract classes
Java module system
collections
streams
generics

O O O O O O O

3.2 Implement the testing plan
The learner must implement the elements of the testing plan previously devised.

The learner should then utilise Java debugging concepts and IDE-specific debugging tools (such as
inserting break points) to identify and resolve programmatic errors (where appropriate), for example:

e errors:
o runtime
o syntax

4.1 Review the appropriateness of the project plan

The learner must critically analyse both the project plan and the testing plan and make
recommendations for improvements, taking into account the following aspects:

¢ if the plans achieved the desired outcomes, and if not, why not
if any aspects were overlooked, not planned for or not taken into account and what the
repercussions were

e strengths of planning: what went well
weaknesses of planning: what did not go well

o future recommendations for the project and test plans (for example, what could be done
differently, what could be improved)

4.2 Critically analyse the web application, including the use of Java features

The learner must critically analyse the web application and make recommendations for improvements
taking into account the following aspects:

¢ to what extent the web application met the brief

e their utilisation of Java functions

e strengths of the program (for example, the database provider can easily be substituted for
another)

¢ weaknesses of the program, (for example, connectivity is still a problem)
new skills acquired (for example, error resolution, use of new functions)

o future recommendations (for example, what could be done differently when creating a program in
future, how the program could be improved)
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Delivery and assessment
4.3 Evaluate their application of the debugging process

The learner must gather feedback on the suitability of the web application and analyse the feedback to
re-evaluate the product:

e data collection methods for gathering user feedback:
o questionnaire
o survey
o in-app
e areas to gather feedback on:
functionality
usability
what the user likes
what the user dislikes
what could be improved
e analysis of feedback:
o what the feedback says about the program’s strengths
o what the feedback says about the program’s weaknesses
o using feedback to inform what improvements will be made

O O O O O

4.4 Gather user feedback and implement changes

The learner must implement changes to their application based on both their own critical analysis and
the user feedback.

The learner must also explain the reasons for implementing some aspects of feedback received and
not others, based on the following:

e priorities (for example, is the change plausible in terms of timescale, system/software
requirements)

o validity of feedback (for example, does the feedback support relevant and achievable
improvements to the program)

e programming technical abilities (for example, is it technically achievable)

The explanation of terms (section 3) explains how the terms used in the unit content are applied to this
gualification.

Types of evidence

Evidence could include:

research/reports

written answers

oral answers

discussions

observations

assignments

presentations

screenshots (for example, of sample code)
system-generated reports

examples of file input
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Delivery and assessment
e project diary/commentary
o digital notebook (such as OneNote)
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Section 3: explanation of terms

This table explains how the terms used at level 4 in the unit content are applied to this qualification (not
all verbs are used in this qualification).

Analyse

Break the subject or complex situations into separate parts and examine each
part in detail. Identify the main issues and show how the main ideas are related
to practice and why they are important. Reference to current research or theory
may support the analysis.

Critically analyse

This is a development of ‘analyse’ which explores limitations as well as positive
aspects of the main ideas in order to form a reasoned opinion.

Clarify Explain the information in a clear, concise way showing depth of
understanding.

Classify Organise accurately according to specific criteria.

Collate Collect and present information arranged in sequence or logical order which is
suitable for purpose.

Compare Examine the subjects in detail, consider and contrast similarities and

differences.

Critically compare

This is a development of compare where the learner considers and contrasts
the positive aspects and limitations of the subject.

Consider Think carefully and write about a problem, action or decision, showing how
views and opinions have been developed.

Demonstrate Show an in-depth understanding by describing, explaining or illustrating using
examples.

Describe Provide a broad range of detailed information about the subject or item in a
logical way.

Discuss Write a detailed account which includes contrasting perspectives.

Draw conclusions
(which....)

Make a final decision or judgment based on reasons.

Evaluate

Examine strengths and weaknesses, arguments for and against and/or
similarities and differences. Judge the evidence from the different perspectives
and make a valid conclusion or reasoned judgment. Apply current research or
theories to support the evaluation.

Critically evaluate

This is a development of ‘evaluate’ which debates the validity of claims from the
opposing views and produces a convincing argument to support the
conclusion or judgement.

Explain

Apply reasoning to account for how something is or to show understanding of
underpinning concepts. Responses could include examples to support
these reasons.
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Identify Apply an in-depth knowledge to give the main points accurately. (A description
may also be necessary to gain higher marks when using compensatory
marking).

Justify Give a detailed explanation of the reasons for actions or decisions.

Review and revise | Look back over the subject and make corrections or changes based on
additional knowledge or experience.

Reflect Learners should consider their actions, experiences or learning and the
implications of these in order to suggest significant developments for practice
and professional development.

Summarise Give the main ideas or facts in a concise way to develop key issues.
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Section 4: support
Support materials

The following support materials are available to assist with the delivery of this qualification and are
available on the NCFE website:

learner’s evidence tracking log (LETL)
learning resources

qualification factsheet

sample assessment tasks

Useful websites

Centres may find the following websites helpful for information, materials and resources to assist with the
delivery of this qualification:

www.w3schools.com/python/
www.w3schools.com/cs/
www.w3schools.com/php/
www.php.net/manual/en/
www.w3schools.com/java/default.asp
www.realpython.com

These links are provided as sources of potentially useful information for delivery/learning of this subject
area. NCFE does not explicitly endorse any learning resources available on these websites. For official
NCFE endorsed learning resources, please see the additional and teaching materials sections on the
qualification page on the NCFE website.

Other support materials

The resources and materials used in the delivery of these qualifications must be age-appropriate and
due consideration should be given to the wellbeing and safeguarding of learners in line with your
institute’s safeguarding policy when developing or selecting delivery materials.

Reproduction of this document
Reproduction by approved centres is permissible for internal use under the following conditions:

e you may copy and paste any material from this document; however, we do not accept any liability for
any incomplete or inaccurate copying and subsequent use of this information
o the use of PDF versions of our support materials on the NCFE website will ensure that correct and
up-to-date information is provided to learners
e any photographs in this publication are either our exclusive property or used under licence from a
third-party:
o they are protected under copyright law and cannot be reproduced, copied or manipulated in any
form
o this includes the use of any image or part of an image in individual or group projects and
assessment materials
o allimages have a signed model release
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Contact us

NCFE

Q6

Quorum Park

Benton Lane
Newcastle upon Tyne
NE12 8BT

Tel: 0191 239 8000*

Fax: 0191 239 8001

Email: customersupport@ncfe.org.uk
Websites: www.ncfe.org.uk

NCFE © Copyright 2022 All rights reserved worldwide.

Version 1.1 June 2022
Information in this qualification specification is correct at the time of publishing but may be subject to
change.

NCFE is a registered charity (Registered Charity No. 1034808) and a company limited by guarantee
(Company No. 2896700).

CACHE; Council for Awards in Care, Health and Education; and NNEB are registered trademarks owned
by NCFE.

All the material in this publication is protected by copyright.

* To continue to improve our levels of customer service, telephone calls may be recorded for
training and quality purposes.
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Appendix A
Units
To make cross-referencing assessment and quality assurance easier, we have used a sequential numbering system in this document for each unit.

ﬁ Knowledge only units are indicated by a star. If a unit is not marked with a star, it is a skills unit or contains a mix of knowledge and skills.

Mandatory unit (core)

Unit number Rzl L Unit title Level GLH
number
01 (H/618/7116) The fundamentals of programming 4 30
Optional units (pathway)
Unit number Reguletize uh Unit title Level GLH
number
02 (K/618/7117) Developing a program in Python 4 35
03 (M/618/7118) Developing an app in C# 4 35
04 (T/618/7119) Using PHP for web development 4 35
05 (A/650/0655) Developing a web application using Java 4 35

The units above may be available as stand-alone unit programmes. Please visit our website for further information.
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