"‘.LEVELS ‘ "‘: Institute for Appren_ticeships

& Technical Education

T Level Technical
Qualification in Digital
Support Services

Occupational specialism assessment (OSA)

Digital Infrastructure

Assignment 2 - Distinction

Guide standard exemplification materials

v2.0: Specimen assessment materials
19 June 2023
603/6901/2

CF
Internal reference : DSS-GSEM-02



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

T Level Technical Qualification in Digital Support Services
Occupational specialism assessment

Guide standard exemplification materials

Digital Infrastructure

Assignment 2

Contents

Ta] Ao To [V To3 T o] o ISP PRP TR 3
1] T 114 1= 0 S PR PPRRR 4
Yol o= 4 o T P TSP PP PTPPPPPPPRPPI 4
LI TG O PP PTPPPTOPPPPN 5
LI L] TS PP OO PP TR PR PR 12
EXAMINET COMIMEBNTAIY ......eeie ittt e bt e e oo a bt e e et et e e ek bt e e e e abe e a2 e abb e e e e asbe e e e aabb e e e e b be e e e anbeeeeennbeeeeannes 132
LT 7= To [0 [T ] o (o =SOSR 132
Document INFOrMAtION ...........c.oiiiii e b et e st e s ar e e snr e e e b e e snn e e nnneennne 134
Change HiSIONY RECOIM .......veiiiiiiiiie ittt ettt e ettt e skt ee s st e et e st b e e e e e s bb et e s bb e e e e ambe et e aabbe e e s nnbeeesnneeas 134

Version: v2.0 19 June 2023 | Specimen 2 0of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Introduction

The material within this document relates to the Digital Infrastructure occupational specialism sample assessment.
These exemplification materials are designed to give providers and students an indication of what would be
expected for the lowest level of attainment required to achieve a pass or distinction grade.

The examiner commentary is provided to detail the judgements examiners will undertake when examining the
student work. This is not intended to replace the information within the qualification specification and providers
must refer to this for the content.

In assignment 2, the student must first consider a list of job requests and prioritise them, before actioning the
requests. The second task requires them to produce an instructional document and video that can be used by new
employees to the company.

After each live assessment series, authentic student evidence will be published with examiner commentary across
the range of achievement.
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Assignment 2

Scenario

Willow Technology is planning an upgrade on the backend servers. As part of this upgrade, a small test system
needs to be developed that can be used to test the compatibility with the existing backend systems and explore the
features of the latest server operating system.

During this assignment you will be required to undertake 2 practical tasks covering cable creation, and the
installation and configuration for the new test system that will be used to simulate the new network.
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Task 1

It is recommended that you spend 20 minutes on this task.

(4 marks)

Instructions for students

Before you create the test system, a custom length network cable needs to be created to enable the test system to
connect to a network port.

You have been provided with a length of Cat5e ethernet cable, 4 x RJ45 ends and suitable cable creation tools.

You need to:

create a straight through network cable

provide annotated evidence that the cable has been created correctly

test that the cable works and provide suitable evidence of the process of validating your cable
You will have access to the following equipment:

a 1m length of Cat5e ethernet cable

four RJ45 connectors

cable creation tools — crimping tool, cable cutter

network cable tester

digital camera

word processing software

Evidence required for submission to NCFE

Annotated photographic evidence of the following stages of cable creation should be provided:

both RJ45 ends have the strands of cable in the correct order and forming a good connection

an image of each cable strand being tested on the cable tester to verify connection

Note: this will require 8 or 9 images depending on the cable testing device used.
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Student evidence
Task 1

RJ45 connected

All the copper connectors connect with the cable
< Covered in the single photograph below >
All the ends of the cable are arranged correctly
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The plastic cover is at the right depth to catch under the fixing in the RJ45 end.
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Cable testing

The cable tester lights show that each strand is working correctly.
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These photos show that the cable is made correctly and tested as working. Each photo shows one of the pins and confirms a signal can be carried on each
wire in the cable.
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Task 2

Essential information

It is recommended that you spend 5 hours 40 minutes on this task.

Equipment

(49 marks)

You have been provided with 4 computers. These might be 4 physical machines, or 1 machine with 4 virtual machines. You are required to develop the test system based
on the specification outlined by your line manager.

The following information regarding the implementation of the network has been provided:

Server01 — this will be the domain controller, DNS and DHCP server, no operating system installed
Server02 — secondary server, file server and another role server, no operating system installed
PCO01 — desktop machine, no operating system installed

PC02 — desktop machine, operating system pre-installed

one wireless device, for example, wireless printer, media sender or IP camera recommended

one optional access point/wireless router/wireless print server

In addition, you will have access to:

digital camera

word processing software

sample files for step C

Network information

The following information outlines the settings you will need to use when configuring the network:

Subnet — 255.0.0.0
ServerOl IP address -—10.1.1.1 and 10.1.1.2

Version: v2.0 19 June 2023 | Specimen
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e Server02 IP address — 10.1.1.3
e DHCP scope —10.1.1.5-10.1.1.10

e default gateway — 10.1.1.254 (no internet access provided)

Evidence required for submission to NCFE
you must take print screens and/or photographs of the processes you have carried out

e use the tick box o in the evidence required column to ensure that all the required print screens and/or photographs have been provided
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Student evidence
Step A

Server01 installation and configuration

This image demonstrated that the operating system has been installed

'Y n B Q> [ Server01 - Doe, John 3421843

B Server Manager

@ v Server Manager * Local Server @1V wecage ook view e

i PROPERTIES

I8 Dashboard PSDB92A TASKS ¥
Local Server
- puter nam WIN-I8JIPSDBI2A ast installed update Never
W& All Servers [ f t tall upda
B} File and Storage Services P st checked for update
! ublic: Or efende al P
) tt
kt at
TC+00:(
i DHCP tact d
idr by DHCP, IP
! A\ atforr ry (RA
EVENTS
All events | 24 total TASKS +
Filter o v @)w v
erver Name r Severity  Source Log ki
WIN-I8JIPSDB92A 1000 Error Application Error Application 31/12/2020 17:42:18
WIN-I8JIPSDB92A 8198 Error Microsoft-Windows-Security-SPP Application 31/12/2020 17:27:16
WIN-I18JIPSDB92A 10016 Error Microsoft-Windows-DistributedCOM  System 31/12/2020 17:27:14

This photo demonstrates that | have selected the suitable region and language settings.
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Server01 - Doe, John 3421843

4 Windows Setup

Windows Server: 2019

[EUCIELTEICHREEIN English (United States)

Time and currency format: {English (United m,
Keyboard or input method: Unrtedegdom—

Enter your language and other preferences and click "Next" to continue

© 2012 Microsoft Corporation. Al ights ressrved

This image demonstrates that | have configured the disk partitions.
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® 11 [ Server01 - Doe, John 3421843

L Server Manager

@ ¥« File and Storage Services * Volumes * Disks

Manage  Tools  View

Help
e DISKS
i Servers n All disks | 2 TASKS w
_l Volumes P o o o ~
“ Storage Pools Number Virtual Disk  Status Capacity Unallocated  Partitior Read Only lustered Subsysterr Bus Type N
4 WIN-IBJIPSDB92A (2)
0 Online 600GB 000B MBR NVMe M
1 Online 600GB 000B MBR NVMe M
a5t refresh 2020 17 1
VOLUMES STORAGE POOL
Related Vo TASKS ¥ VMware Virtual NVM on WIN-18JIPSDB92A TASKS =
Fil pel Zow v Ne oge p
4 WIN-I18JIPSDB92A (1)
D: Fixed 600GB S599GH
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This photo demonstrates that the machine has been named correctly.

Server01 - Doe, John 3421843

v @\ | I’ Manage Tools View

I-'-' Dashboard System Properties X TASKS
' IS \BTs% Computer Neme  Hardware Advanced Remote
SRR NG S
B All Servers b Windows uses the following information to identify your Windows Updat nstall updates 2
- computer on the network
W§ File and SY r wer
Computer description:
For example: IS Production Server” or
"Accounting Server” Windows Defender Antiviru Real-Time P
Full computer name Server01 Feedback & Diagr Setting
Workgroup. WORKGROUP i ] rat Or
C+00:00) Du
To rename this computer or change its domain or [ Change.. | | Not activated
workgroup, click Change. L =) i gihososien
)
) ( § e
| rtual Platforr ol mamony (RA g
oK Cancel
- TASKS ¥
Filter o D (H)w v
erver Name ( Seventy Source Log Date and Time
SERVERO1 8198 Emor Microsoft-Windows-Security-SPP Application 31/12/2020 17:50:50
SERVERO1 10016 Error Microsoft-Windows-DistributedCOM  System 31/12/2020 17:50:48
SERVERO1 10016 Ermor Microsoft-Windows-DistributedCOM  System 31/12/2020 17:50:48

This photo demonstrates the fixed IP addressing set on the virtual machines.
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erver Manager

Server01 - Doe, John 3421843

@ ¥ Server Manager * Local Server

B PROPERTIES

- @| r Manage Tools  View  Help

TASKS =

& Dashboard .

i Local Server

ii All Servers

®R File and Storage Services b

Server01

WORKGROUP

Never

Install updates autof

Intel(R) Core(TM

EVENTS
A s | 36 total

Server Name

SERVERO1
SERVERO1
SERVERO1

o

i
]
@
]

D Severity Source

134 Warning Microsoft-Windows-Time-Service
134 Warning Microsoft-Windows-Time-Service

134 Warning Microsoft-Windows-Time-Service

Log
System

System

System

TASKS =

31/12/2020 17:52:39
31/12/2020 17:52:36
31/12/2020 17:52:24

Server02 installation and configuration

This photo demonstrates that the operating system has been installed.
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® i B AN B) Server02 - Doe, John 3421843

erver Manager

7N\
@ ¥ Server Manager * Local Server &), Manage  Tools
PROPERTIES
a8 Dashboard . or WIN-3KAJS5B340
- F KAJS5B3 \
B All Servers Workarour P pdate
g File and Storage Services P d fo
dows D r Unk rus
Enabled i
Desk Jnkn ) Ju
v r
t T Vir b
ard e informat k " | slled me RAM
tal disk space Unk
EVENTS
All events | 14 total
F el = - H) ¥
rver Name 0 everity Source og ate and Time
WIN-3KAJS5B83403 1000 Error Application Error Application 31/12/2020 17:42:51
WIN-3KAJS5B3403 8198 Error Microsoft-Windows-Security-SPP Application 31/12/2020 17:27:49
WIN-3KAJS583403 134 Waming Microsoft-Windows-Time-Service System 31/12/2020 17:24:06

View

TASKS =

TASKS =

This photo demonstrates that | have selected the suitable region and language settings.
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Server02 - Doe, John 3421843

4 Windows Setup

Windows Server- 2019

EXPIERTEXERREEIR £ glish (United States) =]

Time and currency format: {English (United Kingdom 54
Keyboard or input method: (IR L LT LJ

Enter your language and other preferences and click "Next" to continue

ficrosoft Corporation. All nights reserved

This demonstrates that | have configured the relevant disk partitions.
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[ ] 11 [ (5 ANED B Server02 - Doe, John 3421843

L Server Manager

@ ¥« File and Storage Services * Volumes * Disks

== DISKS
Servers 8 A ks | 2 tot:

Volumes

m Storage Pools Number Virtual Disk  Status Capacity Unallocated

4 WIN-3KAJS5B3403 (2)

0 Online 600GB 000B
1 Online 600GB 000B
t \ 1ec 020 17, )
VOLUMES
Related Vo TASKS ¥
F el s) w v

Volume Status  Provisioning Capacity Free Sp

4 WIN-3KAJS5B3403 (2)
\\A\Volume(f76.. Fixed 549MB 517 MB

C Fixed 595GB 494 GB
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This photo demonstrates that the machine has been named correctly.

Server02 - Doe, John 3421843

Manage  Tools  View  Help

- System Properties x

Computer Name  Hardware Advanced Remate

& All Servers Windows uses the following information to identify your

— i computer on the network.
R File and 5t

Computer deseription:

For example: "Il Production Server” or
"Accounting Server”

Full computer name:  Server02

Warkgroup: WORKGROUP

Ta rename this computer or change its domain or Change. qned by DHCP, IPv6 enabled
- gned by DHCP, IPv6 enabled

werkgraup, elick Change.

Virtual Platform

oK Cancal Apply

Filter » ® -

Server Name D Severity Source
SERVERD2 B198 Emor Microsoft-Windows-Security-SPP
SERVERD2 B198  Error Microsoft-Windows-Security-SPP
SERVERDZ 134 Warning Microsoft-Windows-Time-Service

TASKS -

ed updates Never

pdate Install updates autg

d for updates Mever

Real-Time Protectiq
Settings

On

ntel(R) Core{TM) i8

119.46 GB

TASKS ¥

Log Date and Time

Application  31/12/2020 17:50:56

Application  31/12/2020 17:50:42

System 31/12/2020 17:50:40

Version: v2.0 19 June 2023 | Specimen

22 of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

This photo demonstrates that | have used fixed IP addressing.

® Server02 - Doe, John 3421843

B Server Manager
©o-

Dashboard

Manage Tools  View  Help

Server Manager * Local Server * &)

i PROPERTIES

For &

Local Server

Computer name Server02 Last installed updates Never
All Servers .

WORKGROUP

Install updates automal

[
WR File and Storage Services P Never

Public: On

Real-Time Protection: {

MNIC Teaming

(UTC +00:00) Dublin, Ed

Ethernet0 Not

ated

2019 Pr ™ 39
{ardware informatior Virtual Platfor Installed memory (RAM|
Total disk space
EVENTS
All events | 2 TASKS ~
Filter o (DOR4 v
o y Source Log Date and Time
SERVERD2 B198  Error Mi(msnﬂ—W\ndnwcrspcunry—ipp Anphca[inn 31/12/2020 17:50:56
SERVEROZ B198 Emor  Microsoft-Windows-Security-SPP Application 31/12/2020 17:50:42
SERVERO2 134 Warning Microsoft-Windows-Time-Service System  31/12/2020 17:50:40
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PCO1 installation and configuration

This photo demonstrates that the operating system has been installed.

B PCO1 - Doe, John 3421843

LWl O Type here to search O &i
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This photo demonstrates that | have configured the disk partitions.

&
File Action View Help

e 20 B = X

1+ 2E

PCO1 - Doe, John 3421843

3‘ Computer Management (Local) || Volume

I Layout [ Type I File System I Status

v [} System Tools - (C)
» (B Task Scheduler == CPBA_X64FRE_EN-GB_DV9 (D:) Simple Basic UDF Healthy (Primary Partition)

» @] Event Viewer == System Reserved

> g Shared Folders
> @ Local Users and Groups
@‘ Performance
& Device Manager
v 4 Storage
" Disk Management
» Fy Services and Applications

Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Priman

Simple Basic NTFS Healthy (System, Active, Primary Partition)

= Disk 0
Basic
60.00 GB
Online

= CD-ROM 0
DVD

517 GB

Online

System Reserved - (C)
579 MB NTFS 159.43 GB NTFS
Healthy (System, Active, Prima || Healthy (Boot, Page File, Crash Dump, Primary Partitior

CPBA‘XWRE'EN;GBVDVé (D:)
5.17 GB UDF
Healthy (Primary Partition)

| B Unaliocated Bl Primary partition

= pe Type here to search

This photo demonstrates that the machine has been named correctly.
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PCO1 - Doe, John 3421843

System Properties

Computer Name Wi System i Remote

Windows uses the following information to identity your
- computer on the network. v O Search Control Pane

Computer description: |

For example: “Kitchen Computer” o "Mary's ormation about your computer
Computer”

Full computer name: PCO1

Workgroup: WORKGROUP hterprise

o\ d
soft Corporation. All rights reserved. .. WI n OWS 10

To use a wizard to join a domain or workgroup, click
Network ID.

To rename this computer or change its domain or
“worlgroup, click Chiange: Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz

ory (RAM):  2.00 GB
64-bit Operating System, x64-based processor
No Pen or Touch Input is available for this Display

Homain and workgroup settings
= pe: PCO1 Change settings
Apply A 9 "9

name: PCO1

Computer description:

Workgroup: WORKGROUP

Windows activation
Windows is not activated. Read the Microsoft Software Licence Terms
lso Product ID: 00329-00000-00003-AA958 Activate Windows

Security and Maintenance
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This photo demonstrates that suitable region and language settings have been applied.

PCO1 - Doe, John 3421843 To release your mouse press: Control-3¢

4 Windows Setup == |EC]

&8 Windows'

Language to install: [English (United Kingdom) |
Time and currency format: JEIENIGIEESHEE ]
Keyboard or input method: ,ﬁaergdom
Enter your language and other preferences and click "Next" to continue

© 2018 Microsoft Corporation. All fights reserved

Step B
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This photo demonstrates that DNS has been configured so that my machines can access the internet.

This photo demonstrates that the Directory service has been configured to manage users.

B server01 - Doe, John 3421843

Pt
- r._\:'__] | I"I Manage Tools View

_ =8 PROPERTIES
I8 Dashboard . For Server01

CD'\‘.PIJ'.P’ name
& Al Servers Warkgroup
& DNS
BR File and Storage Services b

VT TN T Wy AT T R

= DMS Manager
File Adtion View Help
o HE o @B

TASKS =
Server1 Last installed updates Never
WORKGROUP Windows Update Install updates autol
Last checked for updates Never
Dol o I T T SO S U S Bl T Pnnnic SR
- m} ®

i B&

]

5, DMS
v 3 SERVERD1
| Forward Lookup Zones
| Reverse Lookup Zones
| Trust Points
Conditional Forwarders

o Add a New Zone

The Domain Mame System (DNS) allows a DNS namespace to be divided into zones. Each zone
stores information about one or more contiguous DNS domains,

To add a new zone, on the Action menu, click New Zone.
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Server Manager * AD DS

@ Server01 - Doe, John 3421843

=)

| FA Manage  Tools

I I SERVERS
128 Dashboard . All servers | 1 tota

B Local Server

B& All Servers

Filter Fel

i§ ADDs Server Name  IPvd Address  Mar ageability

11 DHCP
& DNs
W§ Fileand Storage Services P

. Active Directory Users and Computers

File Action View Help

: Active Directory Users and Comp | pame

=/ Domain Controllers
ForeignSecurityPrincipals

Managed Service Accoun
Users

oy
(i)
i
|/

e [ d= B T rEh

B Saver Querias FiJohnDoelocal Domain
~ 3 lohnDoelocal “| Saved Querics
Builtin
Computers

Last Update

SERVERO1 10.1.1.1,10.1. Online - Performance counters not started  01/01/2021 11:10:56

Description

Folder to store your favo..

TASKS +

Windows Activation

Mot activated
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DHCP

This photo demonstrates that DHCP service has been installed to allow automatic IP addressing.

[ ] ® Il B b @ Server01 - Doe, John 3421843 (ll

-, Server Manager - *

@ v Server Manager * DHCP

. ?- SERVERS
122 Dashboard ! All servers | 1 tota TASKS v
Filter

B Local Server

ilter P

4
4

& All Servers

# ADDS Server Name  IPv4 Address  Manageability Last Update Windows Act

T8 DHCP SERVERO1

&= DNs

10.1.1.1,101.12  Online - Performance counters not started  01/01/2021 11:18:12  Not activated

W% File and Storage Services P

EVENTS

All events | O tot TASKS ¥
Filter P B~ @~ v
Server Name ID  Severity Source Log Date .1:\'\ Time
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| have configured the DHCP scope with the settings 10.1.1.5-10.1.1.10 for this network.

eve I B 3 © Server01 - Doe, John 3421843

Manage Tools  View  Help

B Dashi File Action View Help s
s Dashl - -
= Lo A rml B3
B Local ] 5 ——
B s (2 oHer New Scope Wizard 5 &
oy 2 ScTverOljohne ‘ IP Address Range | -
i# ADD v B Pv4 You define the scope address range by ientifying a set of consecutive IP addresses. 'ﬁn
= 4 Server [More Actions »
1% DHCH Al
J. Policie:
o ad
&= DNS % Fitters || ] Configuration settings for DHCP Server
3 File a B M6 Enter the range of addresses that the scope distributes.
Ta
StatlPaddress: [ 1 .1 .5
Fq
End IP address: 0.1 .1.10
Configuration settings that propagate to DHCP Client
Length: B:‘_,J
Subnet mask 25%.0 0.0 TASKS ~
v
o=
9
4
< > 3
. 3
SERVERO1 6104 Emor  DFSR DFS Replication  31/12/2020 18:07:32

Version: v2.0 19 June 2023 | Specimen

31of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

PCO01 has been assigned a DHCP address and this has been confirmed using IPCONFIG/ALL.

@ PCO1 - Doe, John 3421843 a)l

i 5 1,
L W © Type here to search i A & D) H0 B
1

01/01/2021
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Domain joins

This image confirms that Server02 domain joined to (FirsthameSurname).local.

eve I B L

= Server02 - Doe, John 3421843

=]

Tools  WView  Help

IEE Dashboare

| |

W File and st
Computer name
Server02

Full computer name:
Server02

Member of

(®) Domain:
johndoe local

() workgraup

All Servers | You can change the name and the membership of this r
computer. Changes might affect acosss to network resources.

L}

Computer Name/Domain Changes

o ‘Welcome to the johndoe.ocal demain.

®

me

roduct ID

Filter

server Name

SERVERD2Z

SERVERO2
SERVERD2

Cancel

Cancel Apply

p @ ®

i
4

Severity Source

1000 Eror  Application Error

Warning Microsoft-Windows-Time-5ervice

Warning Microsoft-Windows-DNS Client Events

TASKS ¥
Neve!

Download updates only
Neve!

Real-Time Protection:
Settings

Or

(UTC+00:00) Dublin, Ed

Intel(R) Core(TM) i9-99¢

TASKS w

Date and Time

31/12/2020 18:20:52
Application  31/12/2020 18:06:00
31/12/2020 17:54:41
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

PCO01 domain joined at logon to (FirstnameSurname).local.

ece I B LS P

@ PCO1 - Doe, John 3421843 ()

* Search Control Panel

You can ehanga the name and the membership of this

computer. Changes might affect aceass ta netwark reseurees.

Computer name:
PCO1

Full computer name:
PCO1

Member of

{®) Domain:
jehndes loeal

) Workgroup:
WORKGROUP

fary's

en about your computer

eration. All rights reserved. == WI ndOWS 1 0

Computer Name/Daomain Changes

o Welcome to the johndoe.local domain,

=

0K CPU @ 3.60GHz  3.60 GHz

, x64-based processor

i available for this Display

See also

Security and Maintenance

[ B O Type here to search

Cancsl Apply
IO— WORKGROUP

Windows activation

#P Change settings

Windows is not activated. Read the Microsoft Software Licence Terms

Product ID: 00329-00000-00003-AA958
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Reverse lookup

Server02 successfully completed a reverse lookup using NSLOOKUP to ServerO1.

@ Server02 - Doe, John 3421843 )

Server Manager * Dashboard | 7 manage oot

View Help

Events Events
Performance Services
BPA results Performance

BPA results

11:25

A T4 de E;

01/01/2021

Step C

This image demonstrates a group creation within AD.
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

qg s
B Dashboard | [rrpinireren

. Active Directory Users and Computers

'! DUCH File Action View Help

& DNS e 2@ 8 0c= Bm 3
W8 File and Storage Service

= Active Directory Users and Comp | Name
=l Saved Queries B Al staff
v 33 JohnDoelocal %Development
Builtin %Graphlcs
Computers E&IT A
= Doe Groups
& Doe Users EgMotlon Capt..

2. Domain Controllers
ForeignSecurityPrincipals
Managed Service Accoun
Users

@ Server01 - Doe, John 3421843

Manage

RETE%

Type Description
Secunty Group ...
Security Group ...
Security Group ..
Security Group ...
Security Group ..

View

User creation

Users - Your first and surname, Paul James, Tamara Jacob and Yousif Sobbah has been created.

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

¥ Dashboard
i Local Server
B All Servers
I§ ADDs
& DNs
BR File and Storage Service

?i SERVERS
All servers | 1 total

Filter

Action View Help

Y GIEEE

I Active Directory Users and Comp

Saved Queries

v &3 lohnDoelocal

Builtin
Computers

2| Doe Groups

= Doe Users

2| Domain Controllers
FareignSecurityPrincipals
Managed Service Accoun
Users

@ Server01 - Doe, John 3421843

. Active Directory Users and Computers

Fel -

B taEyT
Mame Type
&, John Doe User

& paullames  User
&, Tamara Jacobs User
& Yousif Sobbah  User

Description

E (Ej | Ir. Manage Tools View

TASKS

Your first and surname is now a member of the group IT admin.

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

o0 I B EAN @ Server01 - Doe, John 3421843 ()

v @ | r@ Manage Tools View Help

m SERVERS
Dashboard ! All servers | 1 tota TASKS +
# Local Server o ~ =
s)w (R) w v
& All servers z
g AD DS - | John Doe Properties ? X
18 DHCP
Py File Action View Help Remote control Remote Desktop Senvices Profie COoM+
e=m DNS Sa gf‘. > BB 4 L‘J : General Address Account Profie Telephones Organization
W3 File and Storage Services = { Member Of Diakn Environment Sessions
= 9 | = Active Directory Users and ¢
Saved Queries Member of
v &3 JohnDoelocal Name Active Directory Domain Services Folder
Builtin Domain Users JohnDoe local/Users
Computers IT Admin JohnDoe local/Doe Groups
= Doe Groups
= DoeUsers
2. Domain Controllers
ForeignSecurityPrinc| |
Managed Service Acq PV
Users
v

Primary group: Domain Users

g There is no need to change Primary group unless
SEERman e8P you have clients or POS|.
applications.

OK Cancel Apply Help

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

Paul James is now a member of the group Development.

Server Manager * DHCP

?- SERVERS
Dashboard | [t e

Local Server

All Servers
AD DS =
'! DHCP File Action View
& DNS o 25 4
3 File and Storage Services —

y .
ol

A

Saved Queries
v 3 JohnDoelocal
Builtin
Computers
= Doe Groups
= Doe Users

2] Domain Controllers
ForeignSecurityPrinc|
Managed Service Acq

Users

Version: v2.0 19 June 2023 | Specimen

@ Server01 - Doe, John 3421843

— Active Directory Users and C

pel = w (A w
| Paul James Properties ? X
Remote control Remote Desktop Services Profie CoMm+
{ Geneml Addess Account  Profie  Telephones  Organization
Member Of Diskin Environment Sessions
Member of
Name Active Directory Domain Services Folder

Development JohnDoe localiDoe Groups

Domain Users JohnDoe localUsers

Primary group: Domain Users

There is no need to change Primary group unless

FHISIYESESE T you have Macntosh clients or POSIX-compliant
applications.

- @[ I’E Manage Tools  View

TASKS

g
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Tamara Jacobs is now a member of the group Graphics

@ Server01 - Doe, John 3421843

- @ ] F@ Manage Tools View

128 Dashboard

B Local Server

ii File and Storage Service

= SERVERS

p @y @~
_: | Tamara Jacobs Properties ? X
File Action View Help Remote control Remote Desktop Services Profie CoM+
wp > & ) | Generml  Address  Account  Profie  Telephones  Organczation
= | Member Of Diakin Environment Sessions
. Active Directory Users and ¢
Saved Queries Member of
v &3 JohnDoelocal Name Active Directory Domain Senvices Folder
Buitin
Computers Graphics JohnDoe local/Doe Groups
= Doe Groups
= Doe Users
2. Domain Controllers
ForeignSecurityPrinc|
Managed Service Acq
Users
Add, Remove
Primary group: Domain Users

There is no need to change Primary group unless
you have chents or POSI.

Set Primary Geoup

applicatons.

TASKS =

Version: v2.0 19 June 2023 |

Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Yousif Sobbah is now a member of the group Motion Capture.

eoe Il B BN

Server Manager * DHCP

= i' SERVERS
I8 Dashboard ! All servers | 1 tota

# Local Server

) Server01 - Doe, John 3421843

- @ ] F@ Manage Tools View

el 2w (R) w
B& All Servers
&' ADDS - | Yousif Sobbah Properties ? X
18 DHCp )
~ File Action View Help Remote control Remote Desktop Services Profie COM+
&= DNS o Z 5 & [0 | Geneml Addess Account Profie  Telephones  Organzaton
3 File and Storage Service§ — > 1 MamberoX Diaty Eionnant Sy
| . Active Directory Users and C
Saved Queries Member of
v 33 JohnDoelocal Name Active Directory Domain Services Folder
Buiti
Computers Motion Capture JohnDoe locallDoe Groups
2. Doe Groups
<. Doe Users

2. Domain Controllers
ForeignSecurityPrinc|
Managed Service Acq
Users

Version: v2.0 19 June 2023 | Specimen

Primary group: Domain Users

There is no need to change Primary group unless
you have Macntosh clients or POSIX-compliant
applications.

Sat Primary Group

oK Cancel Apply e

TASKS

———
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

User your first and surname has the job description of IT admin.

Paul James has the job description of development

| .

@ Server01 - Doe, John 3421843

(©®~  server Manager * Local Server

F File Action View Help
[oep Bm & O XOE

[ 1 Active Directory Users and Comp
| Saved Queries
v #3 JohnDoelocal
| Builtin
Computers
2| DoeGroups
4l Doe Users
= Domain Controllers
ForeignSecurityPrincipals
Managed Service Accoun)
| Users

= PROPERTIES

= H
Name
& John Doe
‘ Paul James
5 Tarmara Jacol
E) ‘Yousif Sobba

SERVERO1

Paul James Properties 7 o
Member Of Diakin Emvironment Sessions
Remate contral Remcte Desktop Senices Profile COM+

Genenal Address Account Profile Telephones Organization
obTe | EENETEE

Department:

Company.
Manager

Name:

Change. Propenies Clear

Direct reports:

\II Cancel Apply Help

SERVERO1
SERVEROD1

Version: v2.0 19 June 2023 | Specimen

1014 Warning Microsoft-Windows-DN5 Client Events  System

27 Warning eliexpress System

o

F. Manage Tools View Help

nd Time

01/01/2021 11:17:03
01/01/2021 11:15:53
01/01/2021 11:15:32

ad updates ¢

Real-Time Protectiol

Settings

{UTC+00:00) Dublin,

Not activated

Intel(R) C

2GE

are(TM) i9

TASKS
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Tamara Jacobs has the job description of graphics artist.

L ] ® Il B 4 > % Server01 - Doe, John 3421843

o

Server Manager * Local Server @1 I'. Manage Tools  View  Help

== PROPERTIES

i ?
. Fle Adion View Help Tamara Jacobs Properties *
o @ 4 O0XEDE= H Member OF Diatin Ervironment Sessions
— R .
| I Active Directory Users and Compl| Name Remate contral lemote Deskiop Services Profile COM+ -+ MNeve
. General  Address  Account Profile Telephones ~ Organization
Saved Queries & John Doe
v &4 JohnDoelocal
- Paul James
. Builin ol I ms  RestTime rotectio
Computers Settings
‘Yousif Sobb, Depatment: :
2| Doe Groups E) st 1 parime On
2| Doe Users Company: {UTC +00:
=. Domain Controllers Mot ac
ForeignSecurityPrincipals Manager
Managed Service Accoun Name:
| Users
Change... Properties ar
Intel{R) Core(TM) i
Direct reports:
e AM 268
TASKS
~
< >
"."JYI'i-n.ﬂ
SERVERDT Y FF 01,/01/2021 11:17:03
SERVERD1 1014 Warning Microsoft-Windows-DNS Client Events  System 01/01/2021 11:15:53
SERVERO1 27 Warning eliexpress System 01/01/2021 11:15:32

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Yousif Sobbah has the job description of motion capture specialist.

[ ] ® Il B o @ Server01 - Doe, John 3421843

Server Manager * Local Server @ | g versce

== PROPERTIES

§ . 2
. File Action View Help Yousif Sobbah Properties ? X
o @ SO KBS H Member Of Diatn Environment Sessions
3 Adive Directory Users and Cnmp. Nome Remate control Remote Desktop Services Profile COM+ -
- ! General  Address  Account  Profle  Telephones  Organization
Saved Queries & John Doe
w 3 JohnDoelocal & paul James )
| Builtin Job Title: oo Captura Specaisi tivirus
Comput 5 Tarara Jacol
mputers r tic
Yousif Sobb Department:
4] Doe Groups & tous 9 eparme
2. DoeUsers Company
2] Domain Contrallers
ForeignSecurityPrincipals Menager
| Managed Service Accoun Name:
| Users
Change... Properties Clear
Direct reports: M
< >
‘dtri-n.n
III Cancal Apply Help
SERVERD1 - ¥ 01/01/2021 11:17:03
SERVERD1 1014 Warning Microsoft-Windows-DNS Client Events  System 01/01/2021 11:15:53
SERVERD1 27 Warning eliexpress System 01/01/2021 11:15:32

Version: v2.0 19 June 2023 | Specimen

Toals View Help

TASKS -

Never

Download updates ¢

Real-Time Protectiol

Settings

{UTC +00:00) Dublin,

Mot activated

Intel{R) Core(TM) i9
2GB

TASKS ¥
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Your first and surname has been made an administrator.

Staff added to groups

o0 I B AN ¥ Server01 - Doe, John 3421843 [
E
@ v Server Manager » DHCP - @ | r@ Manage  Tools  View Help
?" SERVERS
128 Dashboard ! All servers | 1 tota TASKS ¥
i Local Server o &)
Filter i) w R) = v
& Al Servers = Z
'§! AD DS 3 | John Doe Properties ? X
18 DHcP
e File Action View Help Remote control Remote Desktop Services Profie COM+
em DNS o 25 £ 08 1 General  Address  Account Profie  Telephones  Organization
W§ File and Storage Services = - i Member Of Diskin Environment Sessions
| = Active Directory Users and ¢
Saved Queries Member of
v &3 JohnDoelocal Name Active Directory Domain Services Folder
Builin
Computers Doman Users JohnDoe local/Users
= Doe Groups IT Admin JohnDoe.localiDoe Groups
= Doe Users
2. Domain Controllers
ForeignSecurityPrinc| |
Managed Service Acq ¥
Users
v
Add Remove
Primary group: Domain Users
= 2 There is no need to change Primary group unless
Al S you have clients or POS|
applications,

The groups development, graphics, motion capture, IT admin have been added to the all staff groups to allow for group permissions to be used.
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

® ® Il B % D # Server01 - Doe, John 3421843

| F Manage  Tools
E g

m SERVERS
158 Dashboard ! All servers | 1 total
i Locals _
_| acal Server Filter ¥ (;;; - -;'nJ‘ -
Wi All Servers - )
' AD DS - | | All Staff Properties 7 X
18 DHCP ) ) .
- File Action View Help General Membes  Member Of Managed By
& DNS = ¥
2 e 2@ 40 e
R File and Storage Services = 1
. Active Directory Users and o Name Active Directory Domain Services Fokder
Saved Queries A Development  JohnDoe localiDoe Groups
v 33 lohnDoelocal 42, Graphics JohnDoe localiDoe Groups
Builtin 52T Admin JohnDoe localDoe Groups
Computers 82 Motion Capture  JohnDoe.locallDoe Groups
2| Doe Groups
= Doe Users
2| Domain Controllers
FareignSecurityPrinc|
Managed Service Ao
Users
Add Remove
oK Cancsl Apply
< 3

Version: v2.0 19 June 2023 | Specimen

View
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Help

-
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Folder permissions

Development folder has the group development added with read and write permission.

@ Server02 - Doe, John 3421843 5

& Network access
# Quick acce
Il Desktop

Choose people on your network to share with
¥ Downloac

* Documen Type a name and then click Add, or click the arrow to find someone,
»= Pictures

IT Suppor

Shared Fc

Name Permission Level
® This PC

&, Administrator Read/Write ~

Q@ ;
. Local Disk | M8, Administrators Owner

4%, Development Read/Write ~
& Network

'_;Share Cancel

X 1232
A4 E;

01/01/2021

Graphics has the group graphics added with read and write permission.
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

@ Server02 - Doe, John 3421843 )

> Local Disk (D:) » Shared Folders

Name

# Quick access

Development
Bl Desktop :

Graphics
¥ Downloads
IT Suooort
* Documents
= Pictures
2 Network access
IT Support
Shared Folders i
Choose people on your network to share with
= This PC

Type a name and then click Add, or click the arrow to find someone.
- Local Disk (D:)

& Network

Name Permission Level

%, Administrator Read/Write ~
82 Administrators Owner

82, Graphics Read/Write ~

-y Share

12

* 01/01/2021

8
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Motion capture has the group motion capture added with read and write permission.

@ Server02 - Doe, John 3421843

> Local Disk (D:) » Shared Folders

Narr
# Quick access

Development
Bl Desktop velopr

Graphics

¥ Dovinloads
IT Support

# Documents Motion Capture

& Pictures Shared Drive

IT Support

Shared Folders

& Network access
8 This PC

~. Local Disk (D:) Choose people on your network to share with

& Network Type a name and then click Add, or click the arrow to find someone.

Name Permission Level

?_ Administrator Read/Write ~
S8 Administrators

Owner
52, Motion Capture Read/Write ~

1 item selected

D Share

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Shared drive has the group all staff added with read permission.

]
E]
J

> Local Disk (D:) » Shared Folders

# Quick access
Development
Bl Desktop ¥

Graphics
¥ Downloads

IT Support

% Documents Motion Capture

» Pictures Shared Drive

IT Support

Shared Folders
8 This PC
« Local Disk (D:)

& Network

5 items 1 item selected

Version: v2.0 19 June 2023 | Specimen

@ Server02 - Doe, John 3421843

2 Network access

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

Name Permission Level

&, Administrator Read/Write ~

8% Administrators Owner

S8 All Staff Read ~

#))share

Cancel
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

User guides has the group all staff added with read permission and IT admin added with read and write permission.

# Quick access
Il Desktop
¥ Dovinloads
* Documents
# Pictures
IT Support

Shared Folders
¥ This PC
« Local Disk (D:)

& Network

@ Server02 - Doe, John 3421843

> Local Disk (D:) » Shared Folders » IT Support

Name

IT Admin

User Guides

1 item selected

& Network access

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

Name Permission Level

&, Administrator Read/Write ~

£2, Administrators Owner
58 Al Staff Read ~
M2, it admin Read/Write ~

¥ Share

IT admin has the group IT admin added with read and write permission for IT admin.

Version: v2.0 19 June 2023 | Specimen

Cancel

51 of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

@] Server02 - Doe, John 3421843 (]

Recycle Bir

Share View

Search IT Support

. » This PC > Local Disk (D:) > Shared Folders > IT Support v O

Name Date modified Type

# Quick access
IT Admin 01/01/2021 22:00
I Desktop !

File folder
User Guides

¥ Downloads

q | Documents
2]

& Pictures
Google

2 Network access
Chrome IT Support

Shared Drive A
Shared Folders Choose people on your network to share with

% This PC Type a name and then click Add, or click the arrow to find someone.

- Local Disk (D)

v Add
& Network

Name Permission Level

Read/Write ~
Owner
Read/Write ~

i ‘,, Administrator

§2 Administrators
82,17 Admin

I'm_having trouble sharing

2 items 1 item selected

!;Share Cancel

Folder testing

Add more rows to the table as required

Version: v2.0 19 June 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

Test ID ,'[:ecfsltde%r being
1 Development
2 Graphics

3 Motion capture
4 Shared drive

5 User guides

6 User guides

7 IT admin

8 Development
9 Graphics

10 Motion capture
11 User guides
12 IT admin

13 Development

Version: v2.0 19 June 2023 | Specimen

User account
(Test data)
Paul James

Tamara
Jacobs
Yousif Sobbah
Tamara
Jacobs

Tamara
Jacobs

Your first and
Surname

Your first and
Surname

Paul James
Tamara
Jacobs

Yousif Sobbah
Your first and
Surname

Your first and
surname

Tamara
Jacobs

Test description and expected
outcome

Testing that a valid member of
the development group as read
access

Testing that a valid member of
the graphics group as read
access

Testing that a valid member of
the motion capture group as rad
access

Testing that a valid member of
the all staff group as read
access

Testing that a valid member of
the all staff group as read
access

Testing that a valid member of
the IT admin group as read
access

Testing that a valid member of
the IT admin group as read
access

Testing that a valid member of
the development group has read
and write access

Testing that a valid member of
the graphics has read and write
access

Testing that a valid member of
the motion capture group as
read and write access

Testing that a valid member of
the IT admin group as read and
write access

Testing that a valid member of
the IT admin group as read and
write access

Testing to see if an invalid user
has read access

Actual outcome

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
write to files stored in
the folder

The user was able to
write to files stored in
the folder

The user was able to
write to files stored in
the folder

The user was able to
write to files stored in
the folder

The user was able to
write to files stored in
the folder

The user was unable to
write to files stored in
the folder
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

14 Graphics

15 Motion capture
16 User guides
17 IT admin

Version: v2.0 19 June 2023 | Specimen

Yousif Sobbah

Paul James

Tamara
Jacobs

Tamara
Jacobs

Testing to see if an invalid user
has read access

Testing to see if an invalid user
has read access

Testing to see if an invalid user
has read access

Testing to see if an invalid user
has read access

The user was unable to
read files stored in the
folder

The user was unable to
read files stored in the
folder

The user was unable to
read files stored in the
folder

The user was unable to
read files stored in the
folder
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 1, showing the folder opens correctly.

eve I B 3 & PCO1 - Doe, John 3421843 (8]

Productivity

1 © @G

Office Microsoft Edge Microsoft Store

Share View

- " server02 > Development v O

AEMTechDesignDocVO01
AEMTechDesignDocV02
AEMTechDesignDocV03
AerBox_LTDDesignDocV01

BiocampDesignDocV01
Change account settings BioeampDssanDocVIz
BiocampDesignDocV03
Lock BiocampDesignDocV04

CarminarieDesignDocV01
Sign out
g CarminarieDesignDocV02
CarminarieDesignDocV03
Switch user .
CarminarieDesignDocV04
CarPortDesignDocV01
Paul James CarPortDesignDocV02
CarPortDesignDocV03
Documents DannicaDesignDocV01
DannicaDesignDocV02

g DannicaDesignDocV03
Pictures
DannicaDesignDocV04

DannicaDesignDocV05
Settings

Power

L Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 2, showing the folder opens correctly.

enve 0l B 3 %) PCO1 - Doe, John 3421843 a

Productivity

17 © A

Microsoft Edge Microsoft Store

r02 > Graphics

ount settings

Tamara Jacobs

Documents

Pictures

Settings

Power

L1427
L Type here to search A @ )

° 01/01/2021
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 3, showing the folder opens correctly.

PCO1 - Doe, John 3421843

Productivity

17 © A

Microsoft Edge Microsoft Store

Share View

“ server02 > Motion Capture v O

Name

Biocamp_CorpVideo
I Carminarie_CorpVideo

Dannica_CorpVideo
I Dashmark_CorpVideo

Nextwestern_CorpVideo

2tShi rpVide
8, Change account settings SweetShop_CorpVideo

Lock

* Sign out

%= Switch user

Yousif Sobbah

Documents

Pictures

Settings

Power

L Type here to search O

~8w °
01/01/202
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 4, showing the folder opens correctly.

eve I B 3 ¥ PCO1- Doe, John 3421843 a

Productivity

Share View
v 4 . - server02 > Shared Drive v

ﬂ Quick access

Accountant_JD
AV_Trainee_ID

Microsoft Edge Microsoft Store B Desktop »

Download ‘
[ Dovilcsas Front_Desk_Coordinator_JD

# Documents o HR_Coordinator_JD
&= Pictures o IT_Support_Staff_JD
J Music Lecturer_ID

& videos -/ Mobile_Developer_JD

Production_Painter_JD

OneDrive Project_Manager_JD

This PC Software_Engineer_ID

Web_Developer_JD
Network

Tamara Jacobs
Documents
Pictures
Settings
Power

£ Type here to search A& )
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 5, showing the folder opens correctly.

eve Il B 3 @ PCO1 - Doe, John 3421843 (8]

Productivity

17 2 A

Microsoft Edge Microsoft Store I Desktop *

Share View

v 4 . v server02 > User Guides v

Quick access
Cinema AV Guide

Green Screen Advanced
& Downloads *
Green Screen Basics

s +
Documents Mac Guide

&= Pictures School Links Accounts

) Music Sharepoint Training

B videos Using Wi-Fi
nt settings

Sign out

Switch user
Tamara Jacobs
Documents
Pictures
Settings
Power

L Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 6, showing the folder opens correctly.

PCO1 - Doe, John 3421843

Productivity

1 e m—

Office Microsoft Edge  Microsoft Store

Cinema AV Guide

Green Screen Advanced
Green Screen Basics
Mac Guide

School Links Accounts
Sharepoint Training
Using Wi-Fi

John Doe

Documents

Pictures

¢ Settings

D Power

L Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 7, showing the folder opens correctly.

PCO1 - Doe, John 3421843

Productivity

G e Network > server02 > IT Admin

Office Microsoft Edge  Microsoft Store

Budget Transactions.xlsx
Strategic Plan

User Account Log

John Doe
Documents
Pictures

Settings

Power

21:19
L Type here to search O i B Gorpo B

Print screen showing the result of test number 8, showing the file has been opened and saved back correctly.
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

ene Il B3 3 ¥ PCO1 - Doe, John 3421843 @

A server02 > Development

@ Ala c Microsoft Edge  Microsoft Store

_ tesignDocVo1
c

, designDocvo2
E Calculator " JesignDocvo3
* DDesignDocv01
esignDocVo1
esignDocV02
esignDocV03
esignDocV04
1DesignDocV01
1DesignDocV02
1DesignDocV03 )
1DesignDocVod
o i signDocV1

signDocV02
signDocV03
1signDocV01
@ Game bar 15ignDocV02 03,
1signDocV03
signDocV04
1ignDocV0s

<

jelected 1.91 KB
[~
O Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 9, showing the file has been opened and saved back correctly.

eve I B 3 @ PCO1 - Doe, John 3421843 (&l

Manage
Productivity

1 2 @A

Microsoft Edge  Microsoft Store

Picture Tools

> server02 > Graphics

Change account settings
Lock

> Sign out

Switch user

Tamara Jacobs

Documents

Pictures

Settings

Power

L Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

Print screen showing the result of test number 10, showing the file has been opened and saved back correctly.

Yousif Sobbah

Documents

Pictures

Settings

Power

B PCO1 - Doe, John 3421843

Productivity

Extract

Compressed Folder Tools

1 e @ [

Microsoft Edge Microsoft Store o

piocamp_CorpVideo
arminarie_CorpVideo
Pannica_CorpVideco
Pashmark_CorpVideo
extwestern_CorpVideo
bweetShop_CorpVideo

pdated

pel h’ype here to search O
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 11, showing the file has been opened and saved back correctly.

PCO1 - Doe, John 3421843

Productivity

17 2 @

Microsoft Edge  Microsoft Store

Share View

* server02 > User Guides

Cinema AV Guide
Green Screen Advanced

Green Screen Basics

g Mac Guide
£ School Links Accounts
Sharepoint Training
Using Wi-Fi
John Doe
Documents
Pictures
Settings
Power m selected 1.91 KB

um P hype here to search o]
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 12, showing the file has been opened and saved back correctly.

© @ Screenshot 2021-01-01 at 22.00.63

aJ

Office

John Doe

Documents

Pictures
— Sett: ngs

Q© Power

[ Bl © Type here to search (@]
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(S

Microsoft Edge

PCO1 - Doe, John 3421843

Microsoft Store

» Network >

server02 > IT Admin

Budget Transactions.xlsx
Strategic Plan
User Account Log

Open with Preview
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the result of test number 13, showing a user was unable to open the folder.

B PCO1 - Doe, John 3421843

Productivity

] e a

Microsoft Edge  Microsoft Store letwork » server02

e View

Development

pdificd

20 21
D21 2201
20 21

REMINST Shared

User Guides

Tamara Jacobs

dows cannot access \\server02\Development
locuments

Docume do not have permission to access \\server02\Development. Contact

network administrator to request access.

J Pictures

more information about permissions, see Windows Help and Support
3 Settings o

Power

pel hype here to search O

22:26
01/01/2021

A @ (D)

Power

[ Bl © Type here to search (0]

Print screen showing the result of test number 14, showing a user was unable to open the folder.
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

B PCO1 - Doe, John 3421843

Productivity

1 ° G

Microsoft Edge  Microsoft Store

Graphics
<

Motion Capture

Windows cannot access \\server02\Graphics

You do not have permission to access \\server02\Graphics. Contact
network administrator to request access.

For more information about permissions, see Windows Help and Sy

[

A Yousif Sobbah
I_—_" Documents
B Pictures

32 Settings

" Power

L B O frype here to search O

Print screen showing the result of test number 15, showing a user was unable to open the folder.
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

eve 0 B Y ¥ PCO1 - Doe, John 3421843 (al

Productivity

1 2 o

Microsoft Edge Microsoft Store

Graphics

lows cannot access \\server02\Motion Capture

not have permission to access \\server02\Motion Capture. Contact
Etwork administrator to request access.

pre information about permissions, see Windows Help and Support

| close

Paul James
Documents
J Pictures
S Settings

Power

= p IType here to search

Print screen showing the result of test number 16, showing a user was unable to open the folder.
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

B PCO1 - Doe, John 3421843

earch server02

717 2 A

Microsoft Edge  Microsoft Store Graphics

<
Motion Capture
Windows cannot access \\server02\Graphics

You do not have permission to access \\server02\Graphics. Contact
network administrator to request access

For more information about permissions, see Windows Help and Su

|
A Yousif Sobbah
Documents

Pictures

Settings

O  Power

U B O [rype here to search (o]

Print screen showing the result of test number 17, showing a user was unable to open the folder.
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

B PCO1 - Doe, John 3421843

Productivity

erver02

Development Graphics
Microsoft Edge Microsoft Store <z
IT Admin Motion Capture
b
REMINST Shared Drive
<

dows cannot access \\server02\IT Admin
ork administrator to request access.

Tamara Jacobs

Documents

Pictures

Settings

Power

L Type here to search O

A @ D)

Test closed
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Step D
Create backup

Print screen showing the scheduled backup has been put in place from the backup manager dialogue box.

® e I B LA @ Server02 - Doe, John 3421843 =l
-
File Action View Help
= 5 HE
W Windows Server Backup uT Backup Schedule Wizard
W Local Backup \ A
a4
gy Summary
Getting Started Status:  You have successfully created the backup schedule.
fic rforr
Select Backup Configurat... Your first scheduled backup will happen at 01/01/2021 16:00. B R
View
Select tems for Backup Make sure that the disks you are using to store scheduled backups are attached to this .
Specify Backup Time computer and are available. I] Help

Specify Destination Type
Select Destination Disk

Confirmation

Settings Destination usage

Backuo items: Selected files (Local disk (D:1) Mame: Server) 2 ¥
< B
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

Print screen showing the scheduled backup has been completed from the backup manager dialogue box.

4 B Sserver02 - Doe, John 3421843

& whadmin - [Windows Server Backup (Local)] - X
File Action View Help

&= @ B

Qﬁy Windows Server Backup (L
b Local Backup

Actions
Backup your important data to a local or online location

Windows Server Backup (Lo.. =
View »

ﬂ Help

Local Backup

Last Backup Status: ‘@‘ Successful backup at 02/01/2021 12:07
Next Backup Time: 13/01/2021 18:00

Number of available backups: 9 copies

Online Backup

L Backups to Azure have not been configured for this server. Secure this server from corruptions and other threats

N 17:42 0

13/01/2021

Backup restoration

Showing that the folder development has been deleted.
Version: v2.0 19 June 2023 | Specimen

73 of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

-
File Acti ol -
= N - s v
W windoy & ~ 4 | » ThisPC » Local Disk (D » Shared Folders »
v
W Log A
Mame
o Quick access
Graphics
B Desktop P
IT Suppert
¥ Downloads .
Mation Capture
% Documents Shared Drive
== Pictures
IT Suppert

Shared Folders
= This PC
~- Local Disk {Dz)

W Network

<

4 items
Scheduled Backup

A regular scheduled backup is configured for this server

Settings
Backuo items: Selected files (Local disk ([x1)

Version: v2.0 19 June 2023 | Specimen

Server02 - Doe, John 3421843

olders »p ctions.

ocal Backup

+ Backup Schedule.
B Backup Once.

P Recover..

Configure Performance..

View

i Help

Destination usage

Name: Server 20 ¥
>
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the file selected in the restoration dialogue box.

= B Server02 - Doe, John 3421843

-
File Action View Help

=% 2@ HE

&A Wmdows Server Bam; k‘Remvery Wizard X |
) !
» Local Backu|
w p o hekup N
4 .
\‘g Confirmation Fkup Schedule
tkup Once
fover
Getting Started From backup: 01/01/2021 17:00
infiqure Perform
Select Backup Date Recovery items:
Select Recovery Type DAShared Folders\Development\AEMTechDesignDocV01 dock 51 d 4
DAShared Folders\Development\AEMTechDesignDocV02doox lIp
Select ftems to Recover DAShared Folders\Development\AEMTechDesignDocV03.docx
Specify Recovery Options DAShared Folders\Development\AerBox_LTDDesignDocV01.docx

DAShared Folders\Development\BiocampDesignDocV01.docx
DAShared Folders\Development\BiocampDesignDocV02docx
Recovery Progress DAShared Folders\Development\BiocampDesignDocV03.doox
. D:AShared Folders\Development\BiocampDesignDocV04.docx
DAShared Folders\Development\CarminarieDesignDocV01.docx
DAShared Folders\Development\CarminarieDesignDocVi02.doox
DAShared Folders\Development\CarminarieDesignDocV03.docx
DAShared Folders\Development\CarminarieDesignDocVi04.doox
DAShared Folders\Development\CarPortDesignDocV01.docx
DAShared Folders\Development\CarPortDesignDocV02.docx
DAShared Folders\Development\CarPortDesignDocV03.docx
DAShared Folders\Development\DannicaDesignDocV01.docx ~

Recovery destination:  Original location

Recovery option: Create copies of recovered files
Security settings: Recover
< Previous Recover Cancel
Settings Destination usage
Backup items: Selected files (Local disk (D:)) Name: Serverd 2021
< > || < >
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing the successful restoration of the folder back to a suitable location.

File Acti

W windo
¥ Loc

% | Shared Folders

- Home  Share

« v 4 1 > ThisPC > Local Disk (D)

# Quick access
I Desktop
¥ Dovnloads
* Documents *
& Pictures *
IT Support
Shared Folders

"= This PC
«~~ Local Disk (D)

¥ Network

5 items

Settings

>

Name

Backup items:
<

Development
Graphics

IT Support
Motion Capture
Shared Drive

Selected files (Local disk (D:))
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> Shared Folders

B Server02 - Doe, John 3421843

Close

Destination usage

Name- Server 2021
>
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Step E

Role installation

Print screen showing the Windows deployment role has been installed and shown in server manager dialogue box.

eve Il B 3 @ Server02 - Doe, John 3421843

s, Server Manager

Server Manager * Dashboard

E Dashboard WELCOME TO SERVER MANAGER
§ Local Server
i All Servers 0 .
P Configure this local server
W§ File and Storage Services P J =
B wos QUICK START
| e fe, e
Ad er serve oge
WHAT’S NEW
1 Server grouy
1 this se | e
LEARN MORE

ROLES AND SERVER GROUP:!

Roles:2 | Servergroups:1 | Servers total

i File and Storage

Services ! B WDS ]
@® Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Configuration

Windows deployment role has been configured on server showing boot image added.

@ Server02 - Doe, John 3421843

o

- - P
@ ¥ Windows Deployment Services

File Action View Help

I Dashbod = | 21 1| = | H /™
i Local Ser Q Windows Deployment Services

BootImages 1 EBoot Imagels)
All Seryel ¥ 3 Servers

ii 2 g 02JshnDoelscal Image Name Architecture Status Expanded Size Date 05 Version Priority
v [ Server02JohnDoelacal

#8 File and install Images ElMicrosoft.. %64 Online 1805 M8 0101 10018362 500000 (.

B wDs £ Boot Images

13 Pending Devices
St Multicast Transmissions
4 Drivers
A Active Directary Prestaged Devices
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Windows deployment role has been configured on server showing install image added.

eve I B L5 @ Server02 - Doe, John 3421843 %)

¥ Windows Deployment Services - [m] ®
File Acion View Help
& Dashbooulis dNESNiGINEN 7 ol
i Local Sel @ Windows Deployment Services Windows 10 1 Install Imagefs)
B= i Serv
Wi Al Serves v = e Image Name Architecture Status Expanded Size Date  OSVersion Priority
. ~ b Server02JohnDoelocal - .
.‘i File and v 71 Install Images (-]WlnduwSﬂ)Prﬂ 64 Online 14275 MB 0101 100.18362 500000 (..
B wDs = Windows 10
<! Boot Images

i3 Pending Devices
3¢ Multicast Transmissions

| Drivers
& Active Directory Prestaged Devices
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Activation

Windows deployment role is running using server manage, task manager dialogue box.

ece I B Q> = Server02 - Doe, John 3421843

[ Server Manager

@ ¥ Server Manager * L

Server Name Iy Severity  bource Log

Manage

Uate and lime

Toals

Help

Dashboard SERVERD2 10154 Warning Microsoft-Windows-Windows Remote Management Systern 01/01/2021 11:26:36
SERVER0Z2 10143 Warning Microsoft-Windows-Windows Remote Management  System 01/01/2021 11:20:40
& All Servers SERVERD2 10154 Warning Microsoft-Windows-Windows Remote Management  System 01/01/2021 11:20:50
ii File and St.. B SERVERD2 10148 Warning Microsoft-Windows-Windows Remote Management  System 31/12/2020 17:50:30
B wDs SERVER02 63 Warning Micrasoft-Windows-WMI Application  01/01/2021 14:57:46
SERVERD2 63 Warning Microsoft-Windows-WM| Application  01/01/2021 14:57:46
SERVER02 63 Warnina_Mierosoft-Windows-WMI Application 01/01/2021 14:57:46
SERVICES
All service TASKS w
o ® - v
Display Name - Servicea Name Status st
Windaws Defender Firewall mpssve Running At
Windows Deployment Services Server WDSServer Running
Windows Encryption Provider Host Service WEPHOSTSVC Stopped M
Windows Error Reporting Service WerSve Stopped M.
Windows Event Collector Wecsve Stopped M.
Windows Event Log Eventlog Running Al
BEST PRACTICES ANALYZER
TASKS =

Warnings or Errars | 0 of 0 tatal
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Role testing

PCO01 network boots, it can make a connection with the Windows deployment server.

® I LA & PCO1 - Doe, John 3421843

etwork boot from Intel El1B88e
.opyright (C) 2883 18 UMware, Inc.
opyright (L) 19¢ Intel Corporation

LIENT MAC ADDR: 88 aC 60 E3 38 GUID: 564DB6AD-16CZ2-BASA-FF48--
LIENT IP: 18.1.1.5 MHASK: 255.8.8.8 DHCP IP: 18.1.1.1

ounloaded HDSHEP from 18.1.1.3 ServerB2.Johnlloe. local
'ress F12 for network serwvice boot

irchitecture: xb4
;ontacting Server: 18.1.1.3.

TFTP Download: boot\xbd\pxeboot.nl2
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

11 S & PCO1 - Doe, John 3421843

Loading files...

IP: 10.1.1.3, File: \Boot\x64\Images\boot.wim

Step F
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Configuration

Print screen showing the remote desktop has been enabled on the server in system properties, this will allow remote access to the server.

@) Server01 - Doe, John 3421843

T

—~ Lanteal Danal Mama.
System Properties

Computer Name Hardware Advanced Remote

Remote Assistance

Remote Desktop
Choose an option, and then specify who can connect

(O Don't allow remote connections to this computer

W > Control Panel > System and Security > System

Jbout your computer

rd

n. Al rights reserved

ntel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz
00 GB
B4-bit Operating System, x64-based processor

o Pen or Touch Input is available for this Display

brkgroup settings

-
er01 "

(@ Allow remote connections to this computer erver) 14

erver01.JohnDoe.local
[F] Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)
ohnDoe.local
Select Users.
] tivate Windows. Read the Microsoft Software License
oK | cancel
PIOOUCT U U05Z9-00000-00001-AAB1S Sactivate W

Security and Maintenance
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View

Hide

83 of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing remote access has been enabled for PC02 in system properties.

eve Il B 3

System Properties
Computer Name Hardware Advanced System Protection Remote
Remote Assistance

[ Allow Remote Assistance connections to this computer

What happens when | enable Remote

Remote Deskiop
Choose an option, then specify who can connect.
(O Don't allow remote connections to this computer
(@) Allow remote connections to this computer

Only allow connections from computers running Remote
Deskiop with Network Level Authentication (recommended)

Heip me choose Select Users...

o

© PCO2 - Doe, John 3421843

h Control Panel

ormation about your computer

Pterprise -- ¥ d _I O
soft Corporation. All rights reserved. .. VVI n OWS

Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz
lory (RAM):  2.00 GB

64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display

jomain and workgroup settings

he: DESKTOP-LME2QKG & Change settings

name: DESKTOP-LME2QKG

Computer description:

Workgroup:

WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software Licence Terms

Product ID: 00329-00000-00003-AA280 D Activate Windows

Security and Maintenance

[ W © Type here to search
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Accessing

Server in a remote desktop window being administered - allowing updates and configuration to be performed remotely from the server.

@ ® 00 E {3 @ PCO2 - Doe, John 3421843

T+ * > Quick access > vd
Frequent folders (4
# Quick access

I Desktop Desktop Downloads

& Downloads = ‘

= Documents
Documents Pictures
&= Pictures

= This PC
«~ Local Disk (D) Recent files (0)

& Network
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Step G

SNMP enabled

eve 0 B 3

S

@ PCO1 - Doe, John 3421843

Print screen showing that SNMP has been added to PC01 using application and features.

File Action View Help
o 25 2

ﬂ Windows Defender Firewall witk|
&3 Inbound Rules
&3 Outbound Rules
& Connection Security Rules

> % Monitoring

ﬂw'ndows Defender Firewall with Advanced Security

Inbound Rules

Profile
Domain
All

Name
Remote Volume Management (RPC-EPMAP)
Routing and Remote Access (GRE-In)
Routing and Remote Access (L2TP-In)
Routing and Remote Access (PPTP-In)
Secure Socket Tunneling Protocol (SSTP-In)

@ skype

@ skype

@ skype

| MP Trap

‘ @ start

| @ start

| @ start

@ start
TPM Virtual Smart Card Management (DC..
TPM Virtual Smart Card Management (DC..
TPM Virtual Smart Card Management (TCP..
TPM Virtual Smart Card Management (TCP...
Virtual Machine Monitoring (DCOM-In)
Virtual Machine Monitering (Echo Regues..
Virtual Machine Monitoring (Echo Regues...
Virtual Machine Menitoring (NB-Session-.
Virtual Machine Monitoring (RPC)

@ Wi-Fi Direct Network Discovery {In)

@ Wi-Fi Direct Scan Service Use (In)

& Wi-Fi Direct Spooler Use (In)
Windows Collaboration Computer Name ..
Windows Collaboration Computer Name ..

| Windaws Defender Firewall Remate Mana
<

Group

Remote Volume Management
Routing and Remote Access
Routing and Remote Access
Routing and Remote Access
Secure Socket Tunneling Pro...
Skype

Skype

Skype

Start

Start

Start

Start

TPM Virtual Smart Card Man...
TPM Virtual Smart Card Man...
TPM Virtual Smart Card Man...
TPM Virtual Smart Card Man...
Virtual Machine Monitoring
Virtual Machine Menitoring
Virtual Machine Menitoring
Virtual Machine Monitoring
Virtual Machine Monitoring
Wi-Fi Direct Network Discov...
Wi-Fi Direct Network Discov...
Wi-Fi Direct Network Discov...
Windows Collaboration Com...
Windows Collaboration Com...
Windnws Nefender Firewall

Domain
Domai..
Domai...
Domai..
Domai...
Private,...
Domain
Private...
Domain
Al

Al

All

Al

Al
Public
Public
Public
Al

Al

Damain

Enabled
No
No
No
No
No
Yes
Yes
Yes

§538885FF8F%

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow
>

L Type here to search
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New Rule...
Filter by Profile
Filter by State

A<

Filter by Group
View

& Refresh

3% Export List..
ﬂ Help

Items

v v v v

-

B nnon s bon

# Disable Rule
." Cut

525 Copy

x Delete

n Help
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing that firewall allows SNMP both in and outbound on the firewall for Server01.

@ Server01 - Doe, John 3421843 [a)l

B Add Roles and Features Wizard

~ctallation or DESTINATION SERVER
Installation p SS Server01JohnDce loca

View installation progress

@ reature instaliation

Remote Server Administration Tools
Feature Administration Tools
SNMP Service
SNMP WMI Provider

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details

15:46
01/01/2021

A T3 dg

8
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

eve Il B 3 <) Server01 - Doe, John 3421843 u)
P Windows Defender Firewall with Advanced Security = X
File Action View Help
L ol 4 o

M Jnsondites Name Group Profile  Enabled  Action Inbound Rules -
&3 Outbound Rules
B Connection Security Rules Remote Desktop - (TCP-WSS-In) Remote Desktop (WebSocket) Al No Allow &3 NewRule..
% Monitoring Remote Event Log Management (NP-In) Remote Event Log Managem..  All No Allow T Filter by Profile N
Remote Event Log Management (RPC) Remote Event Log Managem..  All No Allow
Remote Event Log Management (RPC-EP.  Remote Event Log Managem.. Al No Allow V' Filter by State »
Remote Event Monitor (RPC) Remote Event Monitor Al No Allow Y Filter by Group 4
Remote Event Monitor (RPC-EPMAP) Remote Event Monitor Al No Allow View »
Remote Scheduled Tasks Management (R.  Remote Scheduled Tasks Ma..  All No Allow A FRefresh
Remote Scheduled Tasks Management (R.  Remote Scheduled Tasks Ma.. Al No Allow 3 Refres
Remote Service Management (NP-In) Remote Service Management Al No Allow i Export List.
Remote Service Management (RPC) Remote Service Management  All No Allow ﬂ Help
Remote Service Management (RPC-EPMAP)  Remote Service Management Al No Allow
Inbound Rule for Remote Shutdown (RPC.  Remote Shutdown Al No Allow
Inbound Rule for Remote Shutdown (TCP-.. Remote Shutdown All No Allow
Remote Volume Management - Virtual Di.  Remote Volume Management Al No Allow
Remote Volume Management - Virtual Di.  Remote Volume Management  All No Allow
Rer jolume Manage t (RPC-EPMAP) Remote Volume Management Al No Allow
Routing and Remote Access (GRE-In) Routing and Remote Access Al No Allow
Routing and Remote Access (L2TP-In) Routing and Remote Access Al No Allow
Routing and Remote Access (PPTP-In) Routing and Remote Access Al No Allow
Secure Socket Tunneling Protocol (SSTP-In)  Secure Socket Tunneling Pro..  All No Allow
& SNMP Service (UDP In) SNMP Service Private,..  Yes Allow
€ SNMP Service (UDP In) SNMP Service Domain  Yes Allow
@ snmp Trap Service (UDP In) SNMP Trap Domain  Yes Allow
& SNMP Trap Service (UDP In) SNMP Trap Private,.. Yes Allow
Software Load Balancer Multiplexer (TCP-In) Software Load Balancer Al No Allow
TPM Virtual Smart Card Management (DC..  TPM Virtual Smart Card Man..  Private.. No Allow
TPM Virtual Smart Card Management (DC..  TPM Virtual Smart Card Man.. Domain  No Allow
TPM Virtual Smart Card Management (TCP.. TPM Virtual Smart Card Man.. Domain  No Allow
TPM Virtual Smart Card Manaaement (TCP.. TPM Virtual Smart Card Man, Private No Allaw
< >

Version: v2.0 19 June 2023 | Specimen

88 of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction

Guide standard exemplification materials

SNMP data collection

@ Server01 - Doe, John 3421843

File Action View Help

aw m B

{
ﬂ *I SNMP Service Properties (Local Computer)

Services {Local) q
General LogOn Recovery Agent Traps Security Dependencies

SNMP Servil

the sery

Description:

Enables Simg
Managemen
requeststo b
computer. If
the compute
process SNM
is disabled, a/
depend on if]

[ Send authentication trap
Accepted community names
Community

public

Add Edit.

(®) Accept SNMP packets from any host
O Accept SNMP packets from these hosts

X

Status

Running

Running

Running

Running

Running
Running
Running

Running
Running

Startup Type
Manual (Trigg—.
Manual (Trigg-.
Automatic (Tri.
Disabled
Automatic
Manual (Tngg-
Disabled
Manual
Automatic
Manual
Automatic (De..
Manual
Manual (Tngg-
Disabled
Manual
Manual
Manual (Trigg-.
Manual
Automatic
Automatic
Automatic (Tri.

Extended / Standard /
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Step H
Policy 1 — disable USB support

Print screen on Server01 showing the blocking of removable devices have been enabled in group policy, this will ensure that the machines are kept safer.

B Server01 - Doe,

4
@ File Action View Window Help - &
= 2@ X HE
i Group Policf 1 G045 Policy Management Editor - o x
v, 'ﬁ, Forest: Jq
v & Dom| File Acion View Help
viles 2@ 3 HE Y
4 v W User Configuration - _ Removable Storage Access
v d v & Policies .
Software Settings || All Removable Storage classes: Deny  Setting State
d > B Windows settingsill] = =2 ] Set time (in seconds) to force reboot Not configured
v 3 Administrative Terl || eqit policy setting ] CD and DVD: Deny read access Not configured
Control Panel D and DVD: Deny write access Not configured
j Desktop Reguirements: iz| Custom Classes: Deny read access Not configured
B sites Network At least Windows Vista 1] Custom Classes: Deny write access Not configured
&9 Grou Shared Folder Description: iz| Floppy Drives: Deny read access Not configured
2 Groul Start Menuan || Configure access to all removable ] Floppy Drives: Deny vrite access Not configured
v System storage classes. i) Removable Disks: Deny read access Not configured
Ctri+Alt+L IR — - emovable Disks: Deny write access Not configured —
is policy setting takes precedence
Z:P":)I'M ks = A e I| Removable Storage dlasses: Deny all access Enabled
VAL storage policy settings. To manage 2] Tape Drives: Deny read access Not configured u
Folder Rec individual classes, use the policy 12| Tape Drives: Deny write access Not configured
[G'm"p Toc“ settings avalablefor each class. i) WPD Devices: Deny read access Not configured
nternet Cc - <
Locale Sen If you enable this policy setting, no iz| WPD Devices: Deny write access Not configured
togo access is allowed to any removable
gon storage class.
Mitigation
Power Mar || If you disable or do not configure this
Removabl policy setting, write and read
Scripts accesses are allowed to all removable
User Profil S00ag8 classss. < >
£ > |\ Extended / Standard /
—
|14 setting(s)
This GPO is linked to the following WM filter:
<none> v Open
< >

Print screen showing that when a USB is connected to PCO1, an error message displays on the screen blocking access.
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B PCO1 - Doe, John 3421843

Manage

Computer View Drive Tools

v ¢ 3> ThisPC

Folders (7)
# Quick access

B Desktop R 3D Objects

Desktop
¥ D Fa ,

% Docume{ Location is not available Downloads
&= Pictures @ DA is not accessible.
J Music

Pictures
B Videos Access is denied.

4 OneDrive

S

W Network

Devices and drives (2)
Local Disk (C:) CD Dnve (D7)

&3 . CPBA X64FRE_EN-GB_DV9

41,3 GB free of 59.4 GB W 0 bytes free of 5.16 GB

Qitems 1 item selected

[l O Type here to search O

Policy 2 — disable access to the control panel

Print screen on Server01 showing control panel access have been enabled in group policy.
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B Server01 - Doe, John 3421843
F
@ File Action View Window Help - &%
= 27 Xc Hm
& Group Policy .| Group Policy Management Editor - u] X
v f\ Forest: Jq
v (& Dom| File Acion View Help
viE s > Hee T
- 1 it
4 1/ Startup [SERVERO1JOHNDOELO| [ Gontrol Panel
vd"Y & Computer Configuration L
Policies Prohibit access to Control Paneland  Setting State I
Prefarances PCettings | Add or Remove Programs
v & User Configuration Edit policy setting A ! Display
v Policies | Personalization
y Software Settings Requirements: Printers
3 Sale: \ Windows Settings At least Windows 2000 Programs
& Grou v - Administrative Templ Description: | Regional and Language Options
8 Grou > Control Panel Disables all Control Panel Hide specified Control Panel items Not configured
Desktop programs and the PC settings app. Always open All Control Panel Items when opening Control P..  Not configured |
Network i e ennas FB] Prohibit access to Control Panel and PC settings Enabled —
v |
Shared Folders a“:;ys‘:g;ﬁ':;’s i 2] Show only specified Control Panel items Not configured
Start Menu and Ti| o3 ram files for Control Panel 2] Settings Page Visibility Kot configured
System and PC settings, from starting. As
Windows Compo|| a result, users cannot start Control
All Settings Panel or PC settings, or run any of
Preferences their items.
This setting removes Control
Panel from:
The Start screen
File Explorer
This setting removes PC settings V'
from: _ 2 2
£ 2 ‘\Enended/‘.‘sxandavd/
|5 setting(s)
This GPO is linked to the following WM| fitter:
<none> v Opan
< >
|
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Print screen showing that control panel menu icons have been hidden on PCOL1.

B PCO1 - Doe, John 3421843

e Restrictions

e This operation has been cancelled due to restrictions in effect on this computer. Please
contact your system administrator.

o]

LB © Type here to search (o)
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Policy 3 — disable task manager access

Print screen on Server01 showing that task manager access is denied in group policy, this will also increase security of the data.

B server0 - Doe, Joh

s
% File Action View Window Help
= 215 0 XE o HF
i Group Policy Group Policy Management Editor - a
v i) Foresti
v 4 Dom| File Action \View Help
viias nmE Hm T
F v Policies - _ Ctrl+Alt+Del Options
g v [ Software Settings
[ Softwareingie || Remeve Task Manager Satting State
] \Wir\dows Settings . Remave Change Password Mot canfigured
- Administrative Tet Edit puliy setting Remove Lock Computer Mot configured
i sites | Desktop At least Windows 2000 5] Remove Logoff Mot configured
&0 | Network
sl Grou sntion:
u Shared Folder || DScription:
« Grou This policy setting prevents users
Start Menu an from starting Task Manager.
w | System
| Ctrl+Alt+C Task Manager (taskmgr.exe) lets
Display users start and stop programs;
1 Drrver it monitor the performance of their
computers; view and monitor all
Folder Rec programs running on their
| Group Poli computers, including system
| Internet Ct services; find the executable
Localesen || mames of programs; and change
. Logon the pricrity of the process in
_g_ . which programs run.
Mitigation
| Power Mar If you enable this policy setting,
| Removabl users will not be able te access
Sripts Task Manager. If users try to start
User Profil Task Manager, a message appears
* || explaining that a oolicy orevents <
< > |\ Extended /, Standard /
€ 3

Version: v2.0 19 June 2023 | Specimen

94 of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Print screen showing that you cannot access task manager on PCO1 as it is hidden from the CTRL+ALT+ Delete screen - minimising the chance of someone gaining
access they shouldn’t.

PCO1 - Doe, John 3421843

Policy 4 - prevent the installing of applications
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Print screen on Server01 showing the prevention of installing applications in group policy - this will ensure that security is maintained due to people not being able to install

new applications.

F Y
/@ File Action View Window Help
= 2@ 0 XEa BE
i Group Policf ./ Group Policy Management Editor = m]
v A\ Forest: i
v [ Dom| File Adion View Help
vEies 2@ @ He T
B
4 Remote Desitop St ~ || Windows Installer.
g RSS Feeds -
Search Prohibit User Installs Setting State
> 3 Sty Caniar — i-| Allow users to use media source while elevated Not configured
Shutdown Options folicy selting. Always install with elevated privileges Not configured
> ] " Smart Card Requirements: Control maximum size of baseline file cache Not configured
& Sites Software Protectior Microsoft Windows XP or iz] Enforce upgrade component rules Not configured
1,- Groul Sound Recorder IWmd“ows 2000 with Windows 1] Prevent embedded Ul Not configured
B Grou Speech nsfaberv20 iz] Prevent Internet Explorer security prompt for Windows Install..  Not configured
Store Description: Prevent users from using Windows Installer to install updates.. Not configured
Sync your settings This policy setting allows you to iz, Prohibit flyweight patching Not configured
Tablet PC ‘°“:'9“'9 reod '"T“’":el:’ px | £l Prohibit non-administrators from applying vendor signed up.. - Not configured
Task Scheduler configure this policy setting, set i 2 Prohibit Fotindat Netconficirod
to enabled and use the drop- ] Prohibit removal of updates ot configurs
Yot Input down list to select the behavior Prohibit rollback Notconfigured
Winoows Calendar you want, Prohibit use of Restart Manager Not configured
Windows Color Sys 2 . rohibit User Installs Enabled
Windows Custome If you do not configure this policy
Rindows Dafander setting, or if the policy setting is Remove browse dialog box for new source Not configured
Windows Defender enabled and “Allow User Installs” Save copies of transform files in a secure location on worksta..  Not configured
Windows Defendes is selected, the installer allows and 1| Specify the types of events Windows Installer records in its tr..  Not configured
p
makes use of products that are 2| Turn off creation of System Restore checkpoints Not configured
Windows Error Reg installed per user, and products < Z
Windows Hello for that are installed per computer. If 2] Turn off logging via package settings Not configured
Windows Ink Work || the installer finds a per-user install =] Turn off shared components Not configured
Windows Instalier of an application, this hides a per i P R s 53 ?
- * ||computer installation of that same <
$ > |\ Extended / Standard /
23 setting(s)
< >
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Print screen showing that when an .EXE is clicked, it will not execute and stops with an error message displays on the screen.

B PCO1 - Doe, John 3421843

@) Morilla Firefox Setup -

Completing the Mozilla Firefox Setup
Wizard

Mozilla Firefox has been installed on your computer,
Click Finish to close this wizard.

[ Launch Firefox now

BB ° Type here to search O &

Version: v2.0 19 June 2023 | Specimen 97 of 134



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Distinction
Guide standard exemplification materials

Policy 5 - disable remote desktop]

Print screen on Server01 showing remote desktop has been disabled in group policy — preventing people being able to access this remotely and therefore increasing
security.

[ ] Server01 - Doe, John 3421843
F9
& File Action View Window Help - &
s 27 0 XEa B
2 Group Policy 7 G4 Policy Management Editor - o x
v A\ Forest Jg
v 4 Dom| File Adion View Help
vEies 21 3 He T
4 v [ Remote Desktop S ~ | [5™" = Connections
1 £D oensk Allow users ct remotelyby  Setti Stat
users to connect remotel ing ate
> [ Remote Deskto
1 « ] Remote Deskto || V9 Remote Desktop Services ;) 510,y remote start of unlisted programs Not configured
Application || gdit policy setting PR 0w users to connect remotely by using Remote Desktop Disabled
. Connection iz] Automatic reconnection Not configured
Deviceand || Requirements 2] Configure keep-alive connection interval Not configured
48 Sites! x " &
9 Grou Licensing Atloast Windows. Seva; 2003 2| Deny logoff of an administrator logged in to the console ses..  Not configured
A operating systems or Windows XP = :
8 Grou Printer Redi Professional i) Limit number of connections Not configured
Profiles ] Restrict Remote Desktop Services users to a single Remote De..  Not configured
RD Conned Description: £ Select network detection on the server Not configured
Remote Ses Thls'|>°"<v setting allows you to ] Select RDP transport protocols Not configured
Securit configure remote access to =
= yT computers by using Remote 2] Set rules for remote control of Remote Desktop Services user .. Not configured
Son Ty Desktop Services. iz] Suspend user sign-in to complete app registration Not configured
Temporary. =] Turn off Fair Share CPU Scheduling Not configured
RSS Feeds If you enable this policy setting,
Search users who are members of the
Security Center Remote Desktop Users group on
h
Shutdown Options the target computer can connect
remotely to the target computer
Smart Card by using Remote Desktop Services.
Software Protectior
Sound Recorder If you disable this policy setting,
Speach users cannot connect remotely to
the target computer by using v
Store
* || Remote Desktop Services. The s :
< > |\ Extended / Standard /
|12 setting(s)
< >
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Print screen showing when a remote desktop connection cannot be made to PCO1 from Server01.

B PCO1 - Doe, John 3421843

| Remote Desktop
#aquei <20 Connection
B Deski
& Dowr Computer: 10.1.1.1

aon,

Desktop

Remote Desktop Connection

e The connection was denied because the user account is not authorised for remote log-in.

X

o] we

% This PC ‘

W Network Devices and drives (2)
= Local Disk (C:)

W 413 GB free of 59.4 GB

9 items 1 item selected
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Step |

Installation and configuration of the wireless device

Photograph showing the access point connected to the host machine via an ethernet cable — allowing wireless network access.
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Properti

dune2
lub6-528H

% SKYDDAF7

 BIWifi

Hidden Network

Mobile
Fiight mode  hotspot

A = Z Q) NG
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Printing the printers WiFi Settings to show it is connected to the WiFi.
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The following images show the adding of the print services to the server and the adding of the WiFi printer.

Eligerver hanager - a * & Add Roles and Featu%W\zard - X
"@1F e DESTINATION SERVER
Select destination server WIN-ATMBNSQBUSN AvoieErrors et

B Dashboard WELCOME TO SERVER MANAGER

§ Local Server Before You Begin Select a server or a virtual hard disk on which to install roles and features,
B Al sene o T 5

= " o nigure tr rver Installation Type ® Select a server from the server pool

Server Pool
Filter: |
WHAT'S NEW
Name IP Address  Operating System
Hide WIN-1TMEN3Q8U3N.AvoidErrors.net  10.0.2.15 Microsoft Windows Server 2016 Datacenter
LEARN MORE

ROLES AND SERVER GROUPS

B Local Server 1 § Al Servers 1

{T) Manageability {T) Manageability
L ® 1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server, and
that have been added by using the Add Servers command in Server Manager. Offline servers and newly-
added servers from which data collection is still incomplete are not shown,

BPA nesults

< Previous MNext > Install Cancel
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E id Rol | Feat A i P\Y O % Fﬁ Add Reles and Features Wizard — x
ia ~Od holes and Features V¥izard —_

DESTINATION SERVER
WIN-1TM3N3QIUIN AvoidErrors.net

Select features

DESTINATION SERVER
WIN-1TM3N3Q9U3N.AvoidErrors.net

Select server roles

f=, Add Roles and Features Wizard H i
Select one or more roles-to install o L Before You Begin Select one or more features to install on the selected server,
Roles Add features that are required for Print and Document Installation Ty [J\\) Features Description
i i .
e coene Selvices: Server Selection PERINET Fromevwork 3.5 Feature ~ | .NET Framework 3.5 combines the
b M| Active Directory Certificate . ’ ! ower of the NET Framework 2.0 APls
| Active Directory Domain Serl  The follewing tocls are required te manage this feature, but do not server Roles ! [ NET Framework 4_'6 Features (2 of ?.mstal\ed) \F.’\rith new technologies for building
Active Directory Federation have to be installed on the same server. Features v [ Background Intelligent Transfer Service (BITS)

@ ol b mL e m ™ HHI I

Active Directory Lightweight
Active Directory Rights Man
Device Health Attestation
DHCP Server

4 Remote Server Administration Tools
4 Role Administration Toals

[Tools] Print and Document Services Tools

Web Server Role (IIS)

Role Services

[] BitLocker Drive Encryption
[ BitLocker Netwaork Unlock
[] BranchCache
[ Client for NFS

applications that offer appealing user
interfaces, protect your customers’

personal identity information, enable
seamless and secure communication,

&

W] DNS Server (Installed) Confirmation [ Containers and provide the ability to model 2
Fax Server [] Data Center Bridging range of business processes.
I [m] File and Storage Services (2 [] Direct Play

Host Guardian Service [] Enhanced Storage
Hyper-V [] Failover Clustering
MultiPoint Services +| Group Policy Management (Installed)
Netwaork Controller L [] Host Guardian Hyper-V Support

| Metwork Policy and Access § O wvo Quality of Service
F‘rint and Document Services [ 1S Hostable Web Core
Remote Access [] Internet Printing Client
Remote Desktop Services [ 1P Address Management (IPAM) Server
Volume Activation Services [] iSNS Server service

Flammn can o W

Include management tools (if applicable)
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B Add Roles and Features Wizard — ] x
Confirm installation selections TN Ny il

Before You Begin

Installation T

Server Selection

Server Rolas

Features

Print and Document Servi...
Role Services

Confirmation

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Print and Document Services

Print Server
Remote Server Administration Tools
Role Administration Toals

Print and Document Services Toals

Export configuration settings
Specify an alternate source path

Next > Install ‘ ‘ Cancel
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B Add Roles and Features Wizard - ]
- DESTINATION SERVER
Installation progress WIN-TTMEN3QIU3N. AvoidErrors.net

View installation progress

ﬂ Starting installation

Print and Document Services
Print Server
Remote Server Administration Tools
Role Administration Tools
Print and Document Services Tools

Export configuration settings

< Previous Next > Install Cancel

Fuantc T T Fuantc T
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-ﬁ Add Roles and Features Wizard — O *

DESTINATIOM SERVER

Installation progress WIN-TTMEN3QOU3N AvoidErors.net

View installation progress —

I o Feature installation

Installation succeeded on WIN-1TMBN3Q9U3N. AvoidErrors.net.

I Print and Document Services
| Print Server
Remote Server Administration Tools
Rele Administration Toels
Print and Document Services Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Close Cancel

Fuantc T Fuante I
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Configure print server and network printer on Windows Server 2016

Screen prints showing the connection to the WiFi printer and the installation of the drivers.

- {‘E} | rA Manage Tools

-

Active Directory Domains and Trusts

— Active Directory Sites and Services
Active Directory Users and Computers
W ADSI Edit

Certification Authority

Component Services

Computer Management

Defragment and Optimize Drives

i DHCP
Disk Cleanup
DNS

1 Event Viewer

Group Policy Management

ISCSI Initiator

Local Security Policy
Microsoft Azure Services
Netwerk Policy Server
CODBC Data Sources (32-bit)
CODBC Data Sources (b4-bit)

Performance Monitor

View

Active Directory Module for Windows PowerShell

Internet Information Services (II5) Manager

Print Management %

Resource Monitor
Services

System Configuration

Guctam Infarmatinn
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[ Print Management
File Action View Help
e 2@ = H

'@ Print Management Name

I > B lestom Filters &\‘Drivers
w _j Print Servers i
g Forms

5 F WIN-1TMBN30ALAN flaci |
4 = Deployed Print Add P1§tet...

Export printers to a file...

Set Motifications...
Properties...

View
Expeort List...

Help
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Import printers from a file...

WIN-1TMBN3QSU3N (local) =

More Actions

b
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;Q.; Metwork Printer Installation Wizard >

Léa MNetwork Printer Installation Wizard X
Prirtgr hd_dlatiop Printer Add
Fick an installation method. You can type the printer’s network name or P address.
~ K
[ - -

(O Search the network for printers Type of Device: TCP/IP Device i

Host name or [P address:

. . 192.168.0.100

(@) Add a TCP/IP or Web Services Printer by IP address or hostname | |

Port name: [192.168.0.100 |
() Add a new printer using an existing port: LPT1: (Printer Port

5 : 2 ( ) [ Auto detect the printer driver to use.
() Create a new port and add a new printer: Local Port
< Back Next > Cancel
< Back Next = Cancel
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g@a MNetwork Printer Installation Wizard

m_ 5

Printer Driver
Pick a driver forthe new prirter.

Use the printer driver that the wizard selected
Compatible driver cannot be found.
() Use an existing printer driver on the computer
Microsoft Print To PDF

(®) Install a new driver

< Back

Cancel

Version: v2.0 19 June 2023 | Specimen

1 =

— Eé; MNetwork Printer Installation Wizard >
IE

Fi Printer Name and Sharing Settings

e You can give the printer a fiendly name and specify whether other people can use the printer.

-1

d

Printer MNarme: | Brother HL 3140CW Series

[Jshare this printer

Share Mame: [lA'.roidError:—Print-’:r
Location: WWW.AvoidErrors.Net
Comment: This tutorial is by AvoidErrors.Met

< Back Nezt = Cancel
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ent || Mame

géa Metwork Printer Installation Wizard >

Completing the Network Printer
Installation Wizard

Status:

Driver installation succeeded.
Printer installation succeeded.

Your printer has been installed successfully.

To test the printer, select Print test page, and then click Finish,

To install another printer, select Add another printer, and then
click finish.

[] Print test page
[] Add another printer
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The following images show the installation of the printer onto PC0O1 (Windows10)

Bluetooth & other devices

Printers & scanners

Mouse

0 o & &

Touchpad

& Typing

o Pen & Windows Ink
® AutoPlay

B uss
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Evidence of testing from 2 machines that the wireless device can be accessed

Photograph showing that a test document on Server02 has started to print from the wireless printer

Secure
a

X Cancel & Go

Data Error
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Photograph showing that a test document on PCO1 has printed from the wireless printer
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Reverse lookup

Server02 successfully completed a reverse lookup using NSLOOKUP to ServerO1 — zone added.
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Server02 successfully completed a reverse lookup using NSLOOKUP to Server01 — default server listed.
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Step A

Processes

Install the provided server operating
system on ServerO1 and Server02

Use suitable configurations that match
your current time zone and provide

evidence of the successful installation
of the server operating system on both

Server01 and Server02

Install the provided desktop operating
system on PCO1
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(3 marks)

Settings

All hard disks should be partitioned to a single 100%
partition, and the machines named Server01 and
Server02

Server01 and Server02 should have fixed IP
addresses

All hard disks should be partitioned to a single 100%
partition

Use suitable region-specific settings, otherwise the
defaults should be taken

Marks

1

Evidence required

Provide print screen or photographic evidence of
the following:

Server01 disk partitions
Server01 IP address (1) Set
ServerQl IP address (2) Set
Server01 name set

ServerQ1 regional settings, date and time

Server02 disk partitions
Server02 IP address set
Server02 name set

ServerQ2 regional settings, date and time

Provide print screen or photographic evidence of
the following:

PCO1 disk partitions
PCO1 name set

PCO01 regional settings, date and time
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Step B
(8 marks)
Processes Settings Marks Evidence required
Install and configure DNS 8 M print screen showing DNS has been installed
Install and configure a directory service = Install a directory service with the domain name set as print screen showing the directory service has been

(FirsthameSurname).local, for example: installed and configured

JohnSmith.local

| int howing the DHCP i
Install DHCP service on ServerO1 print screen snowing the sefvice

installed
Implement a DHCP scope using the IP M print screen showing the DHCP scope
range provided earlier configured
Evidence PCOL1 is using DHCP to join print screen showing PCO1 has been assigned a
the network DHCP address
Domain join Server02 and PCO01 to print screen showing Server02 domain joined
Server01 forming the start of the print screen showing PC01 domain joined
network
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Install and confirm a reverse DNS
lookup works on Server02 using
NSLOOKUP

Step C

Processes

Requested groups have been created

All user accounts have been created

Job titles have been added
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Settings

Personal account has been added to admin group
Paul James has been added to development group
Tamara Jacobs has been added to graphics group

Yousif Sobbah has been added to motion capture group

Personal account has JD of IT admin
Paul Jones has JD of development
Tamara Jacobs has JD of graphics artist

Yousif Sobbah has JD of motion capture specialist

print screen showing Server02 successfully
completed a reverse lookup

(8 marks)

Marks Evidence
required
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Local admin role set

Personal account has been added to administrators group

Development added to development folder with RW permission

Graphics group added to graphics folder with RW permission

Motion capture group added to motion capture folder with RW permission
All staff group added to shared drive with read permission

All staff added to user guides folder with read admin

IT Admin added to user guides folder with RW permission

IT admin added to IT admin folder with RW permission

Create the following groups in your directory service All staff, developer, graphics, motion capture, IT admin

Version: v2.0 19 June 2023 | Specimen

print screen
showing the 5
groups created
in your
directory
service
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Populate the directory service with the following user accounts making sure they are added to the correct group and each

user has the right privilege:

User account Privileges Job description Group(s)
Your first and surname Administrator IT admin IT admin
Paul James Standard user Developer Development

Tamara Jacobs

Standard user

Graphics artist

Graphics

Yousif Sobbah

Standard user

Motion capture specialist

Motion capture
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print screen evidence
that each user has the
correct name,
privilege, job
description and has
been added to the
correct group
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Using the group called all staff, add the following groups to this group: 1 zﬂnst ;:’gﬁig 223\::;”?0
development the all staff group
graphics
motion capture
IT admin

Processes Settings Marks  Evidence required
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Create the following folder structure on second partition of Server02 N/A Marks are not awarded

for creating the folder
structure and you do not
need to submit evidence
for this task

Shared

Folders

P Shared Drive IT Support

Development Graphics Capture

User Guides IT Admin

Processes Settings Marks Evidence required
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Apply the
following
privileges to
each of the

folders using the

groups created
earlier

Folder

Group

Permission

Development

IT admin

Read and write

Graphics

Development

Read and write

Motion Capture

Motion capture

Read and write

Shared Drive All staff Read
User Guides All staff Read

IT admin Read and write
IT admin IT admin Read and write

Using the files provided, populate the folder structure

Using the test plan template provided in the workbook, prove that the privileges

work correctly using both a valid and invalid user

Note: The shared drive only requires a valid user to be tested

Step D

Processes
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Settings

Marks

1 print screens showing
each folder with
correct privileges

4 completed test plan

print screens showing
folder privileges have
been tested

(3 marks)

Evidence required
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Using an external hard disk drive or an additional virtual disk to
Server02, implement a scheduled backup of the shared folders to
run every hour to the second physical hard or external storage
device

Confirm the backup has been taken successfully by restoring the
contents of the backup

Note: You might need to return to this step later to collect the
required evidence

Step E

Processes

Using Server02, install and configure a single application service
from the following list:
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Settings

desktop deployment
media server
database server

IT helpdesk

web server

print server

Marks

[ print screen showing scheduled backup
set

print screens showing a successful backup

print screens showing a successful
restoration

(4 marks)

Evidence required

print screens showing the service being
installed and configured
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Prove the service has been tested and works

Step F

Processes Settings

Create a remote connection from PCO02 to Server0O1

Note: You are not permitted to domain join the computer

Step G

Processes Settings

Implement a SNMP on all machines on the network

Verify that SNMP data is being collected by the traps and can be
viewed
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print screens showing the service is running

print screens showing the service being
tested

(2 marks)
Marks  Evidence required
2 print screens showing the remote connection
process
(4 marks)
Marks  Evidence required
4 print screens from PCO01 and Server02

showing that SNMP has been enabled

a series of print screens showing the SNMP
data is being collected centrally
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Step H
Processes Settings Marks
Using policies, implement 5 rules that will make the domain joined 10
PCO1 more secure
Carry out testing to prove the policies have been applied correctly
Step |
Processes Settings Marks
Using the wireless device provided, integrate the device into your 7

network

Test that the device works and is accessible from any 2 machines

Version: v2.0 19 June 2023 | Specimen

(10 marks)

Evidence required

provide a short description of each policy and
what it will achieve

provide a print screen showing each of the
policies created on Server0O1

provide evidence of each policy
applied on PCO1

(7 marks)

Evidence required

Provide print screen or photographic
evidence of the following:

set an IP address for the device
connect to a wireless AP or other such device

install the required drivers or management
software

configure the device with suitable settings
evidence that SNMP data is being captured

a series of print screens and photographs
showing connection and configuration of the
wireless device
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Examiner commentary
The student has achieved the required standard for the following reasons:
the cable has been well constructed, clearly presented and tested successfully

the opening set of tasks have been clearly evidenced and show a full range of skills, with the student showing good
skills throughout the process, the student has applied a good methodology and documented their tasks well

the student was able to successful set up a DNS and DHCP services and working as expected
the Active Directory has been configured appropriately and is being used
the backup solution was working successfully as expected

the work has been well structured and produced to a good level, the test plan was well constructed and clear

Grade descriptors
The performance outcomes form the basis of the overall grading descriptors for pass and distinction grades.

These grading descriptors have been developed to reflect the appropriate level of demand for students of other
level 3 qualifications, the threshold competence requirements of the role and have been validated with employers
within the sector to describe achievement appropriate to the role.

Grade Demonstration of attainment

Pass The evidence showing installations and configuration setup is logical and displays sufficient
knowledge in response to the demands of the brief.

The student makes some use of relevant knowledge and understanding of implementing network
infrastructure but demonstrates adequate understanding of perspectives or approaches associated
with industry standards in digital infrastructure roles.

The student makes adequate use of facts/theories/approaches/concepts and attempts to
demonstrate breadth and depth of knowledge and understanding in their implementations and
configurations.

The student is able to identify some information from appropriate sources and apply the
appropriate information/appraise relevancy of information and can combine information to make
some decisions.

The student makes sufficient judgements/takes appropriate action/seeks clarification with guidance
and is able to make adequate progress towards prioritising and solving non-routine problems in
real life situations.

The student attempts to demonstrate skills and knowledge of the relevant concepts and techniques
to plan, install, configure, deploy and populate network infrastructure and generally applies this
across different contexts.
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The student shows adequate understanding of unstructured problems that have not been seen
before, using sufficient knowledge to attempt to prioritise and solve problems with some attempt
at verifying theirimplementations.

Distinction The evidence is precise, logical showing installations, configuration and deployment that provides a
detailed and informative response to the demands of the brief.

The student makes extensive use of relevant knowledge and has extensive understanding of the
practices of the sector and demonstrates a depth of understanding a threshold competency of the
different perspectives/approaches associated with installing, testing, monitoring and maintaining
digital infrastructure.

The student makes decisive use of facts/theories/approaches/concepts, demonstrating extensive
breadth and depth of knowledge and understanding and selects highly appropriate
skills/techniques/methods to apply network infrastructure practices.

The student is able to comprehensively identify information from a range of suitable sources and
makes exceptional use of appropriate information/appraises relevancy of information and can
combine information to make coherent decisions.

The student makes well-founded judgements/takes appropriate action/seeks clarification and
guidance and is able to use that to reflect on real life situations in a digital infrastructure role; being
able to apply implementation and configuration of the network.

The student demonstrates extensive knowledge of relevant concepts and techniques reflected in a
digital infrastructure role and precisely applies this across a variety of contexts and tackles
unstructured problems that have not been seen before, using their knowledge to analyse and find
suitable solutions to the problems.

The student can thoroughly examine data/information in context and apply appropriate analysis in
confirming or refuting conclusions and carrying out further work to justify and evaluate strategies
for solving problems, giving concise explanations for their reasoning.

* “Threshold competence” refers to a level of competence that:

signifies that a student is well placed to develop full occupational competence, with further support and
development, once in employment

is as close to full occupational competence as can be reasonably expected of a student studying the TQ in a
classroom-based setting (for example, in the classroom, workshops, simulated working and (where appropriate)
supervised working environments)

signifies that a student has achieved the level for a pass in relation to the relevant occupational specialism
component

U grades

If a student is not successful in reaching the minimum threshold for the core and/or occupational specialism
component, they will be issued with a U grade.
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