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Summer 2025—- employer set project (ESP) Cyber Security (CS)

Assessment dates: 12 May 2025 to 23 May 2025
Paper number: P002707

This report contains information in relation to the externally assessed component provided by the chief
examiner, with an emphasis on the standard of student work within this assessment.

The report is written for providers, with the aim of highlighting how students have performed generally,
as well as any areas where further development or guidance may be required to support preparation for
future opportunities.

Key points:

grade boundaries

standard of student work

evidence creation

responses to the external assessment tasks
administering the external assessment

It is important to note that students should not sit this external assessment until they have received the
relevant teaching of the qualification in relation to this component.

Raw mark grade boundaries for the series are:

Overall
Max 76
* 67
58
49
41
33
25

m(g 0| |> >

Grade boundaries are the lowest mark with which a grade is achieved.

For further detail on how raw marks are converted to uniform mark scale (UMS), and the aggregation of
the core component, please refer to the Qualification Specification.

The external assessment is invigilated and must be conducted in line with our Regulations for the
Conduct of External Assessment document. Students may require additional pre-release material to
complete the tasks. These must be provided to students in line with our regulations.
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Students must be given the resources to carry out the tasks and these are highlighted within the
Qualification Specific Instructions for Delivery (QSID) document.

Students have continued to produce work to a standard comparable to previous assessment windows.
Tasks 1 and 3 are often the more challenging tasks for students, as they demand higher-order thinking
skills and an application of knowledge. However, there has been some improvement in how students
approach task 1, with a good step-by-step guide and testing plan being developed, which will be
discussed in detail later.

In task 2, many students capitalised on the email task and provided two contrasting emails that were
well-written and achieved top band marks.

Unfortunately, there has been an increase in the number of submissions containing Atrtificial Intelligence
(AD-generated content, and this was more prevalent in task 3. Although using Al tools effectively as a
research tool is valid, students are prohibited from copying and pasting Al-generated content into their
work and treating it as their own (this constitutes a form of academic malpractice). It was also observed
that students using Al legitimately tended to generalise their points and not add their own opinions or
discuss how they impact the issues presented within the scenario. This reduced the level of
understanding evidenced by the student and thus their overall mark for the task.

Students have continued to improve their mathematical skills (AO4), with many students using
spreadsheets to calculate subtotals and totals, gaining two marks.

English skills have also improved among many students, who are now consistently gaining three to four
marks.

It was pleasing to see that the majority of the evidence submitted was in an appropriate format, for
example MP3 for audio and PDF for documentation, which maximised compatibility with the RM portal.
However, there was an increase in the occurrences of some audio files, such as WAV, that were
supplied in an unsuitable format, resulting in delays when assessing evidence. There was also a
significant number of students uploading Word files, in addition to or instead of their PDF files. Only the
PDF versions are required, with the correct naming convention used.

As mentioned in previous assessment windows, there were some issues with background noise in
interview recordings, such as external conversations, vacuum cleaning and phone calls. Every effort
should be made to minimise their impact. There were instances in which the tutor's voice was crystal
clear, but the student's voice was barely audible.

Some students are still including hyperlinks in their documents. Due to the scanning process of student

evidence, these links become non-functional. Therefore, adding links should be discouraged, although
no penalty is given for doing so.
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Task 1: troubleshooting document
In this task, students are asked to investigate cyber security issues reported by three users and produce
a fault-finding investigation report.

User A has noticed that some staff members have installed games on their work computers, and one
user has disabled the installed antivirus program. Most students recognised that this was a local
administrator access problem, which enabled users to install unauthorised software and disable the
antivirus software. Many students then recommended removing admin rights from users and enforcing
group policies. Only a few students suggested deploying endpoint security.

User B reported that when working remotely, they can connect to shared files on the network-attached
storage (NAS) device, but are unable to do so when working inside the office. Most students identified
that the firewall was blocking access to the NAS, but some students struggled to explain why. Good
responses identified that the firewall blocks SMB ports (TCP 445) for office IP addresses, thus
preventing LAN-based file sharing, while allowing access through the VPN for remote users. Many
students correctly recommended either changing the rules to permit SMB traffic internally or replacing
the router completely.

User C reported that users are adding non-work-related files to the NAS device. Recent files found
include games and movies that have been downloaded from the internet. Many students struggled to
resolve this issue and suggested allowing users to access games / movies at set times to minimise the
impact on their work. Better responses suggested controlling NAS access through roles, logging
activities and monitoring NAS storage usage. Some students also discussed retraining staff, updating
acceptable use policies, filtering websites, cleaning the NAS drive and setting up rules to prevent certain
file types from being saved in the NAS.

Some students demonstrated an excellent understanding of fault-finding, producing a well-written report
that effectively resolved the issues highlighted above, earning the full 6 marks.

Task 1: test plan document

Students are expected to create a test plan document that provides a clear and structured approach to
verifying whether the technical issues presented by the three users have been resolved. The range of
tests should cover both functional and security aspects. For example, users without administrative rights
should not be able to install software, alter settings, test internal user access to the NAS, use the ping
command to check connectivity between network devices, or search for inappropriate material on the
NAS. Many students scored a band 2 or 3 mark in this task as their test table design was either good or
excellent (following the headings given in the brief), and content demonstrated either a good or
reasonable understanding of the faults and testing process.

Task 2: interview
In this task, most students continued to perform well, often scoring 3 to 4 marks or higher. They showed
strong communication skills by asking clear, well-structured questions to gather information effectively.

Unfortunately, a minority of students still scored a band one mark because they stuck too rigidly to their
pre-planned questions, making it difficult for them to engage in follow-up discussions or practice active
listening.

Providers' approaches varied widely during the task. Some gave unsolicited answers or read directly

from the materials provided. The most successful interviews happened when providers paraphrased the
information, which made the interaction feel more natural. Instead of simply saying, ‘I don't know’, or ‘|
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don't have that information’, these providers used the material given in the Provider Guide to provide
informed answers or make logical inferences.

When evaluating student performance, the examiner will consider several factors, including whether the
student is leading the interview effectively, whether they are asking relevant and open-ended questions,
and whether the student is adapting their questions based on previous answers. These criteria, along
with others, help determine the final band score.

There were more occurrences of poor-quality sound recordings than in previous assessment windows.
Providers should also be mindful of background noise during interviews, such as outside conversations,
power tools, or phone calls, to ensure a clear and uninterrupted recording. Every effort should be made
to reduce these distractions for a smoother experience. In some instances, the student's voice was very
low, almost inaudible, while the staff member's voice was loud and clear. Providers should test the setup
before any interview takes place to ensure the microphone's location allows all parties to be recorded
effectively.

Task 2: emails

There has been a marked improvement in the approach many students have taken to complete this task.
The technical email written to update the line manager contained more technical terminology and detail
than in previous assessment windows. Many students also demonstrated strong analytical thinking and
problem-solving skills in this email. The second email was written to the company's managing director
(non-technical), and many were able to successfully contextualise the initial technical email into a non-
technical format.

Although some students lost marks because their non-technical email contained some technical jargon
without any explanation.

Task 3: project proposal

In this task, students are tasked with planning a comprehensive upgrade to Longstaff Marketing
Solutions to support its recent growth. The expectation is that students will identify key development
points, such as improvements to network security, user management and data protection. Additionally,
students should consider enhancing the experience for remote workers by providing better connectivity
to resources and adding scalability to the overall IT infrastructure.

Most students recommended replacing the current Small Office / Home Office (SOHO) router with an
enterprise-grade device, with the Ubiquiti UniFi Dream Machine Pro being a popular choice among
students. Some students mentioned replacing the switch, but did not explore the difference between
managed and unmanaged switches. Many students recommended Wi-Fi 6 access points, which cater to
remote workers attending the office and using their laptops, but missed out on wireless encryption

Many students identified a suitable cloud-based service, such as Microsoft 365 Business Premium, and
explained how it would replace the VPN, which is a requirement. Most students discussed OneDrive, but
failed to explore SharePoint, Office apps, Azure AD, and Intune, which are missed opportunities to
demonstrate their understanding.

The enhanced security measures that Microsoft 365 Business Premium offers were not explored in
sufficient detail by many students, and this is an area for improvement in future.

Students' evidence should comprehensively address various aspects, including current problems,

proposed solutions, network hardware, software, services, and data protection. During assessment, it
was observed that many proposals lacked sufficient detail and justification, with few students achieving a
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score above band 3. While some students proposed potentially effective solutions, they often failed to
adequately justify their choices or explain how the specified components would integrate.

When recommending a specific supplier, students should clearly explain their selection and, where
possible, use the same supplier for multiple hardware and software components. This approach provides
a single point of contact in the event of failure, aligning with industry standards.

Several students underestimated the level of detail required to achieve higher marks, submitting only
one or two pages, which was insufficient for addressing the task's scope. Some students duplicated
resources, such as recommending multiple costly servers in addition to a comprehensive cloud solution.

While hybrid networks are valid, it is essential to describe the purpose of each component carefully.
Strong responses detailed cloud services, addressed security concerns, and provided thorough
descriptions of all necessary hardware and software, consistently linking these to the scenario's
requirements throughout their evidence.

A common problem was the inclusion of hyperlinks in evidence that examiners could not access.
Students should be discouraged from using hyperlinks and ensure that all necessary information is
directly included within their submissions.

There was an increase in the number of students using Al tools to help them with this task. The use of Al
tools in itself is not problematic, and when used effectively and with a high degree of transparency, it can
yield good results. The problem arises when students take credit for Al-generated work by simply
copying and pasting Al-generated content into their reports without properly citing its source. Providers
should ensure that students avoid misusing Al by ensuring they are well-versed in the contents of the
Use of Al in Assessments guidance provided by NCFE.

Task 3: mathematics skills
In this activity, students are expected to showcase their numeracy skills as part of their proposals.

Most students submitted a table that detailed the costs of cloud services, hardware, and software. These
tables listed quantities, indicated whether expenses were recurring or one-off, included subtotals, and
provided a final total. Employing basic arithmetic operations; such as addition, subtraction, multiplication,
or division, was often enough to secure full marks.

Few students extended their analysis by estimating costs for alternative approaches, such as comparing
on-site solutions with cloud services. This approach is strongly encouraged, as it reflects a more
thorough understanding of cost evaluation and strategic decision-making.

Task 4: testing method — audience testing (sample satisfaction survey)

Some students are still overlooking key elements outlined in the indicative content in their survey.
Electronic surveys are considered good practice and are expected to be used more frequently.

Strong responses featured well-structured and relevant questions, employing a variety of question types
to collect qualitative and quantitative data. These questions were phrased in clear and concise language.
Where rating scales were used, students clearly defined what each point on the scale represented.
Effective survey questions should address critical areas such as customer satisfaction, system

performance, and the user's understanding of the service or product. This ensures a comprehensive
evaluation of the user experience and system effectiveness.
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Task 4: post-project review

In this task, students must summarise the key issues identified in Task 3 and present their proposed
solutions.

However, some students are still including details from Tasks 1, 2, and 4, which were unnecessary and
wasted time that could have been spent refining their Task 3 summary.

Additionally, some students found evaluating their performance in this task challenging. They often relied
on descriptive language rather than adopting an evaluative approach. On a positive note, more students
were able to connect their proposed solutions to the initial problem and assess how effectively these
solutions met the requirements. This demonstrates an improved ability to analyse and justify their
decisions critically.

Tasks 2, 3 and 4: English skills

There has been an improvement in proofreading as more students are gaining 3 to 4 marks for their
spelling, grammar, and punctuation in tasks 2, 3, and 4.
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