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Introduction

The material within this document relates to the Cyber Security occupational specialism sample assessment.
These exemplification materials are designed to give providers and students an indication of what would be
expected for the lowest level of attainment required to achieve a pass or distinction grade.

The examiner commentary is provided to detail the judgements examiners will undertake when examining the
student work. This is not intended to replace the information within the qualification specification and providers
must refer to this for the content.

After each live assessment series, authentic student evidence will be published with examiner commentary across
the range of achievement.
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Assignment 2

Task 1: investigate and take corrective action

Time limit
7 hours 30 minutes

You can use the time how you want, but all parts of the task must be completed within the time limit.

Brief

Tony has logged off the main system and has given you his laptop to work with. He has described the problems he
has experienced when using his laptop as follows:

e applications are running slower than they used to
e programs are regularly freezing and not responding
e occasionally files are not opening
Firstly, you will be required to research what may be causing these issues.

You will then need to investigate and assess any vulnerabilities that may exist by analysing the emails and
identifying any issues and possible resolutions.

Finally, you will be required to identify actions that could be taken to resolve the issues.

(42 marks)

Instructions for students
Part A
In relation to this brief, firstly you must create a report to:

e discuss how these issues could be the result of either a cyber attack or an internal software program problem —
you should clearly identify how you would differentiate between the two

¢ explain how and why the issues could have occurred
o identify the type of attack it could be
Part B

You have full administration rights and access to Tony’s laptop (this will be a virtual machine assigned to you by
your tutor).

Using the virtual machine (VM) you have been assigned you must:
¢ log into the machine using the following credentials:
o username: analyst
o password: cyberops
e investigate the emails and assess any potential issues that may exist

e run a scan using the online tool VirusTotal to identify what attack, if any, has taken place
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In your report you should:

e record your findings (this should include screenshots to evidence your investigation and use of the scan)
e suggest potential fixes for any issues that are identified

Part C
In your report you should:

e provide an outline of any remedial actions that could be implemented to better protect the current system (for
example, any additional security methods that could be used), including any future recommendations

Evidence required for submission to NCFE

Report document including evidence from parts A, B and C
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Student evidence

Part A
Background
Tony is a remote worker who logs into public and private internet when using his laptop.
He is concerned as he is experiencing the following issues with his laptop:
e slow running
e programs not responding
¢ files not opening
Malware versus application issues
Application Issues

Application issues cause applications to freeze and/or exit with an application error. There are many possible
reasons for this as detailed below;

o if an application uses up too many resources, it may become unresponsive or crash - this can be caused
by running too many applications simultaneously

e errors in the software can cause the application to freeze or crash - these errors can be caused for
several reasons, such as incompatibility, obsolete software versions and unpatched software

e issues with the operating system or certain systems components (hardware and software) can cause
applications to freeze or crash, for example outdated drivers

e hardware problems such as a device failure, caused by overheating for example

e issues with the network or internet connectivity can cause problems - these issues can be caused by
poor connectivity, firewalls, or problems with the network infrastructure

Cyber Issues

Cyber attacks generally attempt to be covert so do not want anything they do to be recorded in logs or the end
user to know. This is normally achieved through malware although there are other cyber attacks that are not
convert such as Denial of Service (DOS). | will cover some of the main cyber attacks that Tony could be
experiencing.

A cyber attack can infect an application with malware, which can cause the application to freeze or crash, it can
modify an application's code or data, causing it to behave unexpectedly or become unstable. Malware can take
many forms including spywatre, viruses, trojans and worms. Tony could have unwittingly got infected with
malware through one of the previously mentioned methods

A DosS attack involves flooding an application with traffic or requests, overwhelming its capacity to respond to
legitimate requests. This can cause the application to become unresponsive or crash, resulting in application
errors. This does seem unlikely for the problems Tony is encountering but without analysis of the system it
cannot be ruled out.

Cyber attacks can exploit vulnerabilities in an application's code or network to cause it to become unstable. This
can happen if an attacker finds and exploits a weakness in an application's security to execute malicious code or
data, this can be caused by out of date or obsolete software.
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Ransomware can cause an applications to freeze or crash by encrypting data on the computer or network. This
can result in application errors or crashes if the application is unable to access the encrypted data. Like the DoS
attack this seems an unlikely reason why Tony is experiencing his problem.

Social engineering attacks involve individuals divulging sensitive information or performing certain actions that
can compromise the security of a computer or network. This can lead to the installation of malware or the
exploitation of vulnerabilities, causing applications to freeze or crash, this can happen through email, webpages,
SMS and telephone calls. Tony could well have done something unknowingly to divulge information that has
had an effect on his system.

Analysis

To determine if it is a cyber attack or an internal software problem at the root of the issue, the use of software will
be required. After an investigation has been undertaken there will normally be enough evidence to make a
judgement on the root of the problem.

Below | have categorised the methods that could be used to determine if it is a cyber attack or an internal
software program problem.

Cyber attack

Running malware/virus scans will help to identify any infections in the system. It is important that all
malware/virus software is updated regularly so that the latest infections can be found. Using a network traffic
analyser such as packet tracer can also be beneficial in determining if there is a cyber breach on Tony’s device.

Internal software problem

Checking to see if the latest operating system and application software updates and patches have been applied.
Windows update is a good source of this information and can inform the user of the last time the system was
updated. Checking Windows event viewer and running utility software can also help with internal software
problems.

Conclusion on the types of attack

The issues Tony is experiencing lead to a conclusion that there is a malware infection from a virus, Trojan or
worm. These types of infections are normally associated with applications running slower than they used to,
programs regularly freezing and not responding, and files not opening.

Part B

Investigation and analysis
Tony is visiting the office so he has given me his laptop to see if | can determine the cause of the issues.

To investigate the cause of the problems | will be doing the following:

e log in to the machine provided using the supplied credentials

o analysing the emails to identify any potential issues

e use the virustotal.com website to see if the email attachments contain any potential malware/viruses
Machine investigation

1. Login credentials entered into the login screen shown below.
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2. Email 01 opened successfully

P Security Onion_SAD3 [Running] - Oracle VM VirtualBox - [u] X
File Machine View Input Devices Help
B [BJ E-Mails - File Manager 9 Invoice 24887024 from ... 7} :'; = 10 Jan, 11:46
o Invoice 24887024 from Lockman, Gorczany and Cole - Mozilla Thunderbird A -3 X
File Edit View Go Message Tools Help

More v

engineering@asahikosei.com @&

arthur.stoyt@turkey-mania.com & 11/6/22, 09:48

t Invoice 24887024 from Lockman, Gerczany and Cole

ane Amount: 843 - 21 US D

Dear Costomer,

Here's your invoice! We appreciate your prompt payment.
When paying by check, please be sure to include the invoice numbers
paid in the memo of your check

If not paid within 10 days of due date, a 15% finance charge will apply.

Thanks for your business!
Lockman, Gorczany and Cole

View Invoice in the
attachment

> 0 1 attachment: dawning wall up.zip 19.1 KB & Save v
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3. Email 02 opened successfully

Security Onion_SA03 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

B [ Mozilla Crash Reporter [ [E-Mails - File Manager] [ [E-Mails - File Manager] [@)/Payment Notification o (& =58 ] 5

Payment Notification - Mozilla Thunderbird
File Edit View Go Message Tools Help
7 Get Message v Tag v
% Reply ¢ Reply Al
From Mark Hoffa <messages.5373970.157964.7c0a97a59f@messages.netsuite.com> @
To Arthur Stoyt <arthur.stoyt@turkey-mania.com> @
Subject Payment Notification
Dear Supplier,

Please find attached remittance advice for payment to be processed in your account today.

Kind Regards,
AccountsKind Regards Macarthur Gas Pty Ltd.

J Archive || ¢) Junk Delete || More v

10)an, 11:48
T -0 X

11/6/22, 11:37

> [ 1 attachment: Bill Payment_000010818.xls 86.0 KB & Save v
4. Email 03 opened successfully
Security Onion_SAD3 [Running] - Oracle VM VirtusBox - o x
File Machine View Input Devices Help ]
® [ Mozilla Crash Reporter {3 E-Mails - File Manager impo rmation ... 10 Jan, 11:50
Important Information About Your Card Membership! - Mozilla Thunderbird + -9 X
File Edit View Go Message Tools Help
Get Message Write Tag =
Reply Al hive Junk|| i Delete || More v

From American Express Alerts <AMEXPGNEUSCN0006006@verizon.net> @
Subject Important Information About Your Card Membership!

E8 To protect your privacy, Thunderbird has blocked remote content in this message.

Important Information About Your Card Membership
Intended For your
security:

Dear Customer,

Please note that we have introduced a new online authentication
procedures in order to protect the private information of our
customers.

You are required to confirm your online details with us as you will
not be able to have access to your accounts until this has been
done.

Kindly open the attachment to confirm your online details.

©Once you've completed this you'll be able to manage your money
whenever you want, giving you more control of your finances.

% 01 attarhment: AmaricanFynrace html 106 KR

11/6/22, 19:47

Preferencesv X

4 Gaual v
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5. VirusTotal scan — Bill Payment_000010818.xls

Security Onion_SAO3 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

y VirusTotal - File - 5be589570751f4d8ead65ec9ce502637464568ecad5f35dca61al95e6cb3590 - Chromium
2] VirusTotal - File - 5t x (G| Google X0\ G
<« C | A Notsecure | b#pS://www.virustotal.com/gui/file/5be589570751f4d8ead65ec9ce5026 4
5by 511 a Q A~ 88

— 080

43 @ 43 security vendors and 1 sandbox flagged this file as malicious

158

Spe
45135dca61a195e6¢cb35190
° Bill Payment_000010818.xis

ca

86.00 KB 2022-06-20 14:09:30 UTC
Size 6 months ago

X Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 15+

Security vendors' analysis (O

[7) [E-Mails - File Manager] () [Important Information ... v - - Q}Q

e o X

10 Jan, 12:08
+ -3 X

(&

5f35dca61a19s ¥ | &

signin

-

XLS

ds obfuscated runfile exe-pattern createfiie openfile macros callswmi attachment rnxdomain write-fle create-ole

Ad-Aware (@ Ve:Trojan.Valyria 5372 AhnLab-v3 (@ XLs/Downloader

AlYac @ Trojan.Downloader. XLS.gen Arcabit @ HEUR.VBA.CG.2

Avast (D Other:Maiware-gen [Tr] AVG (@ Other:Malware-gen [Trj]

Avira (no cloud) @ X97M/Didr.Agent.88064 Baidu @ VBA Trojan-Downloader.Agent.zi

T . N s~ e ———— —~ e N

6. VirusTotal scan —460630672421.exe

Security Onion_SAD3 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

» VirusTotal - File - Oe3c8fbed725dba8bbd7cB4a3cc748ea678fab45acde01cd540cb29023923360 - Chromium
2] VirusTotal - File - 0¢ X

&« C | A Not secure b&pS://www.virustotal.com/gui/file

Oe3cBfbed725db4a8bbd7cB4a3cc748eab7? 0. 3923360 Q ~ %

B @ [American Express U... [ [E-Mails - File Manager] (") [Important Informatio... m Q;g &=

1c4e01cd54

. o X

10 Jan, 12:17

Sign in

6 1 @ 61 security vendors and no sandboxes flagged this file as malicious (-" :!:
170
0e3c8fbed725dba8bbd7c84a3cc748eab78lab45ac (e}
42.00 KB 2022-07-20 04:47:13 UTC
4e01cd540¢b29023923360 % o
Size 5 months ago EXE
Q 460630672421 exe
peexe e  spreader
X Community Score  V/
DETECTION DETAILS COMMUNITY 15+
Security vendors' analysis (O
Ad-Aware (D Trojan.Upatre.Gen.1 AhnLab-v3 (D Trojan/Win32.Upatre.R167614
Alibaba @ TrojanDownloader:Win32/Upatre.75. AlLYac @ Trojan.Downloader.Upatre.gen
Antiy-AVL (@ Trojan/Win32.SGeneric Arcabit @ Trojan.D
Avast (D win32:Malware-gen AVG (@ Win32:Malware-gen
. " i - ~ i
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7. VirusTotal scan results — AmericanExpress.html

a Security Onion_SA03 [Running] - Oracle VM VirtualBox ()

® [y E-Mails - file Manager 9 [important Information ... & Virustotal - File - dcadc... 5] 10jan, 1315

VirusTotal - File E-Mails - File Ma *l 1a7e64954a2b97500295c4b17eca9f0736e272¢281d5c01 - Chromium

3] VirusTotal - File - dc X

& C | & Secure | https://www.virustotal.com file/dca9c2e 2d ba7e6495452b9 295c4b17 3f 6e272c281 @

5

1>

URL, IP address, domain, or file hash Q

= Q
(1) 4 security vendors and no sandboxes flagged this file as maliclous X

dcad9c268a7552d530ba7e64954a2b97500295¢4b

106.47 KB 2022-08-06 00:44:19 UTC =]
17eca910736e272¢281d5¢01 ;
Size 5 months ago s
AmericanExpress htmi
javascript
Community Score  \/
DETECTION DETAILS COMMUNITY
Security vendors' analysis (1)
Avira (no cloud) () PHISH/AmericanExpress.A Cynet (@ Malicious (score: 99)
F-Secure (1) Phishing PHISH/AmericanExpress A Ikarus () PHISH.AmericanExpress
Acronis (Static ML) (¥) Undetected Ad-Aware 7) Undetected
AhnLab-V3 /) Undetected ALYac /) Undetected
Antiy-AVL /) Undetected Arcabit (¥) Undetected @

B aEy EERE R an

8. [Fake American Express page — AmericanExpress.html

E Security Onion_SAD3 [Running] - Oracle VM VirtualBox - a

File Machine View Input Devices Help
= & American Express US ... B E-Mails - File Manager () [Important Informatio... @ VirusTotal - File - Sbe5... %gl | E}. 10 Jan,

*» American Express US - Account Update — Mozilla Firefox

Sl American Express US - Acco x [lES

D file:t/fhome/analyst/Desktop/E-Mails/AmericanExpress.html

Update your card
and customize your membership.

Enter your Card information

User ID

—— 4-Dvgit Card 1D

Password

15-DIGIT CARD NUMBER
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Email Investigation and identification of any issues

| have studied the emails and will now present my findings; | will discuss each email separately.
Email 01 - Invoice 24887024 from Lockman, Gorczany and Cole
Email 01 has a link that does not work; this could be an indicator that the email is not from a legitimate source.

It also contains an attachment named dawning wall up.zip. Cybercriminals can use zip files to hide malware and
distribute them through email or malicious links. Once the zip file is opened, the malware can be automatically
executed and installed on the end device.

The zip archive contains an .exe file. Cybercriminals often use executable files to spread malware, viruses,
trojans, ransomware, and spyware. Once the exe file has been executed, it can be installed and run on the end
device, causing damage to the system or stealing sensitive information.

| uploaded the .exe file to the virustotal.com website and the results returned detailed the infection as a Trojan.
Email 02 — Payment Notification
This email has an attachment named Bill Payment_000010818.xIs.

The XLS file type relates to a Microsoft Excel spreadsheet. | uploaded the file to the virustotal.com website and
received results that informed me the file was infected with malware, the vendors flagged this as malware. The
results detailed the infection as a Trojan.

The dangers of macro viruses are that they can be hidden inside office files and once the file has been opened it
can take control of the end device. Some of the things that can potentially happen include opening backdoors,
installing ransomware and spreading across the business network.

Email 03 — About Your Card Membership!
This email has an attachment named AmericanExpress.html.

| uploaded the AmericanExpress.html file to the virustotal.com website and the results detailed the infections as
a phishing threat.

This HTML file is a fake login page for American Express and the page was crafted to request the victim to enter
their credentials which would subsequently lead to these details being stolen through a social engineering attack.

Potential fixes

There are multiple ways that the company can combat and better prepare for future attacks on users’ devices
and data. Most commonly used is training in how to spot phishing emails and ways to ensure that these types of
emails are stopped the second they reach a user within a business.

Part C The company should provide a way for users to block and report these emails as well as have a stronger
filter on a user's inbox to further prevent this from occurring again. User training will be essential to protect the
company from data being stolen, for example NCSC'’s cyber security training.

The following methods are recommended:
e clean Tony’s laptop to ensure it is virus free
e update all malware software
¢ install latest operating system updates and patches

e run malware scans on all staff devices and clean if required
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Future remediation

The following measures would reduce the risk moving forward:

The recommendations above would help in reducing any risks to the system.

run packet capture software to monitor network traffic
configure firewall settings

check all log files on servers to determine whether any suspicious activity has been logged

ensure all devices run anti-virus scans weekly

check network traffic and alert when suspicious traffic is detected

consider intrusion protection systems (IPS) that can malware that is attempting to be downloaded and block
it

consider a cloud email security solution

consider a data loss prevention system that detects and quarantines anything that tries to send data

look at access management currently being used to identify if there is a better solution, for example privilege
access management (PAM).
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Task 2: ongoing maintenance

Time limit

2 hours 30 minutes

Brief

Following the resolution of the issues identified in task 1, you have been requested to produce a report that
evaluates how ongoing maintenance will ensure the network and systems will remain secure and effectively
operational.

Instructions for students
Create an evaluative report that:

e recommends ongoing maintenance measures that could be implemented to ensure the system remains secure
and operational — this should ensure that the issues encountered in task 1 do not occur again in future

¢ recommends any remedial action you would take to ensure these measures are implemented and justifies the
approach taken

¢ identifies the additional requirements to ensure these measures are manageable
e explores any systems upgrades that might be required based on these measures

(18 marks)

Evidence required for submission to NCFE

Written evaluative report.
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Student evidence

Identification and explanation of proposed remedial action

An examination of Tony’s laptop highlighted some remedial actions that would be required to secure the laptop and
other systems from attempts to compromise. This section seeks to identify the recommended remediation and
explain what the remediation is in a non-technical way.

There are multiple ways that the company can combat and better prepare for future attacks on user's devices and
data. Most used is training in how to spot phishing emails and ways to ensure that these types of emails are
stopped the second they reach a user within a business. The company should provide a way for users to block and
report these emails as well as having a stronger filter on a user's inbox to further prevent this from occurring again.
User training will be essential to protecting the company from data being stolen.

Before anything is done, all affected devices need to be re-imaged and re-protected to clear them of any damage
done by the viruses. Every device on the network will then be updated along with all software that is used to ensure
that they are using the most secure versions. All users will then go through training on awareness of Phishing and
other social engineering attacks that can occur. Resources will be created and shared for all users to have access
to, as well as any links to additional websites and help. Processes can then be put into place so users can report
these emails to the technical team and get them reported which can hopefully prevent this from happening more
frequently.

Once this is in place, the business can now implement more business wide measures to protect users and devices.
Things such as better tougher user access levels when it comes to emails and unsafe websites/links and
downloads can help protect the users further. Wireshark can be used within the business to monitor all data
packets that move between users on the network which can help the technical team better keep track of what users
are doing and will put them ahead of future attacks. Along with Wireshark, intrusion detection can be used to give
the company an edge over people trying to gain access to sensitive data within the network. This intrusion detector
can allow the technical team to act more vigilant against any future attacks. Other software can be used such as
better anti-virus scanners and monitoring can keep the network protected and constantly safe.

Data itself can be protected on a more personal level by introducing backups and user access levels to keep
sensitive data more secure and only accessible by certain level staff. This could mean that an account that has
been taken over by a hacker may not even have access to files they want due to these protective levels. Data
backups mean that data that has been corrupted or lost by other means can be brought back in case of
emergency.

The table below lists each of the potential systems upgrades along with an explanation of each:

Potential system upgrades and measures Explanation

Schedule an anti-virus scan check on each laptop The anti-virus installed on each laptop needs to be
at least once per week as a minimum configured so that a scan is automatically carried out at
least once per week

Install an intrusion protection system (IPS) An IPS detects attempts to infiltrate a network by
comparing traffic to known patterns of malware/exploits. It
can then automatically block the attempted access

Install a cloud email security solution A cloud email security system inspects incoming and
outgoing emails scanning attachments for malware and
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automatically quarantining emails that are potential
phishing attempts

Install a data loss prevention (DLP) system

A company’s data is sometimes the most valuable asset it
has. A DLP system detects, and quarantines attempts to

send data out of the business so these can be
investigated and blocked or approved

Implement privilege access management (PAM)

To do their daily work some network and system
administrators need full administrative access to a

system. In order to get this, they have accounts with full
administrative access. If an attacker were to compromise
their account this would give them full access and the

ability to compromise a system very quickly
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Evaluation of ongoing maintenance

The following ongoing maintenance is recommended:

Maintenance required Recommended action Justification
Vulnerability scanning ¢ implement vulnerability scanning of all Multiple new vulnerabilities are
and management assets discovered regularly and if an

attacker decides to ‘weaponise’ the
vulnerability by writing an exploit a
system breach could result. Using
vulnerability scanning and
management systems to look for
these vulnerabilities, assessing
what needs to be done to fix
anything found and putting a
process in place to ensure it will not
happen again, removes the
associated attack vector

e analyse and monitor scan results and
determine remediation/patching required

Security patching e implement a patch management system | Security patches are released by
for each operating system type and operating system vendors and
create a test environment that allows application vendors to remediate
monthly testing any discovered security flaws in

their products

Password policy e implement a password policy with a Passwords are the passport to
minimum password requirement that is accessing a company’s systems so
automated to force a change regularly ensuring they are managed

properly is essential. A password
policy ensures that an agreed
standard is met and adhered to by
staff and should form part of their
training
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Examiner commentary

Overall, this student has been graded as a pass. Although they identify Tony’s concerns, they lack detail, and the
comparisons would have benefitted from further analysis. Throughout the report the student demonstrates an
adequate understanding of cyber security and how this is evolving.

Task 1

| have given this student a pass because the student has stated the background to Tony’s concerns but could have
included more detail, and the comparison between malware and application issues is analysed well but lacks any
detailed analysis of the wider impact of malware. The student completed a scan as requested but this could have
included further analysis to support their findings. For example, they highlight that a file could be a risk and
following the scan correctly identify any threats but do not discuss the virus scan in any more depth than this. This
lack of further analysis would have missed other potential root cause findings.

The student showed a good understanding of the scan functionality of the anti-virus software, as well as a good
understanding of the logical steps to take to analyse results. They showed an adequate understanding of the
malware that was infecting Tony’s laptop but the analysis lacks depth which demonstrates a surface-level
understanding.

The student did not carry out a re-scan of Tony’s laptop after the anti-virus software quarantined the malware
showing a lack of understanding of the fact that malware can re-install itself when removed. The student showed a
good understanding of the remedial action required, splitting it up by remediation target devices. The student
showed an adequate understanding of the measures needed to reduce risk but only linked with Tony’s laptop and
not the potential threat to the wider IT infrastructure. The student showed an adequate understanding of the impact
of the vulnerabilities on the business but missed some physical vulnerabilities such as tailgating and document
theft.

Task 2

The student showed an adequate understanding of remedial actions and has identified re-imaging of devices and
training of staff as they 2 key points. Although these are obvious methods further depth would have been
appropriate here, for example it states, ‘every device on the network will be updated....” but does not go into further
relevant details. There is a table of potential systems and measures identified, which are all relevant, but again
lacks further detail, for example anti-virus scanning to be scheduled at least once per week. Ongoing maintenance
is highlighted through the included table which identifies recommended actions, but this is also vague in places for
example ‘forcing a password change regularly’. The student has an adequate understanding of how to show
information in a clear format using tables, they have an adequate method of detailing the proposed remediation as
well as a good way of explaining the remediation in non-technical terms with no acronyms. The student showed an
adequate understanding of risk and the different risks that are linked to each attack type, they have an adequate
understanding of what ongoing maintenance would be needed and a logical way of presenting the information.
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Overall grade descriptors

Grade Demonstration of attainment

Pass The student is able to develop a project proposal to research and compare the current software
available and justify their recommendations.

The student is able to install supplied software onto a device and ensure it is all correctly
configured.

The student is able to identify and explain the difference between cyber attacks and software
issues, and how a cyber attack could take place.

The student is able to investigate the issues on the virtual machine provided and explain the most
effective remedial action to take to mitigate any problems.

The student is able to evaluate a network with regards to cyber security.

The student is able to ensure that company resources and data are fully protected.

The student is able to perform a security risk assessment of the site and the network.

The student is able to recommend physical, administrative, and technical controls.

The student is able to create a disaster recovery plan including recommendations in the case of
service outages.

The student is able to explain how remedial actions will protect the company, which includes
considerations for security, manageability and upgradeability in relation to cyber security
policies.

Distinction The student is able to develop an in-depth project proposal to research and compare the current
software available and comprehensively justify their recommendations.

The student is able to install supplied software onto a device, demonstrating excellent capabilities
in ensuring it is all correctly configured.

The student is able to comprehensively identify and explain the difference between cyber attacks
and software issues, and evidence a detailed understanding of how a cyber attack could take
place.

The student is able to thoroughly investigate the issues present on the virtual machine provided
and fully justify the most effective remedial action to take to mitigate any problems.

The student is able to carry out an in-depth evaluation of a network with regard to cyber security
and identify areas of improvement.
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The student is able to perform an in-depth security risk assessment of the site and the network,
identify areas of concern and give a rationale for each.

The student is able to recommend physical, administrative, and technical controls and justify their
recommendations.

The student is able to create an in-depth disaster recovery plan, including justifications for
recommendations in the case of service outages.

The student is able to demonstrate in-depth knowledge and give a thorough explanation of how
remedial actions will protect the company, which includes considerations for security,
manageability and upgradeability in relation to cyber security policies.
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