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Introduction

The material within this document relates to the Digital Support occupational specialism sample assessment.
These exemplification materials are designed to give providers and students an indication of what would be
expected for the lowest level of attainment required to achieve a pass or distinction grade.

The examiner commentary is provided to detail the judgements examiners will undertake when examining the
student work. This is not intended to replace the information within the qualification specification and providers
must refer to this for the content.

In assignment 1, the student must first plan a network installation, then install and configure a small network, before
producing installation notes to inform the client of the work they have carried out.

After each live assessment series, authentic student evidence will be published with examiner commentary across
the range of achievement.
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Assignment 1:

Scenario

You are a digital support specialist who has been contracted to work for a new small food manufacturing company
(the client) based in the North of England.

The client requires your digital expertise in planning to support a future network. There are currently no business
control techniques in place as the company is only just starting out, and they are unaware of any measures on how
to operate their data systems effectively, appropriately, and securely.

The client also requires your immediate support with preparing and installing a smaller network of computers and a
mobile device for the employees within the company.

Task 1: prepare for installation
Time limit
8 hours
Task 1(a) must be completed prior to starting task 1(b).
Task 1(a) is allocated 3 hours 30 minutes.
Task 1(b) is allocated 4 hours 30 minutes.
You can use the time how you want but each task must be completed within the time limit.
(20 marks)
Student instructions

Based on the scenario, you are required to complete the relevant preparation that will enable you to set-up 100
computers, a switch, server and 5 colour printers including identifying the relevant software for the client in the
future. The network would be required to be set-up within a 2 week window, to ensure all employees are up and
running as quickly as possible.
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You are required to:

1(a) Create a report to explain the security considerations required for the installation, configuration, and support of
end-user services to ensure confidentiality, integrity and availability including:

e suitable recommendations on implementing business control techniques within the workplace
(physical/administrative)

e explanations on how the client should operate the new data systems effectively, appropriately, and securely,
considering GDPR/ DPA 2018 and its principles

(8 marks)
1(b) Plan and complete the relevant network planning documentation:
e health and safety risk assessment for the work to be undertaken
e network planning, including:
o timescales
o network design, including IP addressing scheme
o inventory
o security risk assessment for the work to be undertaken, according to ISO 27001 principles
(12 marks)

You will have access to the following equipment:

e a computer with office software pre-installed

Evidence required for submission to NCFE

The following evidence should be submitted:

e summary of all business controls documentation required (word processing document)

e summary of how to secure data systems effectively (word processing document)

e health and safety risk assessment (worksheet in appendix 1)

e network planning documentation including timescales and network design (word processing document)
e inventory log (worksheet in appendix 1)

e security risk assessment (worksheet in appendix 1)
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Student evidence

Task 1(a)

Security recommendations for the implementation of business controls in the workplace
Introduction

As a business we have a responsibility to put in place controls to protect our networks and data from loss
(accidental or deliberate), theft or damage. To be effective in this we need to ensure that adequate controls are put
in place and best practice is that we should use a range of controls of different categories.

Categories of controls include:

e physical - any control which involves a physical action taking place or object in use (for example, locked doors,
ID badges, air gapping).

e administrative - any control that involves a procedure or process that may control behaviour to improve
security (for example, operating procedures, password policies or mandatory training)

We can also categorise controls based on how they operate:
e preventative — such as installing a keycard reader on the server room door to restrict access to the room.
e detective — such as CCTV cameras to identify who tries to gain access to the server room
e corrective — such as using logs to identify who has had access to areas
e deterrent — such as signs indicating that security measures are in place, such as the keycard or CCTV
e directive — such as the creation of policies around access and security
e compensating — such as having various backup policies in place to protect data rather than offsite duplicate
servers
e recovery — such as fallover servers off site in case of emergency onsite, whilst expensive this allows for quick
restoration

It is possible for controls to fit across multiple categories (for example, a CCTV camera would be an example of a
physical control that is both detective and deterrent).

A good security posture will include a mix of both physical and administrative controls and will also include
preventative, detective, corrective, deterrent, directive, compensating and recovery controls.

Recommendations

For our network it is recommended that we implement the following controls:
e locked server room

e CCTV cameras

e checking logs

e no entry signage in secure areas

e server rooms should be air conditioned

e password policy with password training

e server backups
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Operating the data systems

As well putting these security controls in place it is important that data is handled correctly and securely. This is
particularly the case with customer data and information as failure to do so could include a breach of the Data
Protection Act (DPA) 2018 which incorporates the General Data Protection Regulation (GDPR) into British law.

The DPA 2018 includes the following principles:

lawfulness, fairness, and transparency:

o all data collected must be done in a legal manner

purpose limitation:

o we can only use data how we have told the customer we will
data minimisation:

o we can only collect data we need

accuracy:

o where we hold data on a customer, we need to make sure it is up to date
storage limitation:

o we can only keep data for as long as we need it

integrity and confidentiality (security):

o all data needs to be kept secure

accountability:

o we need to keep records of the data we are keeping

Summary

To ensure that we meet our obligations under the DPA 2018 and to ensure that we protect our networks and data
(including company confidential data) adequately we need to implement a range of controls (administrative and
physical) across our network. The recommendation above will give a range of preventative, detective, corrective,
deterrent, directive, compensating and recovery controls that will maximise the protection our network has from a
wide range of potential attacks.

Task 1(b)

Network design

Client specification

Network should include:

1 server
100 client PCs
5 colour printers

switch

To meet this requirement, | am recommending that we install:
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e server:
o 1 server running Windows Server 2016
o for security the server should also include antivirus software
e client PCs:
o all client PCs should be installed with Windows 10 and joined to the server
o all client PCs should be installed with the following software:
= Office 365 (Word, Excel, PowerPoint and Outlook)
=  Adobe Acrobat
»=  antivirus software
e switches:
o we will need a managed switch to connect all devices to the network

e |P addressing:

o itis recommended that the network is configured using the following IP addressing scheme:

= network IP addressing:
e network: 192.168.0.0/24
o IP addresses:
= 192.168.0.1 server
= 192.168.0.10 to 14 printers
o  Windows computers:

= 192.168.0.100 to 199

Full details of network configuration can be seen by consulting the network configuration diagram at the foot of this

document.
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Network installation plan

The network installation should be completed with the following steps:

stage 1: physical infrastructure set-up:

o physical installation of switches and router firewall
o physical installation of cabling

stage 2: server installation:

o installation of server 2016 software

o configuration of server settings

o installation of Active Directory

o installation of security software

stage 3: set-up and configuration of client PCs:

o installation of Windows 10 on reference client PC

o installation of key software (office, Adobe Acrobat)
o preparing system ready for imaging

o imaging of PC

o adding image to installation server

o physical installation of client PCs (physical set up)
o PCs connected to installation server

o remote installation of client PCs
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Project completed.
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Network diagram

Printer pool

IP: 192.168.0.10
Subnet 255.255.255.0

0

IP: 192.168.0.11
Subnet 255.255.255.0

0

IP: 192.168.0.12
Subnet 255.255.255.0

0

IP: 192.168.0.13
Subnet 255.255.255.0

0

IP: 192.168.0.14
Subnet 255.255.255.0

Computer pool (100 Computers)
Computer name PC001 - PC0100
IP: Assigned by server via DHCP

il

LI
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Task 2: install and configure a small network
Time limit
11 hours
You can use this time how you want but all parts of task 2 must be completed within the time limit.
(56 marks)
Student instructions

The client has asked you to install a new small network, against a set of requirements. These devices can be either
virtual, physical or emulator.

All employees will use the computers centrally within head office, and any off-site employees will use a mobile
device (laptop, tablet or phone) to be able to work remotely via the approved remote working solution.

The computers need to be set up allowing the employees to email, write letters to suppliers, update financial
spreadsheets and create weekly presentations.

The computers will also need to access the internet and have instant messaging/video conferencing software such
as Skype, GoToMeeting or Teams on Microsoft office 365 installed. Employees will require access to project
management software in order to help them plan upcoming projects.

The client wants to ensure there is suitable software installed to mitigate any vulnerabilities to the system, including
suitable back up security controls in place.

The client has also asked you to create installation notes for the software installations that took place, in order to
support their staff responsible for IT. Your final task is therefore to create a useable document that briefs these
individuals on the set-up of your system.

You will have access to the following equipment:

e 3 computers with full administrator rights, or virtual/emulator machine and software

e internet

e operating system

e word processing, presentation and spreadsheet software

e email software

e instant messaging software

e project management software

e mobile device or emulator

e |P address allocations for task 2 in line with provider's own network IP addressing schema

e digital camera

2(a) You must install, configure and support a small-scale network which includes 3 workstations and one mobile
device via WiFi and evidence (you should reference the IP addressing schema allocated to you by your provider):
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e implementing physical network and network security measures to prevent the unauthorised access, misuse,
modification or denial of a computer, information system or data (CIA and IAAA)

¢ install Windows Server and create Active Directory
e software licence management (software install log within appendix 1)

Note: you will need to provide annotated screenshots for the processes you follow and the implementations you
make along with any key explanations for all decisions. As you carry out the various tasks, you will log all network
security measures that have been implemented along with any software installations that are planned and how
software licenses will be managed in the provided installation and configuration log (security risk assessment
and software install log worksheets in appendix 1).

(18 marks)
Evidence required for submission to NCFE

The following evidence should be submitted:

e annotated screenshots (if using virtual machines) or photographs (if using physical machines/devices)
showing the setup and successful implementation of the network and server/Active Directory install

2(b) Provide evidence of the following for the client:

¢ installing and setting up an operating system and antivirus software

e join computer to Active Directory domain

¢ installing and configuring application software suitable for the client

e implementing back up security controls

¢ install/update device drivers

Whilst waiting for the installation to take place, set-up and configure a WiFi mobile device for network connectivity:
¢ configure a mobile device to include device lock security measures, mobile locator application and back up

e carry out all necessary mobile device updates including anti-virus

Note: You will need to provide annotated screenshots/photographs for the processes you follow and any
implementations you make. This will include completing the software installation log (worksheet in appendix 1) and
explaining your justifications for your decisions. You will also need to show evidence of any drivers which require
installing, alongside taking screenshots of device manager. When updating any software/OS updates, you must
evidence that there are no further updates required on the system. The installation may take some time to
complete and therefore you should continue with task 2(c).

(22 marks)
Evidence required for submission to NCFE
The following evidence should be submitted:

e screenshots (if using virtual machines) or photographs (if using physical machines/devices) showing the setup
and successful implementation of software, device driver status and mobile device
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2(c) Review the installation and configuration notes and log (started in task 1) that report the following information
to the client, making sure it is up-to-date and correct:

o record of all operating system/software application installations and utilities, upgrades, uninstalls and any major
configuration changes

¢ identify and explain any vulnerabilities detected in the current system set-up/network

e recommend actions to mitigate any vulnerabilities found

Note: You will have been filling in the installation and configuration log as you have been completing the task. You
will need to review what you have done, ensure that all information contained is correct and also identify the
vulnerabilities and mitigations required.

Apply your communication skills appropriately, using standard English. Use accurate spelling, punctuation and
grammar. Consider your target audience.

(16 marks)

Evidence required for submission to NCFE
The following evidence should be submitted:

e annotated screenshots and/or photographs for the set-up and successful implementation of the network and
server/active directory install

e screenshots and/or photographs for the set-up and successful implementation of software, device driver status
and mobile device

e completed installation and configuration log (appendix 1)

Student evidence
Task 2(a)

Evidence for this task will include a series of either screenshots or photographs documenting the installation
process to show what | done. | have provided a descriptor for each key screenshot | would anticipate along with the
appropriate commentary. It is likely that these screenshots will have been taken of an installation of server software
such as Windows Server 2016.
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Installing Windows Server 2016

Screenshot:

td Windaws Setup

== Windows Server- 2016

[ELLNEL TSGR P glish (United States) -
Time and currency format: [[English (United Kingdom) -
LCTLLEIL NN EGLRE United Kingdom -

Enter your language and other preferences and click "MNext" to continue.

. All rights reserved.

e« | select the correct language to install (UK) after booting Windows.
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) ¢f) Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2016 Standard Evaluation x64 7/16/2016

b Standard Evaluation ( /2016
Windows Server 2016 Datacenter Evaluation 7/16/2016
Windows Server 2016 Datacenter Evaluation (Desktop Experie... 7/16/2016

Description:

This option is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
supported. For more details see "Windows Server Installation Options.”

1 Collecting information 2 Installing Windows

e | choose the correct version of Windows. | also select the desktop experience. Otherwise, it will be command
line only
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@ ¢f) Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
information over the internet, and uses it to help improve your installation,
upgrade, and user experience, and the quality and security of Microsoft
products and services. Consistent with these purposes, the information may
be associated with your organization. Windows Server 2016 has four (4)
information collection settings (Security, Basic, Enhanced, and Full), and uses
the "Enhanced” setting by default. This level includes information required
to: (i) run our antimalware and diagnostic and usage information
technologies; (ii) understand device quality, and application usage and
compatibility; and (iii) identify quality issues in the use and performance of
the aperating system and applications.

Collecting information 2 Installing Windows

e« | agree to the licence as this is mandatory
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@ ¢f) Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windo ith this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windo vith this option. If you want to
make changes to partitions and drives, start the computer using the installation dis
recommend backing up your files before you continue.

Help me decide

1 Collecting information 2 Installing Windows

e« | select custom so that | can choose the location to install to (below)
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@ ¢f) Windows Setup

Where do you want to install Windows?

MName Total size Free space | Type

e Drive 0 Unallocated Space 40.0 GB 40.0 GB

+4 Refresh A5 Delete # Format

[="%

% Load driver Extend

1 Collecting information 2 Installing Windows

e | select the install location. In this case, it’s the only disk
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¢f) Windows Setup

Installing Windows

Status

J Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates

Finishing up

1 Collecting information 2 Installing Windows

¢  Windows is now installing
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Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Finish

e | create an admin password for security

e These screenshots show me installing the server. Windows is now installed; | am prompted to set a password
for the main local administrator account for the server
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Screenshot:

e |login as administrator using the login and password previously set-up
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Recycle Bin

& Device Manager

File Action View Help
&= | | I

v & WIN-D5742HSEN2)
% Batteries
[ Computer
e Disk drives
54 Display adapters
- DVD/CD-ROM drives
) Human Interface Devices
2 Keyboards
@ Mice and other pointing devices
[ Monitors
¥ Metwork adapters
™ Print queues
I Processors
G Storage controllers
Em System devices

¢ | have checked device manager. All drivers for this server have been detected and installed
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Setting up network settings
Screenshots:

=

Server Manager * Dashboard @1V vonage  Toos

L& Metwork and Sharing Center

Dashboard & v /M ¥ e Networkand Internet » Network and Sharing Center v B Search Control Panel

B Local Server

ii All Servers

View your basic network information and set up connections
Control Panel Home

- View your active networks
HE File and Storag Change adapter settings

Change advanced sharing Network 2 Access type: Internet
settings Public network Connections: [ Ethernet

Change your networking settings

ﬁ. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information. Hide
See also
Internet Options
Windows Firewall
BPA results

e | open the network settings
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A @ | r Manage

Tools

v A &8 <« Network and Internet » Network and Sharing Center v O Search Control Panel
B Local Server Views vanr hacic netwark infarmatinn and eet 1in connections
- Control Panel Home -
BE All Servers 4 Ethernet Status b4
ii File and Storag Change adapter settings General
Change advanced sharing pe Internet
settings Connection jons: [0 Ethernet
IPv4 Connectivity: Internet
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:53:16
Speed: 10.0 Gbps up a router or access point.
Details...

hooting information.

Activity
Sent Received
Bytes: 1,117,401 12,026,368
& Properties & Disable Diagnose
- _ Close
See also
Internet Options
Windows Firewall
EPA results

Hide

e | can see the selected network properties, and there is no connection
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- @ | r Manage Tools View

v 4 & <« Network and Internet » Network and Sharing Center v 0 Search Control Panel R
I Local Server View vaunr hagic nebwark infarmation and <st 1un connections
- Control Panel Home A
ii File and Storag Change adapter settings { N
Change advanced sharing Networking ] Internet
settings c ) js: § Ethernet
d Internet Protocol Version 4 (TCP/IPv4) Properties *

General  Alternate Configuration

TH  You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator ccess point.
for the appropriate IP settings.
(®) Obtain an IP address automatically tion. Hide

(D) Use the following IP address:

[ 1]
[ - ]
. - ]

(®) Obtain DNS server address automatically

Ao Em e s

(O)Use the following DNS server addresses:

Internet Options

Windows Firewall Validate settings upon exit

G §1 o

¢ | have located the properties for the network adapter
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A @ | r Manage

Tools

v A &8 <« Network and Internet » Network and Sharing Center v O Search Control Panel

B Local Server Views vanr hazic netwaork infarmation and set un connections
= Control Panel Home .
BE All Servers -
— . & Ethernet Properties X
B File and Storag  Change adapter settings
Change advanced sharing Networking ] Internet
settings s: [ Ethernet

Connect using:

I? Microsoft Hyper-V Metwork Adapter

This connection uses the following items: .
a router or access point.

HJ_:CIient for Microsaoft Metworks -~
IE File and Printer Sharing for Microsoft Networks
Wl T3005 Packet Scheduler

vl
IR Intemet Protocol Version 4 (TCP/IPvd)

[ 4 Microsoft Network Adapter Multiplexor Protocol

oting information.

: Microsoft LLDP Protocol Driver

. Intemet Protocol Version & (TCP/IPvE) W

< >
Install... Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

See also

Internet Options 0K Cancel

Windows Firewall

BPA results

Hide

¢ These screenshots show me opening the properties for my network card and setting the IP address
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Screenshots

Server Manager * Dashboard

ar @ | r Manage Tools View Help

System Properties
Dashbc Computer Name  Hardware Advanced Remote

i Local S _
- L& Windows uses the following information to identify your computer
BE All Sery ~—  onthe network.

BE File ang Computer description:

For example: "l1S Production Server” or
"Accounting Server”.

Full computer name: WIN-DE742HBEN2Z)
‘Workgroup: WORKGROUP

To rename this computer or change its domain or

Ch
workgroup, click Change. sl

Cancel Aoy

Windows actrvation

System v O Search Control Panel 2

on about your computer

tandard Evaluation

oration. All rights am. Windows Server 2016

Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz
):  2.00 GE (0.98 GB usable)
64-bit Operating Systemn, x64-based processor
Mo Pen or Touch Input is available for this Display Hide

and workgroup settings

WIN-D5742HBENZ) ®) Change settings
WIN-D5T42HBENZ)

WORKGROUP

Windows is activated Read the Microsoft Software License Terms

Product ID: 00378-00000-00000-AAT39 & Change product key

See also

Security and Maintenance

BPA results

¢ | can now rename the PC so that it is can easily be known
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Server Manager * Dashboard

& @ | r Manage

Local 5S¢

i
#iF All Sery
g

File ang

Computer Name/Domain Changes

*

*You can change the name and the membership of thiz Eomputer

computer. Changes might affect access to network resources.

CompLter name:

| IN-D5742HBENZ]

Full computer name:

WIN-D5742HBENZ)

Mare... — |

Windows is activated Read the Microsoft Software License Terms

[ System v &

ion about your computer

standard Evaluation

soration. All rights

Search Control Panel 2

== Windows Server 2016

Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz

M) 2.00GE (0.2 GB usable)

64-bit Operating System, x64-based processor
Mo Pen or Touch Input is available for this Display

and workgroup settings
WIN-D5742HBENZ)
WIN-D3742HBEN2)

WORKGROUP

Product ID: 00378-00000-00000-AAT3S

Member of
() Domain:
(®) Workaroup:
|WORKGROUP
0K Cancel
OK Cancel
Windows activation
See also

Security and Maintenance

BPA results

Hide

®)Change settings

& Change product key

e |give it a new name
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Guide standard exemplification materials

Server Manager * Dashboard @1 F anage
Computer Name/Domain Changes % | System v @ Search Control Panel »
i Local (7]
- *You can change the name and the membership of this Eomputer |
B All Sery | computer. Changes might affect access to network resources. ion about your computer
ii File ang
CompLter name: standard Evaluation
|DCD1| | boration. All rights == Windows Server 2016
Full computer name:
DCO1
More... bnge..._| Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz
Member of Wi 2.00 GE (0.92 GB usable)
O Domain: 64-bit Operating System, x64-based processor
Me Pen or Touch Input is available for this Display Hide
(®) Workaroup: .
|‘.‘\|'OF{KGROUP and workgroup settings
WIN-D5742HBENZ) ®)Change settings
0K Cancel WIN-D3742HBEN2)
WORKGROUP

OK Cancel

Windows activation

Windows is activated Read the Microsoft Software License Terms
Product ID: 00378-00000-00000-AAT39 & Change product key
See also

Security and Maintenance

BPA results

Adding name

¢ The above 3 images show me opening the computer name settings and changing the computer name DC01
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Allocating server roles

Screenshot

[ Server Manager - X

Server Manager * Dashboard ( Manage Tools View  Help

5% Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

o Configure this local server

&§ File and Storage Services P

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW —
4 Create a server group
5 Connect this server to cloud services
Hide
LEARMN MORE
ROLES AND SERVER GROUPS
Roles: 1 Servergroups: 1 | Servers total: 1
= File and Storage =
[} . 9 1 8 Local Server 1
Services
@ Manageability @ Manageability
Events Al Events
Performance W Services
BPA results Performance
BPA results

e | now open Server Manager
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Server Manager * Dashboard @1 P Manage Tooks  View Help
%% Dashboard WELCOME TO SERVER MANAGER
B olocalSever |
ii All Servers = Add Roles and Features Wizard — O b4
¥E File and Storage Ser|
. . DESTINATION SERVER
Select installation type ocor
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

maching, or on an offline virtual hard disk (VHD).

(® Role-based or f based installati

Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | MNext = nsta Cancel

. | choose role-based installation to add the new roles as this is the easiest to use

. | can now set the roles for the server
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Screenshot:

- @ | r Manage  Tools

B olocalServer | [

BE All Servers = Add Roles and Features Wizard — O be

BE File and Storage Ser|

. . DESTINATION SERVER
Select destination server ocor
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type (®) Select a server from the server pool
(_) Select a virtual hard disk
Server Roles Server Pool
Filter: | || fee
MName IP Address Operating System
DCO1 192.168.0.1 Microsoft Windows Server 2016 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous | | MNext > nsta

e | choose this server as it is the only one in the list
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Screenshot:

- @ | r Manage  Tools

B olocalSever |
ii All Servers = Add Roles and Features Wizard — O be
L

File and Storage Ser|

DESTINATION SERVER

Select server roles scot

Defors You Bagin Select one or more roles to install on the selected server,

Installation Type Roles Description
[ Active Directory Certificate Services Dom.ain Name System .(DI‘\S) Ser\u'ler
Active Directory Domain Services provides name resolution for TCP/IP

[] Active Directory Federation Services networks. DNS Server is easier to
[] Active Directory Lightweight Directory Services manage when it is installed on the

[] Active Directory Rights Management Services SaME SErVer as Active Directory de

[] Device Health Attestation Domain Services. If you select the

DHCP Server Active Directory Domain Services

role, you can install and configure

_ _ [ Fax Server DNS Server and Active Directory
Confirmatien b [m] File and Storage Services (1 of 12 installed) Domain Services to wark together.

[] Host Guardian Service

[] Hyper-v

] MultiPoint Services

[ Metwork Policy and Access Services
[] Print and Document Services

[] Remate Access

[ Remate Desktop Services

[ Volume Activation Services

] Web Server (1IS)

] Windows Deployment Services

< Previous | | MNext > nsta Cancel

¢ | add the required features that | need to add, for example: Active Directory Domain Services, DHCP Server,
DNS Server
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Server Manager * Dashboard

Dashboard

]
Fg'. Add Roles and Features Wizard

o B =

Version: v2.0 19 June 2023 | Specimen

Local Server
All Servers
AD DS
DHCP

DNS

File and Storage Ser|

WELCOME TO SERVER MANAGER

Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on DCO1.

DESTINATION SERVER
DCo1

Active Directory Domain Services

Promote this server to a domain controller
DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
DINS Server
Group Policy Management
Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools

Additional steps are required to make this machine a domain controller.

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

These screenshots show the server roles of Active Directory, DNS, and DHCP
Once the server has added the new roles and rebooted | can set-up the DHCP

- @ | IVA Manage  Tools View Help

de
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Setting up DHCP

[ Server Manager - X

v @l FA Manage Tools
Active Directory Administrative Center

?i SERVERS Active Directory Domains and Trusts
-

All servers | 1 total Active Directory Module for Windows PowerShell

@ ¥ Server Manager » DHCP

Ii= Dashboard

B Local Server

Active Directory Sites and Services

i_ All Servers Fiter o Active Directory Users and Computers
AD DS Server Name  |Pvd Address Manageability Last Y ADSIEdi .
- Component Services
i 192.168.0.1  Online - Performance counters not started 03/01, Computer Management

e=m DNS Defragment and Optimize Drives

&§ File and Storage Services P DHCP
Disk Cleanup
DNS
Event Viewer

Group Policy Management
iSCSI Initiator
Local Security Policy

EVENTS Microsaft Azure Services
flievents||Hitota ODEC Data Sources (32-bit)
Fitier o - QODBC Data Sources (64-bit)
Performance Monitor
Print M. t
Server Name ID Severity Source Log D (UL I
Resource Monitor
Dot 10020 Waming Microsoft-Windows-DHCP-Server  System 03 Services
DCo1 1036 Error Microsaft-Windows-DHCP-Server  System (03 System Configuration
DCol 1035 Error Microsaft-Windows-DHCP-Server  System 03 Systemn Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Tl o

e From tools, | choose DHCP
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Server Manager * Dashboard @ | I'A T

I8 Dashboard WELCOME TO SERVER MANAGER

B olocalServer s

ii All Servers B2 DHCP Post-Install configuration wizard — O e
il ADDs

prce Description
DNS

File and Storage Ser| The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

o B =

Hide

TEVIOUS Mext » Commit || Cancel |

e Iclick continue to go to the next step
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Server Manager » DHCP - @) | Fp warcge Toos
% DHCP -

B Dash File Action View Help 8
58 Das -
- =@ = HE L
B Local

= ? DHCP Contents of DHCP Status Actions >,

i AlSY T = -
- g deon g dem DHCP -
iii ADD

More Actions »
78 DHCF o
£ DNS
g Filea

. | have now added DHCP
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Server Manager » DHCP - @) | Fp warcge Toos

@ DHep O X
—_— File = Action View Help
IE2 Dash S -
- @ e Display Statistics...
B Local
i_ AlS ?_ ol Mew Scope... Actions "
] c =
. v B MNew Multicast Scope... |Pvd -
Il AD D) v )
= Configure Failover... . . . More Actions
78 DHCF ) ) addresses assigned to computers requesting a dynamic P address,
® s Replicate Failover Scopes... nfigure a scope before dynamic IP addresses can be assigned. ated)
= -
ii File a Define User Classes... the Action menu, click Mew Scope.

Define Vendor Classes...
bout setting up a DHCP server, see online Help.
Reconcile All Scopes...
Set Predefined Options...
Refresh

Properties

Help

£ >

Show statistics for this server

¢ | now add a new scope to give out the addresses
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Digital Support, Assignment 1, Pass
Guide standard exemplification materials

Selecting new scope

Tools

Server Manager * DHCP

Manage

View Help

B Dashl File = Action View Help
] as e -
il_ |<EHE:>|J_H|D; El_rli|
0Cal
- ‘?z DHCP New Scope Wizard ctions
BE AllSq EI deoi s .
il ADD| v~ B IPv4 Welcome to the New Scope
= 3 Server Wizard More Actions
?! DHCH i Policie
4] 5 OE This wizard helps you set up a scope for distibuting IP
em DNS i ”:‘ 6F||ter5 addresses to computers on your network.
= . v
g File a To cortinue, click Next.
< Back Next > Cancel
£ >

e | runthe New Scope Wizard
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Tools

Server Manager * DHCP

Manage

View Help

File = Action View Help

IE¥ Dash| = — s -
- 9| n@EE .| HEE
1 Local [ )
_ % DHCP Mew Scope Wizard \ctions ¥,
B All Se = .
] v B d-CD:PM Scope Name . Pvd e
Ii! ADD v i . You have to provide an identifying scope name. You also have the option of providing M Acti
= -3 Server a description. ore Actions
18 DHCF S| Asco
| Policie You jated)
o N
em DNS Z ¥] Filters Type a name and description for this scope. This information helps you quickly identify
ii File a iy IPvE To ad how the scope is to be used on your network.
Form Name: |NBTW0|'k Scope
Description: |
T v
v
< Back Mext > Cancel
£ >

e | leave the default settings as these are OK to use
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Server Manager * DHCP Manage  Tools

—_— File = Action View Help
IE8 Dashl

= amEc Bm e
ca .
? DHCP Mew Scope Wizard lctions
v o de0l
EI i 1Pvd Lease Duration S v
. The lease duration specifies how long a client can use an P address from this scope. M .
3 Server ore Actions
Polici Asco
4 olicie Vou
¥ Filters . . . .
- Lease durations should typically be equal to the average time the computer is
@ IPvé To ad connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
For mi Likewise, for a stable network that consists mainly of desktop computers at fied
locations, longer lease durations are more appropriate.
Set the duration for scope leases when distributed by this server.
Limited to:
Days: Hours: Minutes:
=1 =) |
B [ om [ o
< Back Mext > Cancel
£ >

fated)

¢ |ladd alease time of 8 days, which is the normal length of time set
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Tools

Server Manager * DHCP

Manage

File = Action View Help

View Help

[FEDER — — 5 -
- 9| n@EE .| HEE
1 Local [ )
_ ? DHCP New Scope Wizard |ctions ”
BE AllSe g deor O |
[H] v 3 IPva IP Address Range o, [ -
i ADD o You define the scope address range by identifying a set of consecutive |P addresses. More Acti
= -3 Server ore Actions
18 DHCF Il Asco
| Policie You jated)
[4] = .
e=m DNS ’ 7] Filters Configuration settings for DHCF Server
= . @ IPvé To ad o
li File a Erterthe range of addresses that the scope distributes.
Form Start IP address: [ 192 168 0100
End IP address: | 192. 168 0 . 209
Configuration settings that propagate to DHCP Client
Length: ng
Subnet mask: 255,285 255 . 0 S -
v
< Back Mext > Cancel
£ >

¢ |l add a DHCP range for the addresses to give out.
e | add arange of addresses to use
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Server Manager * DHCP Manage

File = Action View Help

i Dashi \ 5~
e amEC BE g -
ca
ig DHCP . Mew Scope Wizard lctions v
v deot e
EI 2 Pvd Configure DHCP Options S T |
. ‘You have to configure the most common DHCP options before clients can use the More Acti »
o3 Server scope ore Actions
. - Asco :
J_- Policie You jated)
< 7| Filters When clients obtain an address, they are given DHCP options such as the IP
= IPvé To ad addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.
Form The settings you select here are forthis scope and ovemide settings configured in the
Server Options folder for this server.
Do you want to configure the DHCFP options for this scope now?
{* ¥es, | want to corfigure these options nowi
" Mo, | will configure these options later
5 -
e
< Back Next > Cancel
£ >

¢ | add options
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Server Manager * DHCP

Manage

Tools

%2 Dashi

File = Action

View Help

, &= xnFE 6 BE B
1 Local [ )
_ ? DHCP New Scope Wizard |ctions
W5 AISe Y 3 g Y
P v 5 Pve Router (Default Gateway) s S
i ADD o You can specify the routers, or default gateways, to be distributed by this scope. More Acti
= -3 Server ore Actions

18 DHCF = policel | Asco

4| Policie You
[4] = .
em DNS j, I-;,_ 6F||ter5 To ad To add an IP address for a router used by clients, enter the address below.
= . v oa
.i File a IP address:

Form) | . ] ]
1392.168.0.254
< Back Next > Cancel
£ >

fated)

¢ | setthe Gateway address. This is the router for connecting to the internet
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Server Manager * DHCP

Manage Tools

View Help

File = Action View Help

[FEDER — — 5 -
- 9| n@EE .| HEE
1 Local [ )
i' s ? DHCP - New Scope Wizard |ctions ”
u 8 v F d
] = Activate Scope S v o
il ADD vi® lP_M Clients can obtain address leases only f a scope is activated. M .
= -3 Server ore Actions
18 DHCF  poiiciel| A€o
| Policie You jated)
[4] = .
e= DNS - 7! Filters Do you want to activate this scope now?
= @ IPvé Toad
NE Filea {+ Nes, | want to activate this scope now:
Form " Mo, | will activate this scope later
T v
v
< Back Next > Cancel
£ >

Once the scope is made, | need to activate it so that it will give out address
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%2 Dashi

i Local

Server Manager * DHCP

File = Action

L L ARl =N

View Help

Manage

& E
[

i AllSe
il ADD
£ DNS
g Filea

S DHCP
v F deot
v 3 P
3 Server
| Policie
#| Filters

3 Ipve

Mew Scope Wizard

Completing the New Scope
Wizard

“ou have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failower for
the newly added scope by right clicking on the scope and
clicking on corfigure failover.

To close this wizard, click Finish.

< Back Cancel

Tools

View Help

ctions
Pud

More Actions

| click finish to complete installation
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Server Manager * DHCP Manage  Tools

—_— File = Action View Help
IE8 Dashl

- &= xnFE 6 BE B
1 Local [ )
_ ? DHCP New Scope Wizard |ctions
0E AllSe § 5 aemn
i v Gy IPva Domain Name and DNS Servers S v
il ADD . The Domain Mame System (DMNS) maps and translates domain names used by clients More Actions
7i DHCH _ﬂ Ser'fre.r A sco on your network .
4| Policie You
2 DNS ¥ Filters
= oo You can specify the parent domain you want the client computers on your network to use for
ii Eile 3 & IPvE To ad DNS name resolution.
Farm Parent domain:

To configure scope clients to use DNS servers on your network, enter the IP addresses for those

servers.

Server name: IP address:

192.168.01
< Back Next > Cancel
£ >

fated)

e | have set-up DHCP and activated it
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Setting up Active Directory

Screenshot:

[ Server Manager - X

@ ¥ Server Manager » DHCP

?- SERVERS | Post-deployment Configura... |
! All servers | 1 total TASKS ¥

iration required for Active Directory Domain

iEZ Dashboard

B Local Server

vices at DCO

BE All Servers Promote this server to a domain controller

1 -
Is! AD DS Server Name  |Pv4 Address  Manag: o Feature installation ows Activation

§ DHCP
DCo1 192.168.0.1 Online 3-00000-00000-AA739 (Activated)

g% DMS iguration required. Installation succe:

ii File and Storage Services P
Add Roles and Features

o Post-deployment Configuration

Configuration completed for DHCP Server at DCO1
EVENTS Task Details
All events | 3 total TASKS =
Filter b '_qj' hd ¥,
Server Name ID Severity Source Log Date and Time
DCol 10020 Warning Microsoft-Windows-DHCP-Server  System  03/01/2021 22:52:08
DCo1 1036 Error Microsaft-Windows-DHCP-Server System 03/01/2021 22:32:04
DCol 1035 Error Microsoft-Windows-DHCP-Server  System  03/01/2021 22:32:04

e« Iclicked on the yellow warning in server manager and selected promote this server to a domain controller
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[ Server Manager

@ ¥ Server Manager » DHCP

I8 Dashboard
i Local Server
All Servers
AD DS

8 DHCP

£ DNS

&E File and Storage Services P

= SERVERS |
?! All servers | 1 total

-
Server Name  |Pvd Address Managt o

Post-deployment Configura... |

nfiguration required for Active Directory Domain

ces at DCO1

Promote this server to a domain controller

Feature installation

Configuration required. Installation succeeded on
DCO1
Add Roles and Features

Post-deployment Configuration

Configuration completed for DHCP Server at DCO1

Task Details

TASKS -

fows Activation

>-00000-00000-AAT39 (Activated)

TASKS =

Dco1 192.168.0.1  Online
EVENTS
All events | 3 total
Filter L
Server Name ID Severity Source

DCo1 10020 Waming
Dot 1036 Ermror
DCo1 1035  Ermor

Microsoft-Windows-DHCP-Server  System
Microsoft-Windows-DHCP-Server  System
Microsoft-Windows-DHCP-Server  System

-
Log Date and Time

03/01/2021 22:52:08
03/01/2021 22:52:04
03/01/2021 22:52:04

Here we can see the progress of the new features we are installing on the server
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Screenshots:

Set domain options

=
@ *  Server Manager * DHCP @1 I'A Monage Tools View  Help
[& Active Directory Domain Services Configuration Wizard — O x
iE= Dashbg TASKS
i : : TARGET SERVER
I LocalS)  Deployment Configuration bcor .
i Al Sen :
Igl AD Ds Jeployment Configuration ) ion
{8 DHCP Select the deployment operation
& ® Add a domain controller to an existing domain
e= DNS () Add a new domain to an eisting forest
ii File ang O Add a new forest

Specify the domain information for this operation

Supply the credentials to perform this operation

<No credentials provided =

TASKS ¥

More about deployment configurations

Previous MNext > nsta Cancel

e | add a Deployment Configuration to this PC
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@ ¥ Server Manager » DHCP

- @ | IVA Manage Tools View Help

f Active Directory Domain Services Configuration Wizard
IEE Dashbd
i Local S
liF Al Seny
il ADDs
£ DNS
ii File ang

Deployment Configuration

Deployment Configuration

Select the deployment operation

Add a domain controller to an existing domain
Add a new domain to an existing forest
® Add a new forest

Specify the domain information for this operation

More about deployment configurations

Root domain name: viyDoma

— O *
TASKS -
TARGET SERVER
DCol v

ion

(000-AAT39 (Activated)

TASKS =

Cancel

o | keep the default settings. This will make a new forest that you need when this is the first server
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- @ | IVA Manage Tools

[z Active Directory Domain Services Configuration Wizard — O X
IEE Dashbg TASKS ¥
= : ~ N : TARGET SERVER
I Locals)  Domain Controller Options DCo1 S
Deployment Configuration . . ion
_ Selact functional level of the new forast and root domain
Domain Controller Options
DN Options Forest functional level: Windows Server 2016 & LT (i i)
NS Lplions
ii Eile and Additional Ootions Domain functional level: Windows Server 2016 L
Paths

Specify domain controller capabilities

/| Domain Name System (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssssnsess

TASKS =

Confirm password: sssssnsess

More about domain controller options

< Previous | | MNext = nsta Cancel

. | create a new domain
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- @ | IVA Manage Tools View Help

[z Active Directory Domain Services Configuration Wizard — O X
IEE Dashbg TASKS ¥
= syt . TARGET SERVER
I Locals)  Additional Options DCo1 S
BE All Seny
I§! AD DS Deployment Configuration . . . . ion
18 DHCP Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options
s . The NetBI0S domain name: MYDOMAIN e aicd)
e DNS O
ii File ang
TASKS ¥
A
< Previous | | Next > Insta

e« | setthe options for compatibility with other servers
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@ v Server Manager » DHCP @1 I'A Manage  Tools

[z Active Directory Domain Services Configuration Wizard — O X
iE% Dashbd TASKS ¥
= TARGET SERVER
I localS{ Pgths o1 :
B All Sery
Inl AD DS Deployment Configuration ) ) ) ion
ii DHCP Specify the location of the AD DS database, log files, and 5YSVOL

Domain Controller Options
o o Database folder: CAWindows\NTDS Izl 000-AAT39 (Activated)
e DNS DNS Options
ii File and Additional Ootions Log files folder: CAWindows\NTDS Izl
SYSVOL folder CAWindows\SYSVOL [=]

TASKS =

More about Active Directory paths

< Previous | | MNext = nsta Cancel

e |add DHCP to my domain
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- @ | IVA Manage Tools

[z Active Directory Domain Services Configuration Wizard — O X
iE% Dashbg TASKS ¥
= . " TARGET SERVER
B Llocals) Review Options DCo1 v

Deployment Configuration Review your selections: ion

(000-AAT39 (Activated)

Domain Controller Cptions Configure this server as the first Active Directory domain controller in a new forest.

DN3 Options The new domain name is "MyDomain.local®. This is also the name of the new forest.

EE File ang Additional Options The NetBIOS name of the domain: MYDOMAIN

Paths

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DNS Server: Yes TASKS ¥
Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

< Previous | | MNext = nsta Cancel

e | setthe location of the log files
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@ ¥ Server Manager » DHCP

- @ | IVA Manage Tools View Help

[z Active Directory Domain Services Configuration Wizard

IEE Dashbd
i Local S
liF Al Seny
il ADDs

8 DHCP

£ DNS

Installation

Progress
Starting

» ) View detailed operation results

[}

TASKS -

TARGET SERVER
DCol v

ion

(000-AAT39 (Activated)

ii File ang

-
Wi

ows Server 2016 domain controllers have a default for the security setting named
v cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://

go.microsoft.com/fwlink/?Linkld=104751).

Installation

More about installation options

TASKS =

Here we see a warning about the compatibility level and the need to change it if you have older servers in your
network.
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- @ | IVA Manage Tools View Help

[z Active Directory Domain Services Configuration Wizard — O X
IEE Dashbg TASKS ¥
= ) L ) TARGET SERVER
B LocalS|  Prerequisites Check DCo1 S
| Q All prerequisite checks passed successfully, Click ‘Install’ to begin installation. Show mare » | ion
Deployment Configuration . ) . . o ) - P
Prerequisites need to be validated before Active Directory Domain Services is installed on this 000-AAT39 (Activated)

Domain Controller Options computer

EE File ang DNS Options Rerun prerequisites check
Additional Cptions
Paths @ View results

1

‘Windows Server 2016 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

! Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the v
domain "MyDomain.local®, Otherwise, no action is required.

TASKS =

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Mext > Install | | Cancel

o | follow the Active Directory domain service (ADDS) configuration wizard calling my network MyDomain.Local
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Screenshot:

MYDOMAIN
VAdministrator

£ MYDOMAIN\Adm...

R Other user

e | now login to the domain as an administrator
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Screenshots:

Active Directory is now installed

[ Server Manager - X

-@1 F

Active Directory Administrative Center
& PROPERTIES Active Directory Domains and Trusts
Dashboard . For DCO1 Active Directory Module for Windows PowerShell

i Local Server ocol Active Directory Sites and Services
C

- CompUteypame Active Directory Users and Computers
B& All Servers Domain MyDomain.local 2 2
ADSI Edit

i§i ADDs

Manage

@ ¥ Server Manager * Local Server

Component Services

18 DHcp
- Computer Management
em DNS Windows Firewall Domain: On Defragment and Optimize Drives
ii File and Storage Services b Remote management Enabled DHCP

Remote Desktop Disabled Disk Cleanup

NIC Teaming Disabled

TR DNS
Ethernet 92.168.0.1, |1Pv6 enabled
Event Viewer

Group Policy Management

iSCSI Initiator
Microsoft Windows Server 2016 Standard Evalu Local Security Policy

Hardware information Microsoft Corporation Virtual Machine Microsoft Azure Services

CODBC Data Sources (32-bit)
QODBC Data Sources (64-bit)
Performance Monitor

Print Management

EVENTS

All events | 68 total Resource Monitor

Services
Filter L N System Configuration
System Information
Server Name ID Severity Source Task Scheduler
Wind Fi Il with Adv, d Securi
Dot 1014 Warning Microsoft-Windows-DNS Client Events indaws Firewall with Advanced Security
. . ) ) Windows Memory Diagnostic
DCo1 1014 Warning Microsoft-Windows-DNS Client Events
Windows PowerShell
DCo1 1129 Error Microsoft-Windows-GroupPolicy

om Tyl ds )

. | can now add a new user
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Manage

Tools

TASKS -

Never

iE% Dashboa| ; New Object - User e
.;_3 Createin:  MyDomain local/Users
4 on
ccount for ad...
First name: |Dan | Initials: | | s in this group c...
Last name: |Tr\:|ke | softh?sgroup
- ) s of this group t...
.i hileandij Full name: |Dan Troke | count manage...
s in this group c...
User logon name: = who have ad...
|dtroke | @MyDomain local w s who have vie..
ministrators Gro...
User logon name (pre-Windows 2000): hts who are per...
|MYDOMA|N\ ||dtr0ke | ed administrato...
tations and ser...
in controllers i...
< Back Next > Cancel | finguests
in users
%Enterprise A... Security Group.. Designated administrato...
%Enterprise K. Security Group.. Members of this group ..
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group... Members in this group c...
g.;Guest User Built-in account for gue...
< > || 82 Key Admins __ Security Group... Members of this aroup ...

Download u

Never

Real-Time Py
Settings
pfiguration On
(UTC+00:00)
00378-00004

Intel(R) Core|
141 GB

39.45 GB

TASKS ¥

Server Name  ID Severity

Dcol
DCol
DCol

1014 Warning
1014 Warning
1129 Error

Source

Microsoft-Windows-DNS Client Events
Microsoft-Windows-DNS Client Events

Microsoft-Windows-GroupPolicy

Date a"d'Time

/01/2021 00:59:35
/01/2021 00:54:40
/01/2021 00:54:21

. | can now add new user details
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- @ | r Manage Tools

T Dashboal ; New Object - User X TASKS
B Local Se
4 Never
— ; Createin:  MyDomain local/Users Download u
= € on o ' -
Never
ccount for ad...
™ ‘When you click Finish, the following object will be created: s in this group c.
Full name: Dan Troke s of this group . Real-Time Ps
- s of this group t... .
Ii File and § User logon name: dtroke @MyDomain local Settings

count manage... - .
9 pfiguration On

(UTC+00:00)
00378-0000

s in this group c...
s who have ad...
s who have vie..
ministrators Gro...
nts who are per...

ed administrato...

. Intel(R) Core|
tations and ser...
. . 134 GB
in controllers i...
_ : . + 39.45 GB
<B o | fmovess
in users
%Enterprise A... Security Group.. Designated administrato...
% Enterprise K.. Security Group.. Members of this group .
% Enterprise R... Security Group... Members of this group ...
%Group Polic... Security Group... Members in this group c... TASKS ¥
g.;Guest User Built-in account for gue...
S > || 8% Kev Admins _ Security Group... Members of this aroup .. v v,
Server Name  ID Severity Source Log Date a"d'Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy System /01/2021 00:54:21

e Iclick finish to add/create the object
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- @ | r Manage Tools

o B =

Dashboa

All Serve
AD DS
DHCP
DNS

File and

] Active Directory Users and Computers

. . ) TASKS =
File Action View Help
P p— = S ~ 2 Bl &
e @ B0 XE &= H i TE%® Never
] Active Directory Users and Com|| jame Type Description Download u
- i Never
- :V;d Qu.erlles | E)Administrator User Built-in account for ad..
e _.)er_'lrl_am' o %Allowed RO... Security Group.. Members in this group c...
- CUI " " %Cer‘t Publish... Security Group... Members of this group ... Real-Time P4
| Computers . ) eal-
57 Domain Controllers %Cloneable D.. Security Group... Members of this group t... Settings

| ForeignSecurityPrincipalf
| Managed Service Accour
| Users

% Dan Troke User

8.;DefauItAcco... User

%Denied ROD... Security Group...
2 DHCP Admi... Security Group..
%DHCP Users  Security Group...
%DnsAdmins Security Group...
%DnsUpdateP... Security Group...
%Domain Ad... Security Group...
%Domain Co.. Security Group...
%Domain Con.. Security Group...
%Domain Gue... Security Group...
%Domain Users Security Group...
%Enterprise A.. Security Group..
%Enterprise K. Security Group...
%Enterprise R... Security Group...
%Group Polic...  Security Group...
2, Guest User

A user account manage...
Members in this group c...
Members who have ad...
Members who have vie...
DMS Administrators Gro...
DNS clients who are per...
Designated administrato...
All workstations and ser...
All domain controllers i...
All domain guests

All domain users
Designated administrato...
Members of this group ...
Members of this group ...
Members in this group c...

Built-in account for que...

figuration On
(UTC+00:00)
00378-00004

Intel(R) Core|
1.34 GB

39.45 GB

TASKS ¥

Server Name  ID Severity Source

Dcol
DCol
DCol

1014 Warning Microsoft-Windows-DNS Client Events

1014 Warning Microsoft-Windows-DNS Client Events

1129 Error

Microsoft-Windows-GroupPolicy

Date a"d'Time

/01/2021 00:59:35
/01/2021 00:54:40
/01/2021 00:54:21

The new user is now added to the Active Directory of Users and Computers
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- @ | r Manage Tools

Select Groups

Select this object type:

From this location:

Enter the object names to select (mamplez):

g Fileand § Domain Admins Check Names
unt manage...
n this group c...
ho have ad...
Advanced... e ho have vie...

|Gmup5 or Built-n security principals | Object Types...

|I‘vh'Domain.IocaI | Locations...

TASKS -

Never

ount for ad...

f this group ...

< > || & Guest User

B2 DnsAdmins  Security Group...
%DnsUpdateP... Security Group...
%Domain Ad... Security Group...
%Domain Co.. Security Group...
%Domain Con.. Security Group...
%Domain Gue... Security Group...
%Domain Users Security Group...
%Enterprise A.. Security Group..
%Enterprise K. Security Group...
%Enterprise R... Security Group...
%Group Polic...  Security Group...

DMS Administrators Gro...
DNS clients who are per...

Designated administrato...

All workstations and ser...
All domain controllers i...
All domain guests

All domain users

Designated administrato...

Members of this group ...
Members of this group ...

Members in this group c...

Built-in account for que...

n this group c...

f this group t...

Download u

Never

Real-Time Py
Settings
pfiguration On
(UTC+00:00)
00378-00004

Intel(R) Core|
1.34 GB

39.45 GB

TASKS ¥

Server Name  ID Severity Source

DCo1 1014 Warning Microsoft-Windows-DNS Client Events
DCo1 1014 Warning Microsoft-Windows-DNS Client Events
DCo1 1129 Error Microsoft-Windows-GroupPolicy

Date a"d'Time

/01/2021 00:59:35
/01/2021 00:54:40
/01/2021 00:54:21

e | can add new user to the group that best suits their job
¢ The screenshots above show me accessing Active Directory and creating a user account called dtroke and

making it a domain admin
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Installing security software

Screenshots:

— X
e https://www.avira.com/en/start-download/product/2262/-112e2 2 ~ @ ¢ Download Avira Free Securi... =

Avira

First step successfully completed!

You should now have the downloaded file. Now, all you
need is to open and install it!

Download Run program Install

Your download hasn't started?
Try again now

_Back to the previous page

The avira_en_sptll__phpws-spotlight-release.exe download has completed. Run Open folder View downloads

01:35
04/01/2021 Ez

b T e

e« | browse for the website and choose to use Avira. Here | download the programme
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e https:/fwww.avira.com,/en/start-download/product/2262/-112¢2 O ~ @ & Download Avira Free Securi...

& Avira

K

Welcome to Avira

« After the download is complete, | agree to the terms and install it
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@& Avira Free Security

Great! You are all set

Let's run your first smart scan

Smart scan

e Once installed, | can run a Smart scan
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Bost match

/7 Check for updates

System settings

@', Manage Help Settings

Apps
& Settings

Sattings

2 Windows Update settings

D Recovery options

@ View installed updates
 Advanced Windows Update options

7 Update device drivers

5 8

updatel

o3 View update history |L|i-

‘ Search Control Panel P ’

(—J v 1 |¥% « All Control Panel ltems » Windows Update » View update history v ¢

File Edit View Tools Help

Review your update history

Check the Status column to ensure all important updates were successful. To remove an update, see Installed Updates.

Troubleshoot problems with installing updates

Name Status Importance Date installed |~
Security Update for Windows Server 2012 R2 (KB3003743) Succeeded Important 11/13/2014
Security Update for Windows Server 2012 R2 (KB2992611) Succeeded Impertant 11/13/2014 =
Security Update for Windows Server 2012 R2 (KB3005607) Succeeded Important 11/13/2014
Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 (KB3003057) Succeeded Important 11/13/2014
Update for Windows Server 2012 R2 (KB3008188) Succeeded Important 11/13/2014
Security Update for Windows Server 2012 R2 (KB2920189) Succeeded Important 11/13/2014
Update for Windows Server 2012 R2 (KB3008627) Succeeded Recommended 11/13/2014
Security Update for Windows Server 2012 R2 (KB3005607) Failed Important 11/12/2014
Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 (KB3003057) Failed Important 11/12/2014
Update for Windows Server 2012 R2 (KB3008188) Failed Impertant 11/12/2014
Security Update for Windows Server 2012 R2 (KB2920189) Failed Important 11/12/2014
Security Update for Windows Server 2012 R2 (KB3002885) Succeeded Important 11/12/2014
Security Update for Windows Server 2012 R2 (KB3006226) Succeeded Important 11/12/2014
Security Update for Microsoft .NET Framework 4.5.1 and 4.5.2 on Windows 8.1 and Windows Server 2012 R2 ... Succeeded Important 11/12/2014
Security Update for Windows Server 2012 R2 (KB3003743) Failed Important 11/12/2014
Security Update for Windows Server 2012 R2 (KB2992611) Failed Important 11/12/2014 b

e | now check for Windows updates
e Antivirus is installed and Windows is up to date
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Task 2(b)
Installation of client PC

Screenshots:

t4 Windows Setup

o= Windows'

Language to install: English (United Kingdam) -
G EEL LR EtR STl English (United Kingdom) -
Keyboard or input method: ([INTEREEEER -

Enter your language and other preferences and click "Mext" to continue.

. All rights reserved.

e | select the correct language for the UK
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tid Windows Setup

o= Windows

Install now

Repair your computer

ion. All rights reserved.

. | click install
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) ¢f) Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email that you received after buying a digital copy of Windows, or on a label inside the box that
Windows came in.

The product key looks like this: K- KK - RO K- K00

If you're reinstalling Windows, selectI don't have a product key. Your copy of Windows will be
automnatically activated later.

Privacy statement Idon't have a product key

1 Collecting information 2 Installing Windows

¢ | add the license number as proof of license
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e

Q ¢f) Windows Setup

Select the operating system you want to install

Operating system Architecture Date medified
Windows 10 Home x4 19/11/2020
Windows 10 Home N 64 19,/11,/2020
Windows 10 Home Single Language x4 19/11/2020
Windows 10 Education x4 19/11,/2020
Windows 10 Education N 64

Windows 10 Pro

Windows 10 Pro N

Description:
Windows 10 Pro

1 Collecting information 2 Installing Windows

e select the correct version of Windows necessary. | am going to install Pro as this is a corporate machine
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e

Q ¢f) Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings and applications
The files, settings and applications are moved to Windoy ith this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings and applications aren't moved to Windows with this option. If y
make changes to partitions and drives, start the computer using the installation disc
recommend backing up your files before you continue.

1 Collecting information 2 Installing Wi

e | use acustom install as this will keep the old data if there is any and let me choose more options

Version: v2.0 19 June 2023 | Specimen 73 of 105



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Pass
Guide standard exemplification materials

e

Q ¢f) Windows Setup

Where do you want to install Windows?

Mame Total size Free space  Type

;/ Drive 0 Unallocated Space 250 GB 250 GB

+4 Refresh A5 Delete # Format

[="%

Load driver Extend

1 Collecting information 2 Installing Windows

e« | select the disk | wish to use. As there is only one disk, this is selected by default. | choose it
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¢f) Windows Setup

Installing Windows

Status

/' Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates

Getting finished

1 Collecting information 2 Installing Windows

e these screenshots show me installing Windows 10 onto the client computer

Version: v2.0 19 June 2023 | Specimen 75 of 105



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Pass
Guide standard exemplification materials

Screenshots:

s this the right keyboard layout?

If you also use another keyboard layout, you can add that next.

Canadian Multilingual Standard

English (India)

Irish

Scottish Gaelic

United States-Dvorak

United States-Dwvorak for left hand

e« | select the correct keyboard for use in the UK
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Let's add your account

Access your apps, files and services across your devices with your Microsoft account.

Create account

Privacy & Cookies Terms of Use

. | add a local account for Microsoft
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Whao's going to use this PC?

What name do you want to use?

Or, even better, use an online account

e These screenshots show me performing the initial set-up for first use of Windows 10
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Screenshot:

Browse the web with Microsoft Edge

The new browser recommended by
Microsoft for your PC

Get started Maybe later

AR Type here to search

e | have now logged into Windows 10 for the first time
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Checking device drivers

Screenshots:

& Device Manager
File Action View Help
L AReall 7 N e

v b DESKTOP-UR21v4D

> 3 Batteries

> & Computer
Disk drives
Display adaptors
DVD/CD-ROM drives
Hurnan Interface Devices

Keyboards

Mice and other pointing devices
Meonitors

Metwork adapters

Print queues

Processors

Software devices

Storage controllers

>
>
>
>
>
>
>
?
>
>
>
>
>

FéemOnmile [ 3ol

System devices

£ Type here to search

. | check all drivers are installed
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Network configuration/domain joining

Screenshots:

settos e e — " e o x
About
Your PC is monitored and protected Related settings
BitLocker settings
System ® Virus & Threat Protection
© Firewsll & Netwerk Protection "
o Display © App & browser contiol
® Account protection
o Souna
© Device security m
L3 Notifcations & actions See details in Windows Securky
D Focus assist
@ Powerd sleep Device specifications
= stonge
Device name
@ Tablet mode Erocessor
Hf Multitasking Installed RAM
§ Device 1D ) 0-4E0C-A
& Projecting to this PC prouct 10
ae! S A Systemype  4-bit ope
G st Pen and touch an or 1 this displa
@ Clipboard

Fename this PC

5 Remote Deskiop

@ About

| Windows specifications
diton Nindows 10 Pro
Version
nstaled on
05 buikd

Change

Read th

e | open settings
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Settings
@ Home About
[ Find a setting : Your PC is monitored and protected. Related settings
BitLocker settings
== @ Virus & Threat Protection
System info
© Firewall & Network Protection
O Display @ App & browser control Computer Name/Domain Changes X B
Have a question?
° Account protection 'You can change the name and the membership of this pomputer a
i) Sound ‘computer. Cranges might affect access to nefwork resources.
© Device security Finding out how many cores my
processor has
Natifications & actions See details in Windows Security e by
eprrter
D Focus assist Fulcompuie e
Mdprreer
- ) -
O Power &sleep Device specifications Moe | B
Member of
= Storage (®) Domain:
. N MyDoman local
Device name 3dprinter
L3 Tablet mode Processor X 5 . OWohgoee:
WORKGROUP
Ht Mutitask
=y L Y Installed RAM
- o] [ coen
Device ID
&7 Projecting to this PC
Product ID oK e
. System type g
Shared experiences .
Penand touch  No pen or touch ing
Clipboard

Rename this PC

| 3¢ Remote Desktop

® About . . .
I Windows specifications
Edition 0Pro
Version
Installed on
0 build

Change product key or upgrade your edition of Windows

Read the Microsoft Services Agreement that applies 1o our services

4 K35 ControlPanel > All Control Panel tems > System vio Seaich Control Pane
Control Panel Home . i . °
View basic information about your computer
0 Device Manager Windows edition
§ Remote settings Windowes 10Pro
G System protection € 2019 Microsoft Corporation. All rights reserved.
& Advanced oystem setfings System Properties X
System =
Computer Nama  Horgware Advanced | System Proection  Remote
Manufacturer Hewlett-Packard
Processor: Intel(R) Core{TW) 7CPU 950 @ 3.20GHz 3,19 GHz Wy Widons uses th fllning infomaton {0 ideiy your computer
‘on the network.
Installed memory (RAM): 12,0 GE (8,00 GE usasle)
Sstem type 4.t Cperating Systm, xi-based processor Corwsdmsctoion [ ]
Pen and Touch: NoPen or Touch Input s available for this Display For example. "Kichen Corrpuer” o Marys
Compater’

Full computerrame:  ddprmter
Hewlett-Packard support

Workgroup: WORKGROUP
Phone number; 1-B00-474-6836 (1-800- HP-Iwvent)
Suppert hours: I the United States, 24 hours a day, 7 days a week To use & wizard o o  domain of wokgroup. ik | ek 1D,
Network D.
Website: Online suppert
To rename this compuder or change i domain or
Compu domain, and workgioup sett Chan
omputer name, domain, and workgroup settings 1o e e ot o
Computer name: 3dprinter &Change settings
Full computer name: 3dprinter

Computer description:
Workgroup: WORKGROUP

Windows activation

Windowssactivated Read the Miciosft e Lcens T | I

Product ID: 00331-20300-44403-AA391

GChange product key

ty and Maintenance

e here | am joining the Domain | created above
e | have joined the MyDomain.local, using the domain admin account dtroke when prompted
e after joining the domain, the computer has rebooted, and | can now log in with the dtroke account
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Security and installation of antivirus software

Screenshots:

For which platform?

forwindows 10 || windows 7 windows 8

AVG Antivirus for Windows - AVG Free Download

hitps /vy avg com/treelantivirus -

AVG™ Free Antivirus 100% Free Antivirus

o | browse for antivirus software on the web

Screenshots:

AVG AntiVirus FREE

Powesful protection and performance for your PC and beyond

Buy now
Free download Sl

FallInterme Securty

e | select the free download
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() Thank

Your do

e | download the installer

You're protected

Antivirus software is now installed
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L) q] W AG | Thank you for dor X
« O @

What 00 you want 1o do with avg,antivirus free setup exe (254 K812
From: bitsavednnet

e Antivirus software is now installed ‘Thank you’ message from AVG

No browser threats found

. | run a virus scan to check for viruses
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Screenshots:

Setings A

- =
@ Home Windows Update
EEr—
Vour devics il resart outside: of active hours. Looing for info on the atest

Update  Socurity updates?

2070-1 Curmusative Upstate Previen: or NET Framencr 1.5 and 41 far Wi 10'Versin 1909 far 154 (GG4S6676] Loarn more

Sttus:Pencing restzrt
T windows Upate

Restartnow Relited links
. Deiivery Optimization o
¥ Windows Soaurity Adjust active hours to reduce disruptions O bui info
G ey W noticed yeu reguiarly use your device betuveen %00 Pl and 5:00 AM. Would yo ke Windavs to automatically

Update your actve hours 10 match your ity W o't restartfor updates during ths .
2 Troudleshoot E—
A Reavey

(@) Pousc uociaies for 7 ogs
9 Acivation st rnced cgtons o change e peuse o
& Find iy devie: o
T For cesetopers
Windows Insicer Program

3 Aabvanced optis
R

@ Home Windows Update
s chickeet Tody, 15 AM Loosing forinfo o th lstest
Undate & Security. updates?
2020-1 Cumulaive Update Preview for NET Famewark 1.5 and 45 fer Windows 10 Uerseen 1239 for i (KA536378) earn more:
Status:Downleading - 0%
| & Windows Update
Retated links
Adjust active hours to reduce disruptions
& Deivery Gptmaanan j P! P
We noticed you regulary use your Gevice biebween 300 P and S0 A Would you ke Windows to automatcally
® Wincous ey ot et ot ta s yor acoi ates g s e 5 wiktinio
T o Tuman
Troubleshoot
7 @ Pase updates for 7 days.
2 Recoery
(EG Change active hours
ctvation Care "
& Find my deviee
B roreweiopers

18 Windows nsider Program

e | check for Windows updates
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Configuring backups

Screenshots:
@ Home Backup
T Choose the right backup option for
e Back up using File Histuly e e bk v

othe
cleted.
C Windows Update

40 add adrive

1 Delivery Optimization L b ackup op
More opt

S Windows Security Select a drive
Locking Have a question?

n Media (M

| 7 sacwp fyou creat] <30 ag, _]_” e R Mapping a network

& Troubleshoot

2 Recovery

@ Activation

& Find my device

W For developers

& windows Insder Program

Backup

Choose the right backup option for
you
Back up using File History

Update & Security

8ack up your 1 another drive and restore th riginal
vrant you

 Windows Update

L Adda drive

£ Delivery Optimization

More options

Windows Security .
Looking for an older backup? Have 2 question

Backup backy the Windows T Backup and Restc Mapping a network driv

il work in Wind
Backup and Restore (Windows 7

S )

Troubleshoot

Recavery

Activation

Find my device

For developers

Iy = > ® b %

Windows Insider Program

Client software

The following software was requested for installation:
o Office software

e project management software

e instant messaging client software

As per the network installation specification, | will install Microsoft Office 2019 which included Microsoft Project and
Microsoft Teams.
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Screenshots:

Setting up email

O Office 365 Login| Microsoft 0% % LA - B8 %
C @ o x B b
(D) we use cookies to improve your experience cn cur webites and for advertising. Puacy Stat Accept all Manage cookies
8% Microsoft |  Office  procuts +  nascurce Tompate pport  Myaccount | Buy now ™

Welcome to Office

Your place \municate, collaborate, and get g

Sign up for the free version of Office >

Sign in to use your favorite productivity apps from any device

SR EaEs

OneNate Onedrive

e 1 go to the Microsoft website

.
B x| +

O Micromt Ottce Hame % 0w >
C & portaloéheacom/account o Bl

My account

R Mysccours ¥ Office apps & devices B subscriptions

Verdy what procucts and Icereses you have.

ik apps & dindees View sulseriptions

Q Security & privacy

justimporant privacy Apps with access data: 16

& App permissions

Manage sweurity & peivacy Change app permissions

e | search for what | need and set up the email
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Screenshots:

N ol nl 7z
e ek s o
+ New mail Focused  Other L v
» 3 Jernamry 202
£ Accounts izl e
S
Sur by vewl luaval is still fve Sun 0201

The teals dor't stoy Yiew vl orlive | Urs

U1 Sevaang NIt

° Forhane
[ wentieegany anstes an upss my
st 3 foew porhanee feam A weny staano.. =aorl
° Iz
sern Sur MNea Fuar Deele e UVE 10101
Sarew BIG on TVL, Nevtears gnd mvclninoe Vi

Ixdrted

<1 Deacsaber N0

Mo

° MLON
lapy 2zl o0ees wakh cur g 2ol Bess s ey
Start Y2 rar ks icw emalanhing | Hrsal

20 Cuvernber 2020

FuLuen
Dual lruse pust-Xnnge Lioss it s deels Mon 22002
Do Juddy are ol o Viesy @il online | Uy

¢ | have set the customer email up on the client PC using the provided email configuration settings. The
screenshots show | can now send and receive email
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Mobile phone set-up

Connecting to wireless network
Photos:

e | open settings and scan for the company network | want
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| select the network and add the password
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| join the mobile phone to the office network
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Implementing screen lock, fingerprint and Find My Phone

Photos:

02Uk il Rao

Settings

Q Search

© D

o
@
Q0

e

e | open settings and go to security
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Bluetooth

Mobile network

More connections
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Sounds & vibration

Notifications
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Fingerprint ID

Face Recognition

Lock screen password

Smart Lock

e | select password for the type of security
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 R5% E= 0407

Confirm PIN

e ©¢ ¢ ¢ o O

Try not to forget your PIN. There is no way to
recover it if you do.

e | create a password/pin number for security
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Add fingerprint

PIN set for unlock. Add a fingerprint as
well?

CANCEL

e To improve security of the mobile device | have added a screen lock with a PIN number of 8330
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Photos:

0418 &8 &

& find my phone

Google Find My Device
@ Google LLC

4.4% 100M+

867K reviews Downloads

Helps you easily locate
a lost Androsd device

Find, ring, lock and erase any lost Android device

ads - Related to your search

ov

"PHONE
LOCATOR

e | search the app store and open Find My Phone
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Find My Device

by Google Play Protect

Dan Troke
danstroke@googlemail.com

Continue as Dan

or

Sign in as guest

1] @)

. | install it
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danstroke@googlemail.com
Google password

Forgotten password?

] pon't ask again
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Huawei P30 lite

Contacting device...

n-\ Dlaw Cacimad

e | can see my mobile phone’s location
e In case of loss or theft of the mobile phone, | have added the Find My Phone app to help
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Task 2(c) (see Appendix 1 - Workbook - DSS-007-01 Assignment 1 pass)
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Examiner commentary

The student has achieved the required standard for the following reasons:

This project overall meets the requirement of the brief, however, did not fully provide all of the details that could
have been included.

there was a basic business understanding taking into consideration legislation such as GDPR

the student has taken basic health and safety and security considerations such as signs to prevent access to
dangerous areas, but they could have done more to identify risks and mitigate them

where practical tasks are part of the assignment, they have achieved the required outcomes of the task
(installing Windows server, setting up Active Directory, installing Windows 10) but has not looked deeper. This
is seen in the document by specifying a 100+ port server and not considering internet access as it is not
explicitly requested

where commentary is given it is generalised and does not use many technical terms. They demonstrate
general understanding of concepts but have not shown detailed knowledge of the technical terminology used
in the sector

where technical understanding of concepts is required, some detail is seen (for instance when looking at IP
addressing the student has identified appropriate IP addresses but not considered subnet mask)
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Grade descriptors

The performance outcomes form the basis of the overall grading descriptors for pass and distinction grades.

These grading descriptors have been developed to reflect the appropriate level of demand for students of other
level 3 qualifications, the threshold competence requirements of the role and have been validated with employers
within the sector to describe achievement appropriate to the role.

Grade Demonstration of attainment

Pass The evidence showing installations and setup is logical and displays sufficient knowledge in
response to the demands of the brief.

The student makes some use of relevant knowledge and understanding of setting up systems
and demonstrates an adequate understanding of perspectives or approaches associated
with industry standards in digital support services roles.

The student makes adequate use of facts/theories/approaches/concepts and attempts to
demonstrate breadth and depth of knowledge and understanding in their configurations.

The student is able to identify some information from appropriate sources and apply the
appropriate information/appraise relevancy of information and can combine information to make
decisions.

The student makes sufficient judgements/takes appropriate action/seeks clarification with
guidance and is able to make adequate progress towards prioritising and solving non-routine
problems in real life situations.

The student attempts to demonstrate skills and knowledge of the relevant concepts and
techniques to plan, install, configure and test software systems and generally applies this across
different contexts.

The student shows adequate understanding of unstructured problems that have not been seen
before, using sufficient knowledge to attempt to prioritise and solve problems with some attempt
at reasoning.

Distinction The evidence is precise, logical and provides a detailed and informative response to the
demands of the brief.

The student makes extensive use of relevant knowledge and has extensive understanding of the
practices of the sector and demonstrates a depth of understanding of the different
perspectives/approaches associated with digital support.

The student makes decisive use of facts/theories/approaches/concepts, demonstrating extensive
breadth and depth of knowledge and understanding and selects highly appropriate
skills/techniques/methods.

The student is able to comprehensively identify information from a range of suitable sources and
makes exceptional use of appropriate information/appraises relevancy of information and can
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combine information to make coherent decisions.

The student makes well-founded judgements/takes appropriate action/seeks clarification and
guidance and is able to use that to reflect on real life situations in a digital support role.

The student demonstrates extensive knowledge of relevant concepts and techniques reflected in
a digital support role and precisely applies this across a variety of contexts and tackles
unstructured problems that have not been seen before, using their knowledge to analyse and
find suitable solutions to the problems.

The student can thoroughly examine data/information in context and apply appropriate analysis
in confirming or refuting conclusions and carrying out further work to justify strategies for solving
problems, giving concise explanations for their reasoning.

* “Threshold competence” refers to a level of competence that:

¢ signifies that a student is well placed to develop full occupational competence, with further support and
development, once in employment

e is as close to full occupational competence as can be reasonably expected of a student studying the TQ in a
classroom-based setting (for example, in the classroom, workshops, simulated working and (where appropriate)
supervised working environments)

¢ signifies that a student has achieved the level for a pass in relation to the relevant occupational specialism
component

U grades

o if a student is not successful in reaching the minimum threshold for the core and/or occupational specialism
component, they will be issued with a U grade
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