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Introduction

The material within this document relates to the Digital Support occupational specialism sample assessment.
These exemplification materials are designed to give providers and students an indication of what would be
expected for the lowest level of attainment required to achieve a pass or distinction grade.

The examiner commentary is provided to detail the judgements examiners will undertake when examining the
student work. This is not intended to replace the information within the qualification specification and providers
must refer to this for the content.

In assignment 1, the student must first plan a network installation, then install and configure a small network, before
producing installation notes to inform the client of the work they have carried out.

After each live assessment series, authentic student evidence will be published with examiner commentary across
the range of achievement.
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Assignment 1:

Scenario

You are a digital support specialist who has been contracted to work for a new small food manufacturing company
(the client) based in the North of England.

The client requires your digital expertise in planning to support a future network. There are currently no business
control techniques in place as the company is only just starting out, and they are unaware of any measures on how
to operate their data systems effectively, appropriately, and securely.

The client also requires your immediate support with preparing and installing a smaller network of computers and a
mobile device for the employees within the company.

Task 1: prepare for installation
Time limit
8 hours
Task 1(a) must be completed prior to starting task 1(b).
Task 1(a) is allocated 3 hours 30 minutes.
Task 1(b) is allocated 4 hours 30 minutes.
You can use the time how you want but each task must be completed within the time limit.
(20 marks)
Student instructions

Based on the scenario, you are required to complete the relevant preparation that will enable you to set-up 100
computers, a switch, server and 5 colour printers including identifying the relevant software for the client in the
future. The network would be required to be set-up within a 2 week window, to ensure all employees are up and
running as quickly as possible.

Version: v2.0 19 June 2023 | Specimen 4 of 126



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Distinction
Guide standard exemplification materials

You are required to:

1(a) Create a report to explain the security considerations required for the installation, configuration, and support of
end-user services to ensure confidentiality, integrity and availability including:

e suitable recommendations on implementing business control techniques within the workplace
(physical/administrative)

e explanations on how the client should operate the new data systems effectively, appropriately, and securely,
considering GDPR/ DPA 2018 and its principles

(8 marks)
1(b) Plan and complete the relevant network planning documentation:
e health and safety risk assessment for the work to be undertaken
e network planning, including:
o timescales
o network design, including IP addressing scheme
o inventory
o security risk assessment for the work to be undertaken, according to ISO 27001 principles
(12 marks)

You will have access to the following equipment:

e a computer with office software pre-installed

Evidence required for submission to NCFE

The following evidence should be submitted:

e summary of all business controls documentation required (word processing document)

e summary of how to secure data systems effectively (word processing document)

e health and safety risk assessment (worksheet in appendix 1)

e network planning documentation including timescales and network design (word processing document)
e inventory log (worksheet in appendix 1)

e security risk assessment (worksheet in appendix 1)
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Student evidence

Task 1(a)

Security recommendations for the implementation of business controls in the workplace
Introduction

As a business we have a responsibility to put in place controls to protect our networks and data from loss
(accidental or deliberate), theft or damage. To be effective in this we need to ensure that adequate controls are put
in place and best practice is that we should use a range of controls of different categories.

Categories of controls include:

e physical - any control which involves a physical action taking place or object in use (for example, locked doors,
ID badges, air gapping)

e administrative - any control that involves a procedure or process that may control behaviour to improve
security (for example, operating procedures, password policies or mandatory training)

We can also categorise controls based on how they operate:

e preventative - something that physically stops an attacker or breach (for example, a locked door will prevent
access to the server)

e detective - something that can be used to identify how a security breach happened or who was responsible (for
example, log files, CCTV cameras or intrusion detection system (IDS) software)

e corrective - a control designed to fix or stop a security breach in progress (for example, fire suppression
systems to put out a fire or intrusion prevention system (IPS) software)

e deterrent - anything that makes an attacker think twice (security guard, signage, acceptable use policies
(AUP))

e directive - anything control that requires someone to behave in a certain manner (security policies, signage)

e compensating - controls that compensate for something that could otherwise cause harm (for example, air
conditioning)

e recovery - controls to allow the business to get up and running again after a breach (for example, daily
backups or business continuity plans)

It is possible for controls to fit across multiple categories (for example, a CCTV camera would be an example of a
physical control that is both detective and deterrent in nature, or a company’s AUP would be directive in nature as it
specifies usage and behaviour, but also is a deterrent as it could potentially influence someone to avoid malicious
or harmful behaviour).

A good security posture will include a mix of both physical and administrative controls and will also include
preventative, detective, corrective, deterrent, directive, compensating and recovery controls.
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Recommendations

For our network it is recommended that we implement the following controls:

locked server room (physical, preventative) - prevents unauthorised access to company servers

separation of duties (administrative, preventative) - prevents one person checking their own work meaning that
they cannot hide fraudulent activity, for example, someone responsible for creating user accounts would not
audit user accounts and vice versa

CCTV cameras in critical areas and corridors (physical, detective and deterrent) - allows identification of an
intruder as well as the presence of visible cameras discouraging the intruder in the first place

daily audit log checks (administrative, detective) - allows identification of security breaches that have triggered
entries on logs such as the event log

no entry signage in secure areas - (physical, directive and deterrent) - provides clear instruction on what
access is allowed as well as a deterrent for an intruder

server rooms should be air conditioned (physical, compensating) ensures servers are maintained at a constant
temperature reducing risk of system failure from overheating

password policy with password training (administrative, directive and compensating) policy will prevent the use
of inadequate passwords with training to ensure staff know how to choose a good password, and also not
make common password mistakes such as writing them down where an attacker could see or find them

server backups to cloud (physical, recovery) ensure all business critical data is backed up off site to a cloud
provider on a daily basis

Operating the data systems:

As well putting these security controls in place it is important that data is handled correctly and securely. This is
particularly the case with customer data and information as failure to do so could include a breach of the Data
Protection Act (DPA) 2018 which incorporates the General Data Protection Regulation (GDPR) into British law.

The DPA 2018 includes the following principles:

lawfulness, fairness and transparency:

o all data collected must be done in a legal manner meaning the customer must know their data is being
collected and have given consent to do so. We need to tell the customer how we are going to use the data
at the point of collection (transparency) and needs to only use it for the reasons we have told them
(fairness). This should all be included in a data notice at point of collection

purpose limitation:

o this puts the idea of fairness into practice. We need to inform clients of what we will do with their data and
be explicit and specific about this. Once we have the customer data, we should only ever use it for the
purposes we said we would use it for

data minimisation:

o we can only collect data we need. This means that we should know what data we need from the customer
and only ever ask for this. Under GDPR rules we have to justify in our policy the amount of data we wish
to collect and why

accuracy:
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o where we hold data on a customer, we need to make sure it is up to date. When a customer informs us of
an update or change to their data or information, we should update this immediately. Old or outdated data
should not be kept and should be removed

e storage limitation:

o we can only keep data for as long as we need it. We have a responsibility to keep data in a form which
permits identification of data subjects for no longer than necessary. A data retention policy will specify
what data we keep, for what reasons and how long

e integrity and confidentiality (security):

o all data needs to be kept secure. This means we need to implement adequate security (for example,
encryption of customer data in transit, policies preventing customer data being kept on mobile devices, or
anonymising data to protect customer identity. ISO 27001 accreditation will help achieve this)

e accountability:

o adequate documentation should be maintained to allow any auditor to see that you are compliant with the
DPA 2018. All data management needs to be planned and you must be able to demonstrate that you are
compliant with all 7 principles

Summary

To ensure that we meet our obligations under the DPA 2018 and to ensure that we protect our networks and data
(including company confidential data) adequately we need to implement a range of controls (administrative and
physical) across our network. The recommendation above will give a range of preventative, detective, corrective,
deterrent, directive, compensating and recovery controls that will maximise the protection our network has from a
wide range of potential attacks.

Task 1(b)

Network design

Client specification:

Network should include:

e 1server

e 100 client PCs

e 5 colour printers

e switch

To meet this requirement, | am recommending that we install:

e server:

o 1 server running Windows Server 2016 with the following roles:

= domain controller (Active Directory)
= file and print server
= DHCP server

= DNS server

Version: v2.0 19 June 2023 | Specimen 8 of 126



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Distinction
Guide standard exemplification materials

e Windows server update service (WSUS) server (to manage operating system updates)

e for security the server should also include antivirus/endpoint protection software capable of maintaining
antivirus/endpoint protection clients on all client PCs (Sophos Endpoint Protection)

e client PCs
o all client PCs should be installed with Windows 10 Enterprise and joined to the domain
o all client PCs should be installed with the following software:
= productivity software:
o Office 365 (Word, Excel, PowerPoint and Outlook)
e allows working with common working documents and email management
o Adobe Acrobat
= allows opening and working with PDF format files
o endpoint protection software:
= Sophos Endpoint Protection - maintains protection from viruses, malware, spam, external threats
e switches:

o based on the client specification, the network will require connectivity for a minimum of 106 devices (100
PCs, 1 server, 5 printers). | have also allowed for connectivity to a gateway firewall/router as well to
provide internet access

o to allow for this level of connectivity we are recommending installation of 4 managed switches:

= switch 1 - connectivity of core hardware (server, gateway firewall/router, printers, other switches (10
devices in total)):

e specified as one 12 port switch allowing 2 spare ports for future growth
=  switch 2 to 4 - connectivity of client PCs:

e specified as three 40 port switches with 1/3 of client PCs connected to each, allowing spare ports
on each switch for future expansion

e gateway router/firewall:

o although not listed in the specification brief, a gateway router/firewall has been included to allow secure
internet connectivity

e |P addressing:
o itis recommended that the network is configured using the following IP addressing scheme:
= network IP addressing:
e network: 192.168.0.0/24
o reserved IP addresses:
= 192.168.0.1 reserved for server

= 192.168.0.10-19 reserved for printers
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= 192.168.0.220-229 reserved for switches
= 192.168.0.254 reserved for gateway router
o DHCP server scope:

= 192.168.0.100 to 209

Full details of network configuration can be seen by consulting the network configuration diagram at the foot of this

document.
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Network installation plan

The network installation should be completed with the following steps:

e stage 1: physical infrastructure set-up:
o physical installation of switches and router firewall
o physical installation of cabling

e stage 2: server installation:
o installation of server 2016 software
o configuration of server settings
o installation of Active Directory
o installation of security software

e stage 3: set-up and configuration of client PCs:
o installation of Windows 10 on reference client PC
o installation of key software (office, Adobe Acrobat)
o  Sysprep of system ready for imaging

o imaging of reference PC

o answer file created including configuration of domain join

o adding Sysprepped image to installation server
o physical installation of client PCs (physical set-up)
o PCs connected to installation server via PXE boot

o remote installation of client PCs
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Project completed
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Network diagram

Printer pool

PRNO1
IP: 192.168.0.10
Subnet: 255.255.255.0

PRNO2
IP: 192.168.0.11
Subnet: 255.255.255.0

PRNO3
IP: 192.168.0.10
Subnet: 255.255.255.0

PRNO4
IP: 192.168.0.10
Subnet: 255.255.255.0

PRNO5
IP: 192.168.0.10
Subnet: 255.255.255.0

Computer pool (33 Computers)
Computer name PC001 - PC033
IP: Assigned by DHCP

Subnet: Assigned by DHCP

Computer pool (33 Computers)
Computer name PC034 — PC066
IP: Assigned by DHCP

Subnet: Assigned by DHCP

Computer pool (34 Computers)
Computer name PC067 — PC100
IP: Assigned by DHCP

Subnet: Assigned by DHCP

ah

i

ah

ah

ah

-
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Server
Server name DCO1
IP: 192.168.0.1

Subnet 255.255.255.0
Roles: Domain controller (Active Directory)
File & print server

DHCP
DNS

Managed switch
10 Ports
IP:
Subnet

192.168.0.220
255.255.255.0

Gateway router (Integrated firewall)
Local network

IP: 192.168.0.254

Subnet: 255.255.255.0

External network
IP: Allocated by ISP
Subnet: Allocated by ISP

Managed switch

40 Ports

IP: 192.168.0.221
Subnet 255.255.255.0

Managed switch

40 Ports

IP: 192.168.0.222
Subnet 255.255.255.0

r 1l

Managed switch

40 Ports

IP: 192.168.0.223
Subnet 255.255.255.0

Network IP addressing
Network: 192.168.0.0/24

Reserved IP addresses

192.168.0.1 Reserved for server
192.168.0.10-19 Reserved for printers
192.168.0.220-229  Reserved for switches
192.168.0.254 Reserved for gateway router

DHCP server scope
192.168.0.100 - 209
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Task 2:install and configure a small network
Time limit
11 hours
You can use this time how you want but all parts of task 2 must be completed within the time limit.
(56 marks)
Student instructions

The client has asked you to install a new small network, against a set of requirements. These devices can be either
virtual, physical or emulator.

All employees will use the computers centrally within head office, and any off-site employees will use a mobile
device (laptop, tablet or phone) to be able to work remotely via the approved remote working solution.

The computers need to be set-up allowing the employees to email, write letters to suppliers, update financial
spreadsheets and create weekly presentations.

The computers will also need to access the internet and have instant messaging/video conferencing software such
as Skype, GoToMeeting or Teams on Microsoft office 365 installed. Employees will require access to project
management software in order to help them plan upcoming projects.

The client wants to ensure there is suitable software installed to mitigate any vulnerabilities to the system, including
suitable back up security controls in place.

The client has also asked you to create installation notes for the software installations that took place, in order to
support their staff responsible for IT. Your final task is therefore to create a useable document that briefs these
individuals on the set-up of your system.

You will have access to the following equipment:

e 3 computers with full administrator rights, or virtual/emulator machine and software

e internet

e oOperating system

e word processing, presentation and spreadsheet software

e email software

e instant messaging software

e project management software

e mobile device or emulator

e |P address allocations for task 2 in line with provider's own network IP addressing schema

o digital camera

2(a) You must install, configure and support a small-scale network which includes 3 workstations and one mobile
device via WiFi and evidence (you should reference the IP addressing schema allocated to you by your provider):

e implementing physical network and network security measures to prevent the unauthorised access, misuse,
modification or denial of a computer, information system or data (CIA and IAAA)
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e install Windows Server and create Active Directory
e software licence management (software install log within appendix 1)

Note: you will need to provide annotated screenshots for the processes you follow and the implementations you
make along with any key explanations for all decisions. As you carry out the various tasks, you will log all network
security measures that have been implemented along with any software installations that are planned and how
software licenses will be managed in the provided installation and configuration log (security risk assessment
and software install log worksheets in appendix 1).

(18 marks)
Evidence required for submission to NCFE

The following evidence should be submitted:

e annotated screenshots (if using virtual machines) or photographs (if using physical machines/devices)
showing the setup and successful implementation of the network and server/Active Directory install

2(b) Provide evidence of the following for the client:

¢ installing and setting up an operating system and antivirus software

e join computer to Active Directory domain

e installing and configuring application software suitable for the client

e implementing back up security controls

e install/update device drivers

Whilst waiting for the installation to take place, set-up and configure a WiFi mobile device for network connectivity:
e configure a mobile device to include device lock security measures, mobile locator application and back up

e carry out all necessary mobile device updates including anti-virus

Note: You will need to provide annotated screenshots/photographs for the processes you follow and any
implementations you make. This will include completing the software installation log (worksheet in appendix 1) and
explaining your justifications for your decisions. You will also need to show evidence of any drivers which require
installing, alongside taking screenshots of device manager. When updating any software/OS updates, you must
evidence that there are no further updates required on the system. The installation may take some time to
complete and therefore you should continue with task 2(c).

(22 marks)
Evidence required for submission to NCFE
The following evidence should be submitted:

e screenshots (if using virtual machines) or photographs (if using physical machines/devices) showing the setup
and successful implementation of software, device driver status and mobile device

2(c) Review the installation and configuration notes and log (started in task 1) that report the following information
to the client, making sure it is up-to-date and correct:
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e record of all operating system/software application installations and utilities, upgrades, uninstalls and any major
configuration changes

e identify and explain any vulnerabilities detected in the current system set-up/network

e recommend actions to mitigate any vulnerabilities found

Note: You will have been filling in the installation and configuration log as you have been completing the task. You
will need to review what you have done, ensure that all information contained is correct and also identify the
vulnerabilities and mitigations required.

Apply your communication skills appropriately, using standard English. Use accurate spelling, punctuation and
grammar. Consider your target audience.

(16 marks)
Evidence required for submission to NCFE
The following evidence should be submitted:

e annotated screenshots and/or photographs for the set-up and successful implementation of the network and
server/active directory install

e screenshots and/or photographs for the set-up and successful implementation of software, device driver status
and mobile device

e completed installation and configuration log (appendix 1)

Student evidence
Task 2(a)

Evidence for this task will include a series of either screenshots or photographs documenting the installation
process to show what the student has done. | have provided a descriptor for each key screenshot | would
anticipate along with the appropriate commentary. It is likely that these screenshots will have been taken of an
installation of server software such as Windows Server 2016.
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Installing Windows Server 2016

Screenshot:

4 Windows Setup

== Windows Server: 2016

[ELETERICRERE 1 glich (United States) -
Time and currency format: {English (United Kingdom) hd
Keyboard or input method: ([IiNERE k0] hd

Enter your language and other preferences and click to continue

ation. All rights reserved

e screenshot shows server being booted from Windows server installation media

Screenshot:

() offy Windows Setup

Select the operating system you want to install

Operating system Architecture | Date modified
2016 Standard Evaluation 7/16/2016
Standard Evaluation (Deskiop Experien
erver 2016 Datacenter Evaluation
Windows Server 2016 Datacenter Evaluation (Desktop Experie 7/16/2016

Description
This aption is useful when a GUI s required—for example, to provide backward compatibility for an
application that cannet be run on @ Server Core installation. All server roles and features are
supported. For more details see "Windows Server Installation Options."

1 Collecting information 2 Tnstalling V

e screenshot shows selection of Windows Server 2016 (desktop experience) - this provides a full Windows
desktop to make it easier to manage the Windows environment on our network

Version: v2.0 19 June 2023 | Specimen 17 of 126



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Distinction
Guide standard exemplification materials

Screenshot:

@ | Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Infermation. Microsoft automatically collects this
information over the internet, and uses it to help improve your installation,
upgrade, and user experience, and the quality and security of Microsoft
products and services. Consistent with these purposes, the information may
be associated with your organization. Windows Server 2016 has four (4)
information collection settings (Security, Basic, Enhanced, and Full), and uses
the “Enhanced” setting by default. This level includes information required
to: (i) run our antimalware and diagnostic and usage information
technologies; (i) understand device quality, and application usage and
compatibility; and (iii) identify quality issues in the use and performance of
the operating system and applications.

¥ 1 accept the license terms

sllecting information 2 Installing W

e screenshot shows me selecting to agree to the licence agreement as required by Microsoft to use the software

Screenshot:

@ o) Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moy W /< with this aption. This option is only
available when 3 supported version of Windows is already running on the computer

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue

Help me decide

1 Collecting information 2 Installing

e screenshot shows me selecting a custom install - this option allows me to do a full installation of the Windows
software
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Screenshot:

Q %) Windows Setup

Where do you want to install Windows?

Name Total size Free space| Type

;/ Drive 0 Unallocated Space 400 GB 400 GB

44 Refrech < Delete J/ Eormat

=
Load driver Extend

1 Collecting information 2 Installing

e screenshot shows me selecting the hard drive that | want to install Windows onto

Screenshot:

G Windows Setup

Installing Windows

Status

/ Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

1 Collecting information 2 Installing Win

e Windows Server 2016 is now installing on the server; this will take some time
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Screenshot:

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password

Finish

e Windows is now installed; | am prompted to set a password for the main local administrator account for the
server

e for security reasons, this password must be complex (for example, at least 8 characters, including
upper/lowercase and a symbol) to minimise the risk of the password being compromised
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Screenshot:

¢ | am now prompted to log into Windows for the first time with the administrative details set in the previous step
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Screenshot:

s i
Recycle Bin [ Device Manager

File Action View Help
e T B E
v M WIN-D5742HIEN2)

% Batteries

= Computer

s Disk drives

& Display adapters

- DVD/CD-ROM drives
) Human Interface Devices

= Keyboards

@ Mice and other pointing devices
[ Monitors

P Metwark adapters

= Print queues

I Processors

S Storage controllers

i@ System devices

i 1 de 3

e | have checked device manager; all drivers for this server have been detected and installed automatically
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Setting up network settings
Screenshots:

=

Server Manager * Dashboard .@| P Monage  Toos  view  Hep

L& Metwork and Sharing Center

Dashboard & v /M ¥ e Networkand Internet » Network and Sharing Center v B Search Control Panel
i Local Server

ii All Servers

View your basic network information and set up connections
Caontrol Panel Home

- View your active networks
HE File and Storag Change adapter settings

Change advanced sharing Network 2 Access type: Internet
settings Public network Connections: [ Ethernet

Change your networking settings

i- Set up @ new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troublesheot problems

Diagnose and repair network problems, or get troubleshooting information. Hide
See also
Internet Options
Windows Firewall
EPA results

b 1 g o

e using server manager, | access the network settings in order to set up connection to the network
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@1 F

Manage

Tools

v /v ¥ <« Networkand Internet » Network and Sharing Center v O Search Control Panel
I Local Server Views vanr hacie netwnrk infarmatinn and cet 1in connections
- Caontrol Panel Home .
BE All Servers + Ethernet Status =
ii File and Storag Change adapter settings General
Change advanced sharing pe Internet
settings Connection jons: [ Ethernet
IPv4 Connectivity: Internet
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:53:18
Speed: 10.0 Gbps up a router or access point.
Details...
hooting infermation.
Activity
Sent Received
Bytes: 1,117,401 12,026,368
& Properties & Disable Diagnose
c - Close
Seealso
Internet Options
Windows Firewall
BPA results

Hide

Yy T o

e | can now see the details for the network card in use
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A @ | r Manage

Tools View

v A &8 <« Network and Internet » Network and Sharing Center v O Search Control Panel

I Local Server Views vanr hazic netwark infarmatinn and et 1in connections
= Control Panel Home .
BE All Servers =
= ) i W Ethernet Properties X
BE Fileand Storag  Change adapter settings
Change advanced sharing Networking ] Internet
settings s: [ Ethernet

Connect using:

I? Microsoft Hyper-V Metwork Adapter

This connection uses the following tems: .
a router or access point.

?Client for Microsoft Metworks -
E_] File and Printer Sharing for Microsoft Networks
Q05 Packet Scheduler

R Intemet Protocol Version 4 (TCP/IPv4)

[ 5 Microsoft Netwark Adapter Multiplexor Protocol

oting information.

. Microsoft LLDP Protocol Driver

4 Intemet Protocol Version 6 (TCP/IPvE) v

< >
Install... Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

See also

Internet Options 0K Cancel

Windows Firewall

BPA results

Hide

Yy T o

e | open the settings and select IP settings because | need to change the settings to a static (fixed) address
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-@1F

Manage Tools View

wr <« Network and Internet » Network and Sharing Center

v 0

Search Control Panel

kccess point.

tion. Hide

I Local Server Views vanr hagic netwark infarmatinon and <et un connections
= Control Panel Home .
B All Servers I R—
BE Fileand Storag ~ Change adapter settings
Change advanced sharing Networking z Internet
settings js: 0 Ethernet
C .
d Internet Protocol Version 4 (TCP/IPv4) Properties *
General  Alternate Configuration
TH  You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your netwark administrator
B forthe appropriate IP settings.
[
8 (@) Obtain an IP address automatically
E () Use the following IP address:
g [ - ]
; [ - ]
: . - ]
(@) Obtain DNS server address automatically
(C) Use the following DNS server addresses:
Internet Options
Windows Firewall Validate settings upon exit Advanced...

Yy T o

e itis currently set to use DHCP
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Server Manager * Dashboard

.@|

r

Manage Tools View

Dashboard & ~

Search Control Panel

kccess point.

tion. Hide

A &% <« Network and Internet » Metwork and Sharing Center v @&
I Local Server Views vanr hagic netwark infarmatinon and <et un connections
= Control Panel Home .
B All Servers I R—
BE Fileand Storag ~ Change adapter settings
Change advanced sharing Networking Internet
settings c ) js: 0 Ethernet
d Internet Protocol Version 4 (TCP/IPv4) Properties *
General
TH  You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your netwark administrator
B forthe appropriate IP settings.
[
8 () Obtain an IP address automatically
E (@) Use the following IP address:
N IP address: 192.188 . 0 . 1
B Subnet mask: 255.255.255. 0
4
Default gateway: 192 . 168 . 0 . 254
Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 127.0 .0 . 1
See also Alternate DNS server: l:l

Internet Options

Windows Firewall

[validate settings upon exit Advanced...

L

configuration plan
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| set to static and add the address details | wish to use

| set the server with the IP address 192.168.0.1/Subnet Mask 255.255.255.0 in line with my network

27 of 126



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Distinction
Guide standard exemplification materials

Server Manager * Dashboard -@ 1 P Manage  Toois
3 system
Dashboard A 5 Control Panel » System and Security » System v @& Search Control Panel

i Local Server 0

- Control Panel Home . .. .

H& Al Servers View basic information about your computer

& File and Storag & Device Manager Windows edition

& Remote settings Windows Server 2016 Standard Evaluation
§ Advanced system settings © 2016 Microsoft Corporation. All rights == Windows Server 2016
reserved,
System

Processor: Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz
Installed memory (RAM]:  2.00 GB (0.98 GE usable)
Systemn type: 64-hit Operating Systemn, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display Hide

Computer name, domain, and workgroup settings
Computer name: WIN-D5742HBENZ) ®) Change settings
Full computer name: WIN-D5742HBENZ)
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00378-00000-00000-AAT39 &) Change product key
See also

Security and Maintenance

BPA results

L

e having set the network, | open the server information window to see settings
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) = _
Server Manager * Dashboard @1V Mamge Tos  vew uep
System Properties X
152 Dashbc| Computer Name | Hardware | Advanced | Remete System v O Search Control Panel -]
B LlocalS _ 0
- L& Windows uses the following information to identify your computer
& Al Sery = onthe network. on about your computer
NE File ang Computer description:
For example: "l1S Production Server” or tandard Evaluation
"Accounting Server”. al .
tion. All right
Ful computer name:  WIN-D5742HBEN2) oration. Anghts wm. \Vindows Server’ 2016
‘Workgroup: WORKGROUP
To rename this computer or changs fts domin or Change... Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz

workgroup, click Change.
):  2.00GE (0.92 GB usable)

64-hit Operating Systemn, x64-based processor
Mo Pen or Touch Input is available for this Display Hide

and workgroup settings

WIN-D5742HBENZ) ®) Change settings
WIN-D5T42HBENZ)

WORKGROUP

Cancel Aoly

Windows actrvation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00378-00000-00000-AAT39 &) Change product key
See also

Security and Maintenance

BPA results

e | can now set the name of the machine so that it is easily recognised
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Server Manager * Dashboard

& @ | r Manage

Local S¢

File ang

Computer name:

Computer Name/Domain Changes

*

i

- *You can change the name and the membership of this Fomputer
BE All Sery | computer. Changes might affect access to network resources.
L

]

IN-D5742HBEN2.

Full computer name:

WIN-D5742HEENZ)

More... — |

| System v O Search Control Panel el

ion about your computer

standard Evaluation

boration. All rights == Windows Server 2016

Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz

Member of M) 2.00 GB (0.98 GB usable)
O Domin: 64-hit Operating Systemn, x64-based processor
Mo Pen or Touch Input is available for this Display Hide
(®) Workgroup: )
|‘.‘\|'OF{KGROUP and workgroup settings
WIN-D5742HBENZ) ®) Change settings
oK Trad] WIN-D5T42HEEN2)
WORKGROUP
oK Cancel
Windows activation
Windows is activated Read the Microsoft Software License Terms
Product ID: 00378-00000-00000-AAT39 &) Change product key
See also
Security and Maintenance
EPA results

e here | add the name to use, WORKGROUP, so that it is easily recognised
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Server Manager * Dashboard @1V Monage

iZ% Dashboard A 5 Control Panel » System and Security » System v @ Search Control Panel o

i Local Server
- Control Panel Home . .. .
H& Al Servers View basic information about your computer
WE File and Storag & Device Manager Windows edition
E; Remote settings Windows Server 2016 Standard Evaluation
&) Advanced system settings -
Microsoft Windows >

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

Restart Now Restart Later

Windows Server 2016

U@ 1.60GHz 1.80 GHz

based processor

able for this Display Hide

Computer name, domain, and workgroup settings

Computer name: WIN-D5742HBENZ (will change to DCOT after ®) Change settings

restarting this computer)
Full computer name: WIN-D5742HBENZ)
Computer description:

Workgroup: WORKGROUP

Windows activation
Windows is activated Read the Microsoft Seftware Licens
See also Product ID: 00378-00000-00000-AAT39

Security and Maintenance

BPA results

e Terms

& Change product key

o the PC will need to restart to apply the name change
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Server Manager * Dashboard @1V Monage

Computer Name/Domain Changes X System v O Search Control Panel »
i Local 5¢ 0
- *You can change the name and the membership of this romputer |
BE All Sery | computer. Changes might affect access to network resources. ion about your computer
ii File ang
Computer name: standard Evaluation
|DCD1| | poration. All rights == Windows Server 2016
Full computer name:
DCco
LT Ange... | Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz
Member of WM): 200 GB (0.8 GB usable)
O Demain: 64-hit Operating Systemn, x64-based processor
Mo Pen or Touch Input is available for this Display Hide
(®) Workgroup: )
|‘.‘\|'OF{KGROUP and workgroup settings
WIN-D5742HBENZ) ®) Change settings
oK Trad] WIN-D3T42HBENZ)
WORKGROUP
OK Cancel
Windows activation
Windows is activated Read the Microsoft Software License Terms
Product ID: 00378-00000-00000-AAT39 &) Change product key
See also
Security and Maintenance
EPA results

e once restarted, | return to the settings and now | set the domain
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Server Manager * Dashboard -@ 1 P sanage
| System v O Search Control Panel el

i Local 5¢ | 0
- *You can change the name and the membership of this computer |
BE All Sery | computer. Changes might affect access to network resources. ion about your computer
ii File ang

Computer name: I standard Evaluation

DCot ;

Computer Mame/Domain Changes Windows Server' 2016
Full computer name:
pcm You must restart your computer to apply

these changes
U@ 1.60GHz 1.80 GHz

Member of Before restarting, save any open files and close all

- programs.
(O Domain: based processor

able for this Displa Hidl
e -

(®) Workgroup:
|WORKGROUP A0 WOTKGTOUT SECTTTg

WIN-D5742HBENZ (will change to DCOT after ®) Change settings
restarting this computer)

oK Cancel

L WIN-D5742HEEN2)
25 raE WORKGROUP
Windows activation
Windows is activated Read the Microsoft Software License Terms
See also Product ID: 00378-00000-00000-AAT39 & Change product key

Security and Maintenance

BPA results

e again, a restart is required to complete this change
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Server Manager * Dashboard @1 I Menage  Toos  view

3 system - O X

4 3 5 Control Panel » System and Security » System v O Search Control Panel ye
Control Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition

@ Remote settings Windows Server 2016 Standard Evaluation
% Advanced system settings © 2016 Microsoft Corporation. All rights reserved. ==_ Windows Server 2016
System
Processor: Intel(R) Core{TM) 15-8265U CPU @ 1.60GHz 1.80 GHz
Installed memory (RAM): 2,00 GB
Systemn type: 64-bit Operating Systern, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: DCcom @Change settings
Full computer name: [ala)|
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00378-00000-00000-AAT39 ®)Change product key

Seealso

Security and Maintenance

BPA results

o after that restart, | can confirm the name and domain are now set
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Allocating server roles

Screenshot:

T Server Manager

Server Manager * Dashboard

i&8 Dashboard

Local Server

i
ii All Servers
[

File and Storage Services P

QUICK START

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

Manage Tools

@1 F

WELCOME TO SERVER MANAGER

o Configure this local server

Add roles and features

Add cther servers to manage

Roles: 1 Servergroups: 1 | Servers total:
Services
@ Manageability @ Manageability
Events Al Events
Performance N Services
EPA results Performance
BPA results

= Help

Hide

o € M B

¢ here | have opened the server dashboard so | can start the process of allocating server roles and installing

T [ P

active directory - on this screen, | will select roles and features
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Screenshot:

Server Manager » Dashboard @V wanage Took view Hep

fif Dashboard WELCOME TO SERVER MANAGER

LocalServer |

i
ii All Servers = Add Roles and Features Wizard — O be
L

File and Storage Ser|
DESTINATION SERVER

Select installation type ocor

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : Rl -
= machine, or on an offline virtual hard disk (VHD).

Installation Type

S

crver Selection (@ Role-based or feature-based installation
T Configure a single server by adding roles, role services, and features.
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based de
or session-based desktop deployment.

< Previous | | MNext > nsta Cancel

e | am selecting role-based installation as this is the simplest way to install the features as it uses a wizard
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Screenshot:

Server Manager * Dashboard Manage  Tools  View

Dashboard WELCOME TO SERVER MANAGER

B olocalSever | s
ii All Servers = Add Roles and Features Wizard — O b4
L

File and Storage Ser|
DESTINATION SERVER

Select destination server scot

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

Installation Type (®) Select a server from the server pool
rer Salection () Select a virtual hard disk
Server Pool
Filter: | || fee
MName IP Address Operating System
DCo1 192.162.0.1 Microsoft Windows Server 2016 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous | | Next = nsta Cancel

e | am selecting my server here (DCO01); server manager allows 1 PC to control several servers if it is set up to
do so
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Screenshot:

Server Manager * Dashboard @1V vonage  Toos

Dashboard WELCOME TO SERVER MANAGER

B olocalSever | s
ii All Servers = Add Roles and Features Wizard — O b4
L

File and Storage Ser|
DESTINATION SERVER

Select server roles scot

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

[] Active Directory Certificate Services Dom.ain Name System .(DhS) Ser\fler
Active Directory Domain Services provides name resolut_lon fqr TCR/IP
[] Active Directory Federation Services networks. DNS_S'_E“_"E" is easier to
[] Active Directory Lightweight Directory Services manage when it is installed on the

[] Active Directory Rights Management Services same server as Active Directory de
[] Device Health Attestation Domain Services. If you select the
DHCP Server Active Directory Domain Services
¥ DNS Servel role, you can install and configure
) ] Fax Server DNS Server and Active Directory
Confirmatien I [W] File and Storage Services (1 of 12 installed) Demain Services to work together.
[] Host Guardian Service
[ Hyper-V

] MultiPoint Services

[ Network Policy and Access Services
[] Print and Document Services

[] Remaote Access

[ Remate Desktop Services

[ Volume Activation Services

] Web Server (1IS)

] Windows Deployment Services

< Previous | | Next = nsta Cancel

e | select the roles | want to add: AD, DHCP and DNS
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Server Manager * Dashboard

-@1F

Manage Tools View

iZ% Dashboard

Local Server

i
7 Al Servers [
[

File and Storage Ser

WELCOME TO SERVER MANAGER

DESTINATION SERVER

Select server rold

Server Roles

f& Add Roles and Features Wizard

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

‘Md Features‘ ‘ Cancel ‘

DCo1

MW

ption

Directory Domain Services

} stores information about
on the network and makes

lprmation available to users

[twork administrators, AD DS

pmain controllers to give

k users access to permitted
es anywhere on the network

h a single logon process.

ide

¢ | add the additional features needed for AD
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Server Manager * Dashboard @1V Mamge  Tooks  View
WELCOME TO SERVER MANAGER
i Local Server | —
ii All Servers [
ii File and Storage Ser
Select server role -
& Add Roles and Features Wizard X %

Add features that are required for DNS Server?
pticn

The following tools are required to manage this feature, but do not

X n Mame System (DNS) Server
have to be installed on the same server. lution for TCP/IP
Server Roles s name resolution for '

ks. DNS Server is easier to

e when it is installed on the

erver as Active Directory jde
n Services. If you select the

Directory Domain Services

u can install and configure

erver and Active Directory

p Services to work together.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

Include management tools (if applicable)

‘Md Features‘ ‘ Cancel ‘

MNext > nsta Cancel

e | add the additional features needed for DNS; these are selected automatically when you use this wizard
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Server Manager * Dashboard @1V Mamge  Tooks  View
WELCOME TO SERVER MANAGER
i Local Server | —
ii All Servers [
ii File and Storage Ser
Select server role -
& Add Roles and Features Wizard X

X

Add features that are required for DHCP Server?
ption
The following tools are required to manage this feature, but do not

- ic Host Configuration
have to be installed on the same server. | (DHEP) S bl
Server Roles pl ) Server enables you

rally configure, manage, and

e temporary IP addresses and
information for client jdle

ters.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

‘ Add Features ‘ ‘ Cancel

MNext > nsta Cancel

e | add the additional features needed for DHCP
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Server Manager * Dashboard @1 Mamege oo

i Dashboard WELCOME TO SERVER MANAGER

B Local Server | —
ii All Servers [
ii File and Storage Ser
. . - . . DESTINATION SERVER
Confirm installation selections bcot
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [ Restart the destination server automatically if required

Server Selaction Add Roles and Features Wizard

n this page because they have
nal features, click Previous to clear

If @ restart is required, this server restarts automatically, without

Features L L .
. ! % additional notifications, De you want to allow automatic restarts?

Mo

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Toals
Active Directory Administrative Center

AN NE Snanlne amd Cammand_l ina Tanle

Export configuration settings
Specify an alternate source path

< Previous Next > Install | | Cancel |

e

e | accept the automatic restarts; this speeds up the process
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Screenshot:

A @ | F. Manage  Tools View Help

B localSever | [
ii All Servers = Add Roles and Features Wizard — O b4
ii File and Storage Ser|
s ) a DESTINATION SERVER
Installation progress ocor
View installation progress
o Feature installation
Installation started on DCO1
Active Directory Domain Services .
DHCP Server ©

DNS Server
Group Policy Management

Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

o the features install and the server restarts as needed
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Server Manager * Dashboard @ | I'A T

i Dashboard WELCOME TO SERVER MANAGER

localServer | [—
All Servers = Add Roles and Features Wizard - O x*

AD DS

DESTINATION SERVER

L3 Installation progress ocor
DNS

o B =

File and Storage Ser| View installation progress

o Feature installation

Configuration required. Installation succeaded on DCOT.

Active Directory Domain Services

Additional steps are required to make this machine a domain controller. dle

Promote this server to a domain controller

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration
DNS Server
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

e this screenshot shows the server roles installing without error
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Setting up DHCP

Screenshot:

[ Server Manager

Server Manager * Dashboard

B Local Server
All Servers

AD DS

DNS

o B =

File and Storage Services P

WHAT'S NEW

LEARN MORE

DHCP QUICK START

& Dashboard WELCOME TO SERVER MANAGI

ROLES AND SERVER GROUPS

Roles: 4

ifl ADDs

Servergroups: 1 | Servers t

Post-deployment Configura... |

onfiguration required for Active Directory Domain

Services at DCO1

Promote this server to a domain controller

| Post-deployment Configuration
Configuration required for DHCP Server at DCO1

Complete DHCP configuration

n Feature installation

DCO1

Add Roles and Features

Task Details

1 §1 DHcp 1

@ Manageability
Events
Services
Performance

BPA results

@ Manageability
Events
Services
Performance

BPA results

Hide

e now we can see there is configuration needed for DHCP and DNS

e atthe top of the server manager window, | click on the yellow symbol and select complete DHCP configuration

and then complete the wizard using the default settings as they are the ones | want to use
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Server Manager * Dashboard @ | I'A T

P WELCOME TO SERVER MANAGER

B olocalSever |

ii All Servers 2 DHCP Post-Install configuration wizard — O e
ifi ADDs

T8 DHce Description

&8 DNS

ii File and Storage Ser| The following steps will be performed to complete the configuration of the DHCP Server on the

target computer:

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Hide

o | follow the wizard
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Server Manager * Dashboard @ | I'A T

I8 Dashboard WELCOME TO SERVER MANAGER

B olocalServer | [

§ All Servers 2 DHCP Post-Install configuration wizard — O e

I AD DS

Ll Summary
DNS

File and Storage Ser| The status of the post install configuration steps are indicated below:

Summary

o B =

Creating security groups [ |1

Please restart the DHCP server service on the target computer for the security groups to be
effective.

Hide

e« once configured, the DHCP needs to be restarted so that the scope can be configured
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Server Manager » DHCP - @) | Fp warcge Toos
% DHCP -

B Dash File Action View Help 8
58 Das -
- =@ = HE L
B Local

= @ DHCP Contents of DHCP Status Actions S

s Alse T = -
- g deon g dem DHCP -
iii ADD

More Actions »
78 DHCF i
£& DNS
g Filea

e here you can see that the server dc01 is shown in the DHCP table, this is because it is the DHCP server
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[ Server Manager

@ ¥ Server Manager » DHCP

11|

SERVERS

i Dashboard All servers | 1 total

B Local Server

BE All Servers

192.168.0.1

&§ File and Storage Services P

o

Online - Performance counters not started  03/01)

EVENTS
All events | 3 total
Filter o -
Server Name ID Severity Source Log D
DCo1 10020 Waming Microsoft-Windows-DHCP-Server  System 03
DCo1 1036  Ermror Microsoft-Windows-DHCP-Server  System 03
DCo1 1035 Ermor Microsoft-Windows-DHCP-Server  System 03

- @) | rﬂ Manage Tools

Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
QODBC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell

¢ fromtools, | select DHCP to open the next wizard
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Server Manager * DHCP

File = Action

View Help

Manage

Tools

View Help

IEE Dash} -
- l@@l 24l zo| NENE 7 | B2
0Cal
- ‘?z DHCP New Scope Wizard ctions
BE AllSed i deoi b "
il ADD| v~ B IPv4 Welcome to the New Scope
= 3 Server Wizard More Actions
?! DHCH | Policie
4] 5 OE This wizard helps you set up a scope for distibuting IP
em DNS i ”:‘ 6F||ter5 addresses to computers on your network.
= . v
g File a To cortinue, click Next.
Back Next > Cancel
£ >

¢ when the new scope wizard opens | click next to begin
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Server Manager »> DHCP - @) | Py Monage Toois
% DHCP _

File | Action View Help

= Display Statistics...

% ol New Scope... Actions \J
v Mew Multicast Scope... Pyl -

LI

Configure Failover... . . . More Actions
addresses assigned to computers requesting a dynamic IP address.

Replicate Failover Scopes... nfigure a scope before dynamic IP addresses can be assigned. ated)

Define User Classes...
Define Vendor Classes...

the Action menu, click New Scope.

bout setting up a DHCP server, see online Help.
Reconcile All Scopes..,

Set Predefined Options...
Refresh
Properties

Help

< >

Show statistics for this server

e | start the wizard
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Server Manager * DHCP

Manage Tools

View Help

B Dashl File = Action View Help .
mm L)AS N — -
- 9| n@EE .| HEE
I Local [ )
_ ‘g DHCP New Scope Wizard |ctions ”
BE AllSed g don O |
[H] v 3 IPva IP Address Range o, [ -
i ADD a You define the scope address range by identifying a set of consecutive |P addresses. More Acti
= =3 Server ore Actions
18 DHCF - Puliciel| Ao
| Policie You jated)
[4] = .
em DNS s ¥ Filters Configuration settings for DHCF Server
= . = IPvé To ad o
li File a Erter the range of addresses that the scope distributes.
Form Start IP address: [ 192 168 0100
End IP address: | 192. 168 0 . 209
Configuration settings that propagate to DHCP Client
Length: 24g
Subnet mask: 255 .285.255. 0 .S =
W
< Back Mext = Cancel
£ >

e |input the first and last address | want to use in the pool and select the length of the subnet which is default at
/24 for a 192 address range
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Tools

Server Manager * DHCP

Manage

View Help

B Dashl File = Action View Help .
— as g | = = it
- 9| n@EE .| HEE
I Local [ )
_ % DHCP Mew Scope Wizard \ctions A
B All S5e = O |
) v B d-CD:PM Scope Name . Pvd S
Il AD D v B ’ *You have to provide an identifying scope name. You also have the option of providing @J More Acti
= =3 Server a description. ore Actions
18 DHCF S| Asco
| Policie You jated)
@ S
em DNS Z ¥] Filters Type a name and description for this scope. This information helps you quickly identify
ii File 3 = IPvé To ad how the scope is to be used on your network .
Form Name: |NBTW0|'k Scope
Description: |
5 -
W
< Back Mext = Cancel
£ >

e | add the range of IP addresses that | want to use (details below)
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Server Manager * DHCP

Manage

Tools

%2 Dashi

File = Action

View Help

, &= xnFE 6 BE B
B Local g -
i- Al ig DHCP - Mew Scope Wizard lctions
] v g dm
i EI 5 IPvd Lease Duration = RS
i ADD a The lease duration specifies how long a client can use an |F address from this scope. More Acti
- o3 Server ore Actions
T DHCH - Polici Asco
4| Policie You
[4] = .
em DNS < 7| Filters Lease durations should typically be equal to the average time the computeris
iT Fil = IPvé To ad connected to the same physical network. For mobile networks that consist mainly of
h Filea portable computers or dialup clients, shorter lease durations can be useful.
For mi Likewise, for a stable network that consists mainly of desktop computers at fied
locations, longer lease durations are more appropriate.
Set the duration for scope leases when distributed by this server.
Limited to:
Days: Hours: Minutes:
EJ | DJ | DJ
< Back Mext = Cancel
£ >

jated)

e | now set the lease time, this is how long that address will be held for a particular machine, the default is 8 days
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Server Manager * DHCP Manage  Tools

—_— File = Action View Help
IE8 Dashl

= amEc Bm e
ca
ig DHCP Mew Scope Wizard lctions
v o dedl
EI 2 Pvd Configure DHCP Options s S
. ‘You have to configure the most common DHCP options before clients can use the More Acti
o3 Server scope ore Actions
5 Polici Asco :
4 .o icie You
< 7| Filters When clients obtain an address, they are given DHCP options such as the IP
= IPvé To ad addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.
Form . X . . 2 .
The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.
Do you want to configure the DHCFP options for this scope now?
{* ¥es, | want to corfigure these options nowi
" Mo, | will configure these options later
< Back Mext = Cancel
£ >

jated)

e | agree to the next option
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Server Manager * DHCP Manage  Tools

—_— File = Action View Help
IE8 Dashl

, &= xnFE 6 BE B
I Local [ )
_ ‘g DHCP New Scope Wizard |ctions
BE AllSed EI de0 e
i v 3w | Domain Name and DNS Servers Sy (4
il ADD . " The Domain Mame System (DMNS) maps and translates domain names used by clients More Actions
7i DHCH _ﬂ Ser'fre.r A sco on your network .
4| Policie You
2 DNS ¥ Filters
= oo ‘You can specify the parent domain you want the client computers on your network to use for
ii File a & IPvE To ad DNS name resolution.
Form Parent domain: |

To configure scope clients to use DNS servers on your networl, enter the IP addresses for those

servers.

Server name: IP address:

192.168.01
< Back Next > Cancel
£ >

jated)

e | add in the details for the DNS server so that they will be given out by the DHCP server along with the host
address
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Server Manager * DHCP

Manage

Tools

%2 Dashi

i Local

i AllSe
il ADD
£ DNS
g Filea

File = Action View Help
s am B 6 AEE
ig DHCP Mew Scope Wizard lctions
v g dem =
EI 2 Pvd Router (Default Gateway) s S
. ‘You can specify the routers, or default gateways, to be distributed by this scope. More Acti
3 Server ore Actions
5 Polici Asco
4 .o icie You
< 7| Filters To add an IP address for a router used by clients, enter the address below.
= IPvé To ad
IP address:
Form) | . . .
132.168.0.254
< Back Next > Cancel
£ >

jated)

¢ and again, | use the default option
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Server Manager * DHCP

Manage Tools

View Help

File = Action View Help

[FEDER — — 5 -
- 9| n@EE .| HEE
I Local [ )
i' s ‘g DHCP - New Scope Wizard |ctions ”
u 8 v F d e
. - WP Acivate Scope S v -
il ADD vi® lP_M - Clients can obtain address leases only f a scope is activated. M .
= =3 Server ore Actions
18 DHCF - Puliciel| Ao
| Policie You jated)
[4] = .
em DNS i I-:_ 6F||ter5 To ad Do you want to activate this scope now?
= . i oa
NE Filea {+ ¥es, | want to activate this scope now:
Form " Mo, | will activate this scope later
5 -
W
< Back Next > Cancel
£ >

e once created the DHCP tool needs to be activated in order for it to give out host addresses, this allows you to
create pools in advance of being needed
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%2 Dashi

Server Manager * DHCP

File = Action

View Help

Manage Tools

View Help

- l@@l 24l zo| NENE 7 | B2
0Cal
- ig DHCP Mew Scope Wizard AT v
E All 5S¢ =
L v i deot ) bs "
i§i aDD| v H P4 Completing the New Scope
- 3 Server Wizard More Actions .4
T8 DHCH ) Policie m
E% DNS | Filters “ou have successfully completed the New Scope wizard.
#§ Filea B e
To provide high availability for this scope, configure failower for
the newly added scope by right clicking on the scope and
clicking on configure failover.
To close this wizard, click Finish.
S -
W
< Back Cancel
£ >

e now I click finish

¢ | used the following settings in the wizard:
o scope name: network IP addresses
o |IP address range: 192.168.0.100 to 192.168.0.209
o length: 24/Subnet Mask: 255.255.255.0
o no exclusions were added
o lease duration: 8 days
e | chose to configure DHCP options:
o default gateway: 192.168.0.254 (as specified in network plan)
o DNS IP address: 192.168.0.1

e once complete, | chose to activate the scope

Version: v2.0 19 June 2023 | Specimen

59 of 126



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Distinction
Guide standard exemplification materials

Setting up active directory
Screenshot:

[ Server Manager

@ ¥ Server Manager » DHCP

?i SERVERS | Post-deployment Configura...
&

i Dashboard All servers | 1 total

B Local Server

vices at DiCO

iration required for Active Directory Domain

TASKS =

Wi All Servers Promote this server to a domain controller
il ADDs FName  IPv4 Address  Manaa ws Activatio
- Server Name  |Pv4 Address Manag: o Feature installation pws Activation
DHCP
i! DCot 192.168.0.1  Online 3-00000-00000-AAT39 (Activated)
£ DNS onfiguration required. Installation succe on

ii File and Storage Services P
Add Roles and Features

o Post-deployment Configuration

Configuration completed for DHCP Server at DCO1

EVENTS Task Details

All events | 3 tota

TASKS

o ® ~

Server Name  ID Severity Source Log
DCo1 10020 Waming Microsoft-Windows-DHCP-Server  System
DCo1 1036 Ermor Microsoft-Windows-DHCP-Server  System
DCo1 1035 Ermor Microsoft-Windows-DHCP-Server  System

Date and }ime
03/01/2021 22:52:08

03/01/2021 22:52:04
03/01/2021 22:52:04

e Iclick on the yellow warning in server manager and select promote this server to a domain controller
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Screenshots:

A @ | FA Manage  Tools View Help

[& Active Directory Domain Services Configuration Wizard — O *
iE8 Dashbg TASKS *
H H H TARGET SERVER
I Locals)  Deployment Configuration DCo1 N
i All Ser i
Ig! ADDs Deplayment Configuration ) ian
{8 DHCP Select the deployment operation
= ® Add a domain controller to an existing domain (000-AAT39 (Activated)
em DNS () Add a new domain to an existing forest
ii File ang O Add a new forest

Specify the domain information for this operation

Supply the credentials to perform this operation

<No credentials provided =

TASKS ¥

More about deployment configurations

Previous MNext > nsta Cancel

e now |l need to add a domain
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- @ | IVA Manage Tools View Help

[z Active Directory Domain Services Configuration Wizard — O x
IEE Dashbg TASKS ¥
= ; . TARGET SERVER
I Locals) Deployment Configuration DCo1 <
BE All Seny
Inl AD DS Deployment Configuration ) ion
- Select the deployment operation
18 DHcp —
- Add a domain controller to an existing domain 000-AAT39 (Activated)
em DNS Add a new domain to an existing forest
ii File and ® Add a new forest

Specify the domain information for this operation

Root domain name: viyDomain.loca

TASKS =

More about deployment configurations

< Previous Mext > Insta Cancel

e as the primary deployment configuration, | select new forest
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- @ | IVA Manage Tools

[z Active Directory Domain Services Configuration Wizard — O x
IEE Dashbg TASKS ¥
= : ~ " : TARGET SERVER
I Locals)  Domain Controller Options DCo1 <
i All Sery ]
il ADDsS D= onfiguration ) ) ian
18 DHCP _ Select functional level of the new forest and root domain
Domain Controller Options
o I Forest functional level: Windows Server 2016 L L IHHTAR (R =)
= DNS DNS Options
ii File and Additional Ootions Domain functional level: Windows Server 2016 L
aths Specify domain controller capabilities
| Domain Name System (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: sssssnsess
Confirm password: sssssnsess TASKS ¥
X,
More about domain controller options
< Previous | | Mext = nsta

e« | add some security information (details below)
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- @ | IVA Manage Tools

[z Active Directory Domain Services Configuration Wizard — O x
iE% Dashbd TASKS ¥
= e . TARGET SERVER
I Loaals)  Additional Options DCo1 <
BE All Seny
I§! AD DS Deployment Configuration . . . o ion
18 DHCP Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions
= e The NetBIOS domain name: MYDOMAIN L IHHTAR (R =)
em DMS DN35 Options
ii File and
TASKS =
X,
More about additional options
< Previous | | Next > Insta

e |giveitaname
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@ v Server Manager » DHCP @1 I'A Manage  Tools

[z Active Directory Domain Services Configuration Wizard — O x
iE% Dashbd TASKS ¥
= TARGET SERVER
I localS{ Pgaths o1 :
BE All Seny
Inl AD DS Deployment Configuration . ) ) ion
ii DHCP Specify the location of the AD DS database, log files, and 5YSVOL

Domain Controller Cptions
o o Database folder: CAWindows\NTDS Izl 000-AAT39 (Activated)
em DMS DN35 Options
ii File and Additional Ootions Log files folder: CAWindows\NTDS Izl
SYSVOL folder CA\Windows\SYSVOL [-]

TASKS =

More about Active Directory paths

< Previous | | Mext > nsta Cancel

e | select the default options
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- @ | IVA Manage Tools

[z Active Directory Domain Services Configuration Wizard — O x
IEE Dashbg TASKS ¥
= . L TARGET SERVER
B locals) Review Options DCo1 v

Deployment Configuration Review your selections: ion

(000-AAT39 (Activated)

Domain Controller Gpticns Configure this server as the first Active Directory domain controller in a new forest.

DN35 Options The new domain name is "MyDomainlocal®. This is also the name of the new forest.

EE File ang Additional Options The NetBIOS name of the domain: MYDOMAIN

Paths

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DINS Server: Yes TASKS *
Create DN5 Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

< Previous | | Mext > nsta Cancel

¢ and again, | select defaults
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- @ | IVA Manage Tools View Help

[z Active Directory Domain Services Configuration Wizard — O x
IEE Dashbg TASKS ¥
= _ e ) TARGET SERVER
I Loaals|  Prerequisites Check DCo1 <
| Q All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more » | ion
Deployment Configuration . ) . . o ) . A
Prerequisites need to be validated before Active Directory Domain Services is installed on this 000-AAT39 (Activated)

Domain Controller Cptions computer

¥E File ang DNs Options Rerun prerequisites check
Additional Cptions
Paths @ View results

1

Windows Server 2016 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algorithms when establishing security channel sessions.

For mare information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

I Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DMNS server in the parent zone to ensure reliable name resolution from outside the \
domain "MyDomain.local”, Otherwise, no action is required.

TASKS =

5, If you click Install, the server automatically reboots at the end of the promoticn operation.

More about prerequisites

MNext > Install | | Cancel

¢ and I select install, having read the warnings
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@ v Server Manager » DHCP @ | IVA Manage Tools View  Help
[z Active Directory Domain Services Configuration Wizard — O

iE% Dashbg TASKS ¥
H . TARGET SERVER

¥ loals |nstallation DCo1 S
BE All Seny

il ADDs Progress ion
5 Startin,

DHCP d

W ) View detailed operation results 000-AAT39 (Activated)
£ DNS S e

o ! ows Server 2016 domain controllers have a default for the security setting named

g File ang v cryptography algonthms compatible with Windows NT 4.0° that prevents weaker

cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

Installation

TASKS =

More about installation options

¢ | use the standard cryptography

o | follow the active directory domain service (ADDS) with the following settings:
o deployment configuration - add a new forest
o root domain name - MyDomain.local (I have chosen this domain name for my local network)

o directory services restore mode password: | have set a secure password of ionsiTyp!1 for this password
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Screenshot:

MYDOMAIN
VAdministrator

S MYDOMAIN\Adm...

R Other user

e after a server reboot, | can now log in using the domain admin password | set above
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[ Server Manager - X

@ v Server Manager * Local Server @1 I Manage

i PROPERTIES

IEE Dashboard For DCO1 TASKS ¥
i Local Server )
- Computer name D01 Last installed updates Never
BE All Servers Domain MyDomain.local Windows Update Download u
I—i-i AD DS Last checked for updates Never
18 DHcp
£ DNS Windows Firewall Domain: On Windows Defender Real-Time Py
ii File and Storage Services b Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled E Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC+00:00)
Ethernet 192.168.0.1, IPv6 enabled Product ID 00378-00004
Operating system version Microsoft Windows Server 2016 Standard Evaluation  Processors Intel(R) Core|
Hardware information Microsoft Corporation Virtual Machine nstalled memor ) 137 GB
Total disk space 39.45 GB
EVENTS
All events | 68 total TASKS W
o - v
Server Name  ID Severity Source Log Date and Time
DCol 1014 Warning Microsoft-Windows-DNS Client Events System 04/01/2021 00:539:35
Dcol 1014 Warning Microsoft-Windows-DNS Client Events System 04/01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy Systern 04/01/2021 00:54:21

¢ | can see everything is now complete and there are no warnings

e | can now set up domain administrator accounts and manage the active directory
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Screenshots:

f& Server Manager

@ ¥ Server Manager * Local Server

= PROPERTIES

Dashboard .

I
B Local Server

i' All Servers

For DCO1

Computer name

Domain
i§l ADDsS
fE DHCP
& DNS Windows Firewall

ii File and Storage Services P

Remote management

Remote Desktop

NIC Teaming
Ethernet

Hardware info

EVENTS

All events

T

Server Name

Dcol
DCo1
DCo1

68 to

rmation
tal
ID Severity

1014 Warning
1014 Warning
1129 Error

Dao

MyDomain.local

Domain: On

Enabled

Disabled

Disabled

192.168.0.1, IPv6 enabled

Microsoft Windows Server 2016 Standard Evalu

Microsoft Corporation Virtual Machine

o

Source

Microsoft-Windows-DNS Client Events
Microsoft-Windows-DNS Client Events

Microsoft-Windows-GroupPaolicy

-@1 F

Manage

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services
Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

Group Policy Management
ISCSI Inttiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
QDBC Data Sources (b4-bit)
Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell

e in server manager, | open tools and the AD wizard
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@ v Server Manager * Local Server

Manage

Tools

Dashboa

All Serve
AD DS
DHCP
DNS

o B =

File and

] Active Directory Users and Computers O X
TASKS -
File Action View Help
o= | —= = — . . ——
@@|’-|£D|*D._‘.._’P|E |aJi‘_._?4_.fﬁ Never
] Active Directory Users and Com|| jame Type Description ~ Download u
- - Never
. :V;d Qu.erlles | E)Administrator User Built-in account for ad...
e ..meflr;am. o %Allowed RO... Security Group.. Members in this group c...
- CUI " " %Cer‘t Publish... Security Group... Members of this group ... Real-Time P4
omputers weal-
- Dom:in Controllers %Cloneable D.. Security Group.. Members of this group t... Settings
= Forei o v DefaultAcco.. User A user account manage... - . ;
_| ForeignSecurityPrincipaly| | 2 figuration On
“| Managed Service Accout %Denied ROD... Security Group.. Members in this group c... - WRTT
= DHCP Admi... Security Group... Members who have ad... ) -
Users P 00378-0000¢
- Delegate Control... Users  Security Group... Members who have vie... - 1
2, ty P
Find... mins  Security Group... DMNS Administrators Gro...
dzteD  Sacurite Gronn DMS cliente wha ars per...
MNew » Computer rato... R Con
Al Tasks > Contact SEf.. 1I1tc‘ I'r'_‘LUIE
View > Group - 3945 GB
InetOrgPerson
Esieh msDS-KeyCredential
i rato...
s msDS-ResourcePropertyList p
Properties msD5-5ShadowPrincipal Container P
Help mslmaging-P5Ps Ip G TASKS =
(T JuEs| M5SMQ Queue Alias Jue.
< > || 2, Key 2 Printer do .. hd >
Create a new object... User
Server Name  ID Shared Folder Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy Systern /012021 00:54:21

e | start by selecting ‘New’ and then ‘User’
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- @ | r Manage  Tools

d New Object - User x TASKS *
a Never
Createin:  MyDomain local/Users . o
i on o Download u
Never
ccount for ad...
First name: |Dan | Initials: | | s in this group c...
= of this group ... -
Last name: |Tr\:|ke | ) group Real-Time Py
- s of this group t... Settings
u File and § Full rniame: |Dan Troke | count manage... ~ -
L pfiguration On
s in this group c. - (UTC+00:00)
User logon name: < who have ad... (UTC+00:00)
| - 00378-00004
diroke | @MyDomain Jocal w = who have vie...
) ministrators Gro...
User logon name (pre-Windows 2000): hts who are per...
|MYDOMA|N\ ||dtn:ke | ed administrato... _
. Intel(R) Core|
tations and ser...
. . 141 GB
in controllers i...
- + 3945 GB
in users
%Enterprise A... Security Group... Designated administrato...
%Enterprise K... Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group... Members in this group c... TASKS -
E.;Guest User Built-in account for gue...
< > || #2 Key Admins _ Security Group... Members of this aroup ... N v
Server Name  ID Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy System /01/2021 00:54:21

e | add the new user’s details
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- @ | r Manage  Tools

iE% Dashboa| § New Object - User X TASKS ¥
Never
& Createin:  MyDomain local/Users o " Download u
Never
ccount for ad...
First name: |Dan | Initials: | | s in this group c...
= of this group ... -
Last name: |Tn:|ke | . group Real-Time Ps
- = of this group t... Settings
& Fileand Full name: |Dan Trake | count manage... B i
o pfiguration On
= in this group c... - 0
User logon name: = whao have ad... SUESLLLY,
. 00378-00004
|dtr0ke | @MyDomain local v s who have vie...

ministrators Gro...

User logon name (pre-Windows 2000): hts who are per

|MYDOMA|N\ ||dtn:ke | ed administrato... _
. Intel(R) Corel
tations and ser...
. . 141 GB
in controllers i...
. + 39.45 GB
< Back Next > Cangel N guests
in users
%Enterprise A... Security Group.. Designated administrato...
%Enterprise K... Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group... Members in this group c... TASKS ¥
8.;Gue5t User Built-in account for gue...
< > || #2 Key Admins _ Security Group... Members of this aroup ... o v
Server Name  ID Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy Systern /012021 00:54:21

¢ here | add the details for the new user
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- @ | r Manage  Tools

iE% Dashboa| § New Object - User X TASKS ¥
Never
'-E?l Createin:  MyDomain local/Users on ~ Download u
Never
ccount for ad...
Password: |ouuuo | = in this group c...
f thi -
Confirm password: sessnene| | - ° fs group Real-Time P4
- ) = of this group t... rra
.i File and count manage. Settings
User must change password at next logon o ge hfiquration On
s in this group c... - o )
[] User cannot change password < who have ad... '3;::&3;;;3'
[] Password never expires s who have vie.., o 1
[ Accourt is disabled ministrators Gro...
nts who are per...
ed administrato... .
. Intel(R) Corel
tations and ser...
. . 134 GB
in controllers i...
. + 39.45 GB
< Back Nend > Cancel N guests
in users
%Enterprise A... Security Group.. Designated administrato...
%Enterprise K... Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group... Members in this group c... TASKS ¥
8.;Gue5t User Built-in account for gue...
< > || #2 Key Admins _ Security Group... Members of this aroup ... o v
Server Name  ID Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy Systern /012021 00:54:21

o € m B < D % 000001
e | add the initial password for the new user; this password will have to change at first log in (see tick box)
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- @ | r Manage Tools

o B =

Dashboa

All Serve
AD DS
DHCP
DNS

File and

] Active Directory Users and Computers O
. . . TASKS -
File Action View Help
P p— = S ~ 2 Bl &
e 2@ 8 XEERH i Never
] Active Directory Users and Com|| jame Type Description Download u
- - Never
. :V;d Qu.erlles | E)Administrator User Built-in account for ad...
e ..meflr;am. o %Allowed RO... Security Group.. Members in this group c...
: Cilmlsuters %Elert Pusllisg... zecur?t)r group... Eem:ers ozt:?s group ... Real-Time P
5] Domain Controllers . oneable 0., Security Group... embers of this group t... Settings
“ Forei Lo % Dan Troke User - -
_| ForeignSecurityPrincipaly figuration On
“| Managed Service Accour E.;DefauItAcco... User A user account manage... M O
= %Denied ROD... Security Group.. Members in this group c... ) '
5| U= : : 00378-0000{
%DHCP Admi.,  Security Group..  Members who have ad...
%DHCP Users  Security Group... Members who have vie...
%Dnmdmins Security Group...  DNS Administrators Gro...
%DnsUpdateP... Security Group...  DN5 clients who are per... TG
el(R) Con
%Domain Ad.. Security Group... Designated administrato... 1I134 'r'_‘ 9
%Domain Co.. Security Group... All workstations and ser... o
3945 G
%Domain Con... Security Group... All domain controllers i... SAE(EE
%Domain Gue.. Security Group.. All domain guests
%Domain Users Security Group... All domain users
%Enterprise A... Security Group... Designated administrato...
%Enterprise K. Security Group.. Members of this group ...
%Enterprise R... Security Group.. Members of this group ... TASKS ¥
%Group Polic...  Security Group... Members in this group c...
< > || & Guest User Built-in account for gue... v
Server Name  ID Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy Systern /012021 00:54:21
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- @ | r Manage Tools

] Active Directory Users and Computers - O X
5= Dashboa TASKS
— File Action View Help
= ¢1$|f_|J§’I:I|XB¢j>| ST E %R Never
All Servel— wnload
!_ | Active Directory Users and Com || Name Type Description ~ Download u
= = ; Never
R . saved QLI.EFIES E)Administrator User Built-in account for ad...
i DHCP - I\.-“!)rliéorlr;am.local H2 Allowed RO... Security Group.. Members in this group c...
E% DNS - CUI " " %Cer‘t Publish... Security Group... Members of this group ... Real-Time P4
omputers weal-
= - p. %Cloneable D.. Security Group.. Members of this group t... S
¥ File and 3| Domain Controllers % Settings
| ForeignSecurityPrincipalf Co figuration On
- . py-.. =
| Managed Service Accour E.JDefa.uItAc: Dunt.manage... (UTC+00:00)
= Users %Demed RO Add to a group... n this group c... 00378-00001
2 DHCP Adr Disable Account who have ad... o 1
%DHCP Use Reset Password... who have vie...
%Dnmdmin e nistrators Gro...
¥, DnsUpdate s who are per...
Open Home Page el(R) Con
%Domain A L i 2 1 administrato... :n;“'f'_‘ "
2 Domain Ci el itions and ser.. e
. . 39.45 GB
%Domaln Ci All Tasks » 1 controllers i..
%Domain G 1 guests
%Domain U Cut 1 users
%Enterprise Delete 1 administrato...
%Enterprise Rename of this group ...
%Enterprise . of this group ... TASKS ¥
| Properties .
%Group Poli n this group c...
< > || & Guest Help count for que... v "
Allows you to add the selected objects to a group you select.
Server Name  ID Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy Systern /012021 00:54:21

e« | now add the new user to a security group
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- @ | r Manage Tools

Select Groups *
Select this object type:
|Gmup5 or Built-n security principals | Object Types...
From this location: our?tfor ad...
|I't‘thomain.IocaI | Locations... r thl_s group c..
f this group ...
- ) Enter the object names to select (mamples): f this group t...
.i File and Domain Adming Check Names
unt manage...
n this group c...
ho have ad...
Advanced... Cancel ho have vie..

TASKS -

Never

%Dnmdmins Security Group...
% DnsUpdateP... Security Group...

DMS Administrators Gro...
DNS clients who are per...

Download u

Never

Real-Time Py
Settings

pfiguration O
(UTC+00:00)
00378-00004

n

%Domain Ad.. Security Group... Designated administrato... |1n:||_£\,1'._cre
%Domain Co.. Security Group... All workstations and ser... o
3945 G
%Domain Con... Security Group... All domain controllers i... SAE(EE
%Domain Gue.. Security Group.. All domain guests
%Domain Users Security Group... All domain users
%Enterprise A... Security Group... Designated administrato...
%Enterprise K. Security Group.. Members of this group ...
%Enterprise R... Security Group.. Members of this group ... TASKS ¥
%Group Polic...  Security Group... Members in this group c...
< > || & Guest User Built-in account for gue... v
Server Name  ID Severity Source Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy /0172021 00:54:21

o the new user has been selected
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- @ | r Manage Tools

= Dan Troke Properties ? X
IEE Dashboa| _ _ _ TASKS
- = File Action View Help Remote control Remote Desktop Services Profile COM+
Local Se g = | # | Ja’ B | ‘ General Address  Account Profile Telephones  Organization Never
— Member Of Dialdn Environment Sessions Download
| Active Directory Users and ~ IR Cactt
| Saved Queries Member of: Never
i DHCP v & MyDomainJDﬁl Name Active Directory Domain Services Folder
o DNS — Builtin Domain Admins MyDomain local/Users Real-Ti P
== ~ Computers Domain Users My Domain local/ Users wa-ime
ii File and 9 3| Domain Controllers Settings
| ForeignSecurityPrin pfiguration On
| Managed Service Ac (UTC +00:00)
—| U=38 00378-00004
Add.. Remove Intel(R) Corel
134 GB
39.45 GB
Primary group: Domain Users
St Primary Gro There is no need to change Primary group unless
Set Famany GouR | o have Macintosh clients or POSIX-compliant
applications.
TASKS =
< v ~
Cancel Ppply Help
Server Name  ID Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy Systern /012021 00:54:21

e« and here we see the user’s properties s
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- @ | r Manage Tools

iE% Dashboa| § New Object - User X TASKS ¥
B Local Se
4 a Never
—: O Createin:  MyDomain local/Users on " Download u
Never
ccount for ad...
™M When you click Finish, the following object will be created: s in this group c...
Full name: Dan Troke s of this group .. Real-Time Pi
- - P P = of this group t... Settings
E Fileand § ser logon name: dtroke @MyDomain local count manage... . . <
L pfiguration On
= in this group c... - M O
s who have ad... A
- 00378-00004
= who have vie...
ministrators Gro...
nts who are per...
ed administrato... .
. Intel(R) Corel
tations and ser...
. . 134 GB
in controllers i...
_ . . + 39.45 GB
= o | s
in users
%Enterprise A... Security Group.. Designated administrato...
%Enterprise K... Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group... Members in this group c... TASKS ¥
8.;Gue5t User Built-in account for gue...
< > || #2 Key Admins _ Security Group... Members of this aroup ... o v
Server Name  ID Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy Systern /012021 00:54:21

e | click finish to confirm

e |created a user account called dtroke - | have added this account to the domain admin group to allow me to
administer computers on the network
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Installing security software

Screenshots:

— X
e https://www.avira.com/en/start-download/product/2262/-112e2 0 ~ @ & Download Avira Free Securi... =

Avira

First step successfully completed!

You should now have the downloaded file. Now, all you
need is to open and install it!

Download Run program Install

Your download hasn't started?
Try again now

_Back to the previous page

The avira_en_sptll_phpws-spotlight-release.exe download has completed. Run Open folder View downloads

01:55
04/01/2021 Ez

b 1 de

e | navigate to the correct website and download the software | need
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e https:/www.avira.com/en/start-download/product/2262/

& Avira

M2 O-@C Download Avira Free Securi...

Welcome to Avira

Agree and Install

R

e | agree to the licence as required
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@& Avira Free Security

Great! You are all set

Let's run your first smart scan

Smart scan

e once installed, | run the first smart scan
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@& Avira Free Security 8 Register

Here's what you fixed for free

# 16.41 MB freed up

# 40 registry entries cleaned

A\ 21 privacy settings to fix
A\ 143.89 MB to free up

A\ 1slow startup app

Fix the rest

e here are the results for the free software

e to ensure that the server is protected, | have installed antivirus software onto the server and run a scan
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Screenshots:

View Help

Update status

il | | | Updates are available.
s A + Windows Malicious Software Removal Tool x64 - v5.84
il 4 Update & security (KB890830).
i C + 2020-09 Servicing Stack Update for Windows Server 2016 for
e d < Windows Update ¥64-based Systems (KB4576750).
BEr » 2018-05 Cumulative Update for Windows Server 2016 for

== Windows Defender x¥b4-based Systems (KB4103723).

I
D Recovery Downloading updates 23%
Activation Hide

Update history

it For developers
Update settings
Available updates will be downloaded and installed
automatically, except over metered connections (where charges
may apply).

Change active hours

Restart options

BPA results BPA results

04y

¢ | have checked and installed any Windows updates to ensure Windows is fully patched to close any
vulnerabilities
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Screenshots:

@ Windows Firewall with Advanced Security - O X
File Action View Help
=@ |

ORI TN (RGNt Windows Firewall with Advanced Security on Local Computer Actions

E3 Inbound Rules » | Windows Firewall with Adv... &

QOutbound Rul .
g C;Innoe::ion ::csurit}r Rules w Windows Firewall with Advanced Security provides network security for Windows computers. &) Import Policy..
B, Monitoring 42| Export Policy...
Overview - Restore Default Policy
Domain Profile is Active Diagnose / Repair
& wi i
¥ Windows Firewall is on. View >

® Inbound connections that do not match a rule are blocked.

_ | Refresh
@ oOutbound connections that do not match a rule are allowed. -

D Properties
Private Profile

E Help

'@' Windows Firewall is on.
G Inbound connections that do not match a rule are blocked.
IZQ' Outbound connections that do not match a rule are allowed.

Public Profile

@ Windows Firewallis on.

Q Inbound connections that do not match a rule are blocked.
IZQ' Outbound connections that do not match a rule are allowed.

@ Windows Firewall Properties

Getting Started -
Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are autherticated and
protected by using Intemet Protocol security {IPsec).

E] Connection Security Rules

View and create firewall rules
W

Crasta firmwsll nilae ta sl e blael connactinne o enacfiad renarame A nate Yoo can slen slliw s connactinn sehe F

« | have opened Windows firewall to ensure it is enabled and working to protect the server from external attacks
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Task 2(b)
Installation of client PC

Screenshots:

*4 Windows Setup

Language to install: [English (United Kingdom) hd

LG RNt ST English (United Kingdom) -
Keyboard or input method: [INERELERR -

Enter your language and other preferences and click "Mext” to continue.

ion. All ights reserved.

o | first select the installation language, time and currency format and keyboard or input methods to meet the
client’s needs
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14 Windows Setup

o= Windows

Install now

Repair your computer

ion. All rights reserved.

o then | click install
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e

Q ¢f) Windows Setup

Select the operating system you want to install

Operating system Architecture Date medified
Windows 10 Home x4 19/11/2020
Windows 10 Home N x4 19/11,/2020
Windows 10 Home Single Language x4 19/11/2020
Windows 10 Education x64 19/11,/2020
Windows 10 Education N 64

Windows 10 Pro

Windows 10 Pro N

Description:
Windows 10 Pro

1 Collecting information 2 Installing Windows

e | select the version of windows | want to install, here | choose Pro as the home versions do not allow
connection to a domain
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) ¢f) Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email that you received after buying a digital copy of Windows, or on a label inside the box that
Windows came in.

The product key looks like this: K- RO - RO KO- 00

If you're reinstalling Windows, selectI don't have a product key. Your copy of Windows will be
automnatically activated later.

Privacy statement Idon't have a product key

1 Collecting information 2 Installing Windows

¢ now | enter the product key
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e

Q ¢f) Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings and applications
The files, settings and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

1 Collecting information 2 Installing Windows

e | choose installation type

Version: v2.0 19 June 2023 | Specimen 91 of 126



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Distinction
Guide standard exemplification materials

e

Q ¢f) Windows Setup

Where do you want to install Windows?

MName Total size Free space  Type

> Drive 0 Unallocated Space 250 GB 250 GB

+4 Refresh 75 Delete # Format

Load driver Extend

1 Collecting information 2 Installing Windows

¢ and an installation location
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¢f) Windows Setup

Installing Windows

Status

J/ Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates

Getting finished

1 Collecting information 2 Installing Windows

¢ now Windows installs and | can monitor the progress

The above screenshots show me installing Windows 10 onto the client computer.

e configuration steps included:
o selecting UK English as the installation language and keyboard layout

o inputting Windows 10 product key - | have selected ‘1 don’t have a Product Key’ and will input/activate
Windows after installation

o selecting Windows 10 Pro for installation
o accepting the licence agreement
o selecting custom installation to perform a clean installation of Windows 10

o selecting the HDD partition to install Windows into
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Screenshots:

Let's start with region. Is this correct?

Tuvalu

U.S. Minor Outlying Islands

U.5. Virgin Islands

Uganda

Ukraine

United Arab Emirates

e once installed, | need to select my location

Version: v2.0 19 June 2023 | Specimen 94 of 126



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Distinction
Guide standard exemplification materials

s this the right keyboard layout?

If you also use another keyboard layout, you can add that next.

Canadian Multilingual Standard

English (India)

Irish

Scottish Gaelic

United States-Dvorak

United States-Dwvorak for left hand

e | select the keyboard layout
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Let's add your account

Access your apps, files and services across your devices with your Microsoft account.

Create account

Privacy & Cookies Terms of Use

¢ now | can add an initial account
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Whao's going to use this PC?

What name do you want to use?

Or, even better, use an online account

e | enter the initial username as Admin
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Confirm your password

Type your password one last time

Or, even better, use an online account

e and | choose a password for security

The above screenshots show me performing the initial configuration for first use of Windows 10.

e configuration steps included:
o selecting region (UK) and input language (British English)

o creation of local user account (admin) with a complex password (ionsiTyp!2)
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Screenshot:

Browse the web with Microsoft Edge

The new browser recommended by
Microsoft for your PC

Get started Maybe later

£ Type here to search

e | have now logged into Windows 10 for the first time
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Checking device drivers

Screenshot:

& Device Manager
File Action View Help
e B HEH
v b DESKTOP-UR21v4D
> 3 Batteries
> E Computer
5 s Dizk drives
» @ Display adaptors
> < DVD/CD-ROM drives
> Hurnan Interface Devices
> Keyboards
> g Mice and other pointing devices
>
>
>
>
>
>
>

[ Monitors

I Metwark adapters
= Print queues

1 Processors

B Software devices
S Storage controllers
¥m System devices

L Type here to search

e | have logged into device manager on the computer and identified that all drivers have been installed correctly
as part of the Windows installation process
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Network configuration/domain joining

Screenshots:

Settings

Recycld

fi Home About

Find a setting ( Your PC is being monitored and
protected.

System
See details in Windows Security

J  Display
Device specifications

Sound
Device name DESKTOP-URZ21V4D

Processor Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80
GHz

Installed RAM 1.00 GB (807 MB usable)

Device ID DE14392F-07B5-4C03-AF10-T48C5FCO55FB

Product ID 00330-80000-00000-AA354

MNotifications & actions

Focus assist

Power & sleep

System type 64-bit operating system, x64-based processor

Pen and touch No pen or touch input is available for this display
Battery

Copy
Storage

Rename this PC
Tablet

Multi-tasking Windows specifications

L Type here to search

e | select rename PC and give it a name so that it is easy to recognise
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Settings

About

Find a setting Your PC is being monitored and
protected.

System
See details in Windows Security

Rename your PC

Rename your PC

After you restart, your PC name will change to: PC0O1

Power &
System type 64-bit operating system, x64-based processor

P dtouch N touch inputi ilable for this displ
Battery 'en and touc o pen or touch input is available for this display

Copy
Storage

Rename this PC
Tablet

Multi-tasking Windows specifications

e | then need to restart for the name change to become effective
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e once restarted, | can add the PC to the domain | created

e _ RE Windows10
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LN

s - — _ B Windows10

/

e here | type the name of the domain | want to join

| have updated the computer name of the client to be PCOL1 in line with the network installation plan, | have also
joined the MyDomain.local, using the domain admin account dtroke when prompted

after joining the domain, the computer has rebooted and | can now log in with my domain user account - | will

log in with the dtroke account as this is a domain admin account and will allow me to install software as well as
finish configuring the workstation
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Security and installation of antivirus software

Screenshots:

AVG Artireeun Ior Windows < AVG Free Download
e S g . w———y -

¢ | now search for an antivirus programme

AVG AntiVirus FREE

e | choose AVG and select the free download (please note: the company would have the option of purchasing a
version of AVG)
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(~) Thank

e here you can see AVG installing
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You're protected

e and now the software is installed, and the computer is protected
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¢ | run ascan and the results are above; there are no browser threats
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Screenshots:

—
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¢ | now open settings to check for updates to see any that are not currently installed

Windows Update
I-_::I et

b Crmraaeg
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sisiali i e s b Sl i’ Pty I i sl

Ly

& — Windows Updabe

e after scanning, the computer shows it has missing updates which | can now install
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Configuring backups

Screenshots:
— e By a
Gy Hawe Backup
Wipdhnd N Sarsmiey Buck up using File Hbory :

Badd o triee

Loserbonrsy ded A lebid Bathouip? pp—

m 3 b %

E
i
{

e  Windows now shows it is fully up-to-date and so | can now run a backup to protect the data
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Client software

The following software was requested for installation:
o oOffice software
e project management software

e instant messaging client software

As per the network installation specification, | will install Microsoft Office 2019, Microsoft Project and Microsoft
Teams.

Welcome to Office

Sign in to use your favorite productivity apps from any device

i B S

e here I go to the Microsoft website and select the office packages | want to install
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Inbox - Hotmail = a X
= Search 0| S = < Manage accounts
+ New mail Focused Other Select an account to edit settings.
Add an account X
03 January 2021 2 Hotmail
Accounts Add an account to Mail, Calendar, and People to access your || rickym1970@hotmail.co.uk
email, calendar events, and contacts.
e ao.com
otmail :
Our big deal blowoy Outlook.com B
rickym1970@hotmail.co.uk . . C3
i The deals don't stop {; Qutlook.com, Live.com, Hotmail, MSN = richard.moss@bcs.uk
Bcs
richard.moss@bcs.uk 01 January 2021 u Office 365
Office 365, Exchange
ao.com (@ Link inboxes
Folders Our New Year Deals| ¢
Save BIG on TVs, flo J Geogle + Adid
account
Inbox \'t‘_'_»,. -
30 December 2020 R oo .
Sent
ao.com
Deleted Top electrical offers X icioud
Start 2021 for less V|
More E Other account

28 December 2020 POP, IMAP

ao.com
Beat those post-Xm
Our deals are still on View email online | Un

X Close

Get premium Outlook features 26 December 2020

- ao.com
] o

Go, go, go! End of Year deals are here

£ Type here to search A bm T dx ENG ]

14:
06/01/2021

8 poadeficecmne T EEY

Viow aprs & doviies Vira byl

prvacy & r‘\[jw[‘, permissions

Mamoge vairemy & poivacy Chamge mpw poacspiome

e here | can configure personalisation such as security
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¢ here we see the configured mail programme
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Mobile phone set-up

Connecting to wireless network

Photos:

e to connect the mobile phone to WiFi, | first open settings and then WiFi options
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e | select the correct WiFi access point and input the password to gain access
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o the phone is now connected

¢ | join the phone to the office network by scanning for the network office WiFi and entering the WPA2-PSK
password when prompted
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Implementing screen lock

Photos:

e now via settings, | need to access the security settings
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o from here, we access security

e | choose lock screen with fingerprint (biometrics)
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e | enter the password as part of the security
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Add fingerprint
PIN set for unlock. Add a fingerprint as

e now | can add a fingerprint

e to improve security of the mobile device, | have added a screen lock with a PIN number of 833011 which needs
to be entered to unlock the phone when using biometrics
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Photos:

Find My Device

by Google Play Protect

2 Dan Troke
danstroke@googlemail.com

Continue as Dan

danstroke@googlemail.com
Google password

Forgotten password?

[ pontt ask again

e | add the relevant details
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Find My Device

Huawei P30 lite
Contacting device...

e now | can see the location is active

e in case of loss of the phone, | have added the ‘Find My Device’ app; this will allow me to locate a lost device on
a map or make it ring to help find it, it also allows the phone to be remotely locked or remotely wiped to protect
personal or company data if lost or stolen - this helps to protect company data

Task 2(c) (see Appendix 1 - Workbook - DSS-007-01 Assignment 1 distinction
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Examiner commentary

This project meets the requirement of the brief, fully considering the needs of the client:

there was a full assessment of the security considerations and legislation such as GDPR and 1SO27001. This
included suggestions for how this could be dealt with

the student has taken health and safety and security considerations such as signs to prevent access to
dangerous areas, cooling for the server room to prevent overheating

where practical tasks are part of the assignment, they have achieved the required outcomes of the task
(installing Windows server, setting up Active Directory, installing Windows 10)

they have provided a detailed commentary of the tasks they have undertaken and consistently use appropriate
technical terms. It is clear they know and understand the technical terminology used in the sector

the student has given the scenario deeper thought, looking beyond the assignment brief (for example,
considering gateway routers on the network or the number of switches needed to achieve the project)

where technical understanding of concepts is required, a high level of detail is seen (for instance when looking
at IP addressing the solution is comprehensive with all information required)
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Grade descriptors

The performance outcomes form the basis of the overall grading descriptors for pass and distinction grades.

These grading descriptors have been developed to reflect the appropriate level of demand for students of other
level 3 qualifications and the threshold competence requirements of the role, and have been validated with
employers within the sector to describe achievement appropriate to the role.

Grade Demonstration of attainment

Pass The evidence showing installations and setup is logical and displays sufficient knowledge in
response to the demands of the brief.

The student makes some use of relevant knowledge and understanding of setting up systems
and demonstrates an adequate understanding of perspectives or approaches associated
with industry standards in digital support services roles.

The student makes adequate use of facts/theories/approaches/concepts and attempts to
demonstrate breadth and depth of knowledge and understanding in their configurations.

The student is able to identify some information from appropriate sources and apply the
appropriate information/appraise relevancy of information and can combine information to make
decisions.

The student makes sufficient judgements/takes appropriate action/seeks clarification with
guidance and is able to make adequate progress towards prioritising and solving non-routine
problems in real life situations.

The student attempts to demonstrate skills and knowledge of the relevant concepts and
techniques to plan, install, configure and test software systems and generally applies this across
different contexts.

The student shows adequate understanding of unstructured problems that have not been seen
before, using sufficient knowledge to attempt to prioritise and solve problems with some attempt
at reasoning.

Distinction The evidence is precise, logical and provides a detailed and informative response to the
demands of the brief.

The student makes extensive use of relevant knowledge and has extensive understanding of the
practices of the sector and demonstrates a depth of understanding of the different
perspectives/approaches associated with digital support.

The student makes decisive use of facts/theories/approaches/concepts, demonstrating extensive
breadth and depth of knowledge and understanding and selects highly appropriate
skills/techniques/methods.

The student is able to comprehensively identify information from a range of suitable sources and
makes exceptional use of appropriate information/appraises relevancy of information and can
combine information to make coherent decisions.
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The student makes well-founded judgements/takes appropriate action/seeks clarification and
guidance and is able to use that to reflect on real life situations in a digital support role.

The student demonstrates extensive knowledge of relevant concepts and techniques reflected in
a digital support role and precisely applies this across a variety of contexts and tackles
unstructured problems that have not been seen before, using their knowledge to analyse and
find suitable solutions to the problems.

The student can thoroughly examine data/information in context and apply appropriate analysis
in confirming or refuting conclusions and carrying out further work to justify strategies for solving
problems, giving concise explanations for their reasoning.

‘Threshold competence’ refers to a level of competence that:

e signifies that a student is well placed to develop full occupational competence, with further support and
development, once in employment

e is as close to full occupational competence as can be reasonably expected of a student studying the TQ in a
classroom-based setting (for example, in the classroom, workshops, simulated working and (where
appropriate) supervised working environments)

e signifies that a student has achieved the level for a pass in relation to the relevant occupational specialism
component

U grades

e if a student is not successful in reaching the minimum threshold for the core and/or occupational specialism
component, they will be issued with a U grade
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