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About this workbook

Introduction

All evidence should be placed in this workbook.

Save your document regularly as you work through the assignment. It is recommended you save after inserting
each piece of evidence.

Submit this workbook in .pdf format at the end of the assignment using the file naming convention.
Surname_Initial_student number_Workbook?2

For example Smith_J 123456789 Workbook2.pdf

Evidence

All print screens and photographs should be humbered and linked to the task.

For example, task 1, evidence 2 would be shortened to 1.2.

1.2 — Shows the SATA cable being installed

Version: v1.1 January 2023 | Specimen 30f 88
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Task 1

RJ45 connected

All the copper connectors connect with the cable

All the ends of the cable are arranged correctly

The plastic cover is at the right depth to catch under the fixing in the RJ45 end

~—

Cable testing

The cable tester lights show that each strand is working correctly

Version: v1.1 January 2023 | Specimen 4 of 88
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Task 2

Step A

Server0l installation and configuration

. operating system installed

(] m e

Server Manager

@ -

Server Manager * Local Server

Ei Server01 - Doe, John 3421843

-@1F

Manage

Tools View

TASKS *

Help

B2 PROPERTIES
I3 Dashboard . For WIN-18JIPSDB92A
- Computer name
W& All Servers Workgroup
W8 File and Storage Services b

WIN-I8JIPSDB92A

WORKGROUP

Public: On

Enabled

IPv4 address assigned by DHCP, IPv6 enabled

Never
Install updates z

Never

Real-Time Prote

Version: v1.1 January 2023 | Specimen

17:48

ds 31/12/2020

Opera ersi Microsoft Windows Server 2019 Standard oce Intel(R) Core(TV
Hardwa VMware, Inc. VMware Virtual Platform stalled memory (RAM 2 GB

EVENTS

All events | 24 total TASKS =

Filter el v #H)wv v

Server Name 1D Severity Source Log Date 3:1d'1 me
WIN-I8JIPSDB92A 1000  Error Application Error Application 31/12/2020 17:42:18
WIN-I8JIPSDB92A 8198  Error Microsoft-Windows-Security-SPP Application 31/12/2020 17:27:16
WIN-I8JIPSDB92A 10016 Error Microsoft-Windows-DistributedCOM  System 31/12/2020 17:27:14

8
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¢ suitable region and language settings

Ei Server01 - Doe, John 3421843 To release your mouse press: Control-38

i Windows Setup

Windows Server: 2019

[ELENELRGAREENR English (United States) hd

Time and currency format: [English (United Kingdom) i
Keyboard or input method: ([IRTEERGIEEN -

Enter your language and other preferences and click "Next” to continue.

Version: v1.1 January 2023 | Specimen 8 of 88
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o disk partitions

B Server01 - Doe, John 3421843

Server Manager

@ ¥ «File and Storage Services * Volumes * Disks @ venage ook view wep
== DISKS
E Servers -] All disks | 2 total TASKS =
g Volumes i o S (Bl >
T *
“ Storage Pools Number Virtual Disk Status Capacity Partition Read Only Clustered Subsystem
4 WIN-I8JIPSDB92A (2)
0 Online 600GB 0008 MBR NVMe '
1 Online 600GB 0008 MBR NVMe \
Last refreshed on 31/12
VOLUMES STORAGE POOL
Related Volumes | 1 total TASKS = VMware Virtual NVMe Disk on WIN TASKS w
Filter jel - v No related storage pool exists.
Volume Status Provisioning Cap Free Sp|
4 WIN-I8JIPSDB92A (1)
D: Fixed 60.0GB 59.9 GB}

Version: v1.1 January 2023 | Specimen 9 of 88
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e machine named correctly

B Server01 - Doe, John 3421843

Manage

Tools

Bi All Servers

% File and st

I8 Dashboard System Properties

Computer Name  Hargware Advanced Remote

To rename this computer or change its domain or
workgroup, click Change.

Windows uses the following information to identify your
computer on the netwerk

For example: "IIS Production Server” or

Change...

Cancel

Severity

Error
Error

Error

Apply

o

Source
Microsoft-Windows-Security-SPP

Microsoft-Windows-DistributedCOM
Microsoft-Windows-DistributedCOM

{gned by DHCP, IPv6 enabled
|gned by DHCP, IPvE enabled

|ws Server 2019 Standard

|ware Virtual Platfarm

Log

Last installed updates
Windows Update

Last checked for updates

Windows Defender £

Time zone

Product ID

Processors
1stalled memory (RAM)

-
Date and Time

Application  31/12/2020 17:50:50
System 31/12/2020 17:50:48
System 31/12/2020 17:50:48

Never
Install updates z

Mever

Real-Time Prote
Settings

On
(UTC+0i

Not activated

Intel(R) Core(TV
2 GB

TASKS

-

Version: v1.1 January 2023 | Specimen
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o fixed IP addressing set

Server Manager
©9-

== PROPERTIES
% Dashboard .

For Server01

B Server01 - Doe, John 3421843

Server Manager * Local Server

Manage

Tools View Help

LTASKS v

A
o
i
(o))
[ |

Version: v1.1 January 2023 | Specimen

N Tl dg

Computer name Server01 Last installed updates Never
i All Servers Workgroup WORKGROUP Windows Update Install updates autol
B File and Storage Services P Last checked for updates Never
Windows Defender Firewall Public: On Windows Defender Antivirus Real-Time Protectiol
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled IE Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC+00:00) Dublin,
Ethernet0 10.1.1.1, IPv6 enabled Product ID Not activated
Ethernet1 10.1.1.2, IPv6 enabled
Operating system version Microsoft Windows Server 2019 Standard ~ Processors Intel(R) Core(TM) i9-
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM) 2GB
EVENTS
All events | 36 total | TASKS w
Filter pel X ® ¥ NS
Server Name D Severity Source Log Date and Time
SERVERO1 134 Warning Microsoft-Windows-Time-Service System 31/12/2020 17:52:39
SERVERO1 134 Warning Microsoft-Windows-Time-Service System 31/12/2020 17:52:36
SERVERO1 134 Warning Microsoft-Windows-Time-Service System 31/12/2020 17:52:24

17:52
31/12/2020

8
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Digital Infrastructure, Assignment 2, Workbook - Pass

Guide standard exemplification materials

Server02 installation and configuration

e operating system installed

Server Manager

@ -

158 Dashboard .

PROPERTIES
For WIN-3KAIS583403

Ei Server02 - Doe, John 3421843

Server Manager * Local Server

Manage

Tools View Help

TASKS W

Local Server

BE All Servers

W8 File and Storage Services b

omputer name

Workgroup

ystem version

WIN-3KAJ5563403

WORKGROUP

Unknown
Enabled

Unknown

Last installed updates

Update

Last checked for updates

dows Defender Antivirus

Feedback & Diagnos!

IE Enhanced Security Configuration

Time zone

Product ID

Processors

Never
Install updates automa

Mever

Unknown

Settings

Unknown
(UTC+00C

) Dublin, Ed

Unknown

Unknowr

WIN-3KAJS563403 1000 Error
WIN-3KAJS563403 8198 Error

WIN-3KAJS5B3403 134 Warning

Application Error

Microsoft-Windows-Security-5PP

Microsoft-Windows-Time-Service

nfarmation Un Installed memory (RAM) Unknow
Total disk space Unknowr
EVENTS
All events | 14 total TASKS *
Filter 0o b w
-
Server Name |w] Severity Source Log Date and Time

Application  31/12/2020 17:42:51
Application  31/12/2020 17:27:49
System 31/12/2020 17:24:06

Version: v1.1 January 2023 | Specimen
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¢ suitable region and language settings

B Server02 - Doe, John 3421843 To release your mouse press: Control-38

i Windows Setup

Windows Server: 2019

[ELENELRGAREENR English (United States) hd

Time and currency format: [English (United Kingdom) i
Keyboard or input method: ([IRTEERGIEEN -

Enter your language and other preferences and click "Next” to continue.

Version: v1.1 January 2023 | Specimen 13 of 88
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o disk partitions

B Server02 - Doe, John 3421843

Server Manager

« File and Storage Services * Volumes * Disks @ vonage oo view hep
== DISKS 8
7] Servers . ik 2 0t TASKS ¥
g Volumes 2 o O Ol >
n Storage Pools Number Virtual Disk  Status Capacity  Unall Partition Read Only Clustered Subsystem
4 WIN-3KAJS5B3403 (2)
0 Online 600GB 0008 MBR NVMe V
1 Online 600GB 0008 MBR NVMe \
Last refreshed on 31/12/2020 17:49:59
VOLUMES STORAGE POOL
Related Volumes | 2 total TASKS = VMware Virtual NVMe Disk on WIN-3KAJS583403 TASKS *
Filter pel - v No related storage pool exists,
Volume Status Provisioning Capacity Free Sp|
4 WIN-3KAJS5B3403 (2)
\\?\Volume{f76... Fixed 549 MB 517 MB|
(= Fixed 595GB 494 GB

Version: v1.1 January 2023 | Specimen
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e machine named correctly

a Server02 - Doe, John 3421843

ware Virtual Platform

igned by DHCP, IPv6 enabled

ws Server 2019 Standard

Manage

-@1F

Last installed updates
Windows Update

Last checked for updates

Windows Defender Antivirus
Feedback & Diagnostics

IE Enhanced Security Configuration
Time zone

Product ID

Processors
Installed memory (RAM)
Total disk space

Tools

View Help

TASKS *

Never
Install updates autq

Never

Real-Time Protectiq
Settings

On

(UTC+00:00) Dublir
Not activated

Intel(R) Core(TM) i9
2GB
119.46 GB

TASKS +

o
0
®
0 |
"
o

Version: v1.1 January 2023 | Specimen

System Properties X
Computer Name  Hardware Advanced Remote
i All Serverg Q Windows uses the following information to identify your
- . = computer on the network.
WE File and St
Computer description: |
For example: "IIS Production Server” or
"Accounting Server".
Full computer name: Server02
Workgroup: WORKGROUP
To rename this computer or change its domain or Change.
workgroup, click Change. -
AITEVETTTS T ZUTotar
Filter Fel
Server Name D Severity Source
SERVER02 8198  Error
SERVER02 8198  Error
SERVER02 134

@~ @~

Microsoft-Windows-Security-SPP
Microsoft-Windows-Security-SPP

Warning Microsoft-Windows-Time-Service

-
Log Date and Time

Application 31/12/2020 17:50:56

Application 31/12/2020 17:50:42

System

A T ds

31/12/2020 17:50:40

17:54
31/12/2020

=]
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o fixed IP addressing set

[ ] 0o

Server Manager
@ v

= PROPERTIES
% Dashboard .

For Server02

a Server02 - Doe, John 3421843

Server Manager * Local Server

TASKS *

cal Serve|

= Computer name
§ All Servers

Workgroup

R File and Storage Services P

Windows Defender Firewall
Remote management
Remote Desktop

NIC Teaming

Ethernet0

Operating system version

Hardware information

Server(2
WORKGROUP

Public: On

Enabled

Disabled

Disabled

10.1.1.3, IPv6 enabled

Microsoft Windows Server 2019 Standard

VMware, Inc. VMware Virtual Platform

Last installed updates
Windows Update

Last checked for updates

Windows Defender Antivirus

Feedback & Diagnostics

IE Enhanced Security Configuration On

Time zone

Product ID

Processors
Installed memory (RAM)
Total disk space

Never
Install updates automa

Never

Real-Time Protection:

Settings

(UTC+00:00) Dublin, Ed
Not activated

Intel(R) Core(TM) i9-99
2GB
119.46 GB

EVENTS
All events | 20 total

TASKS +

Filter
Server Name D
SERVER02 8198
SERVER02 8198
SERVER02 134

S
o
(o)
[ ]
i

Version: v1.1 January 2023 | Specimen

Error
Error

Warning

s @y @~

Severity Source

Microsoft-Windows-Security-SPP
Microsoft-Windows-Security-SPP

Microsoft-Windows-Time-Service

Log

Application 31/12/2020 17:50:56

-
Date and Time

Application 31/12/2020 17:50:42

System 31/12/2020 17:50:40

17:54
31/12/2020

A T ds

8

16 of 88



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

PCO1 installation and configuration

e operating system installed

B PCO1 - Doe, John 3421843

- i , 17:57
Ll © Type here to search O A& v 31/12/2020 B2

Version: v1.1 January 2023 | Specimen 17 of 88
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o disk partitions

File Action View Help

e 2R HE =XM[HRBE

B PCO1 - Doe, John 3421843

;E Computer Management (Local)
v ]Jé System Tools
> @ Task Scheduler
> 4] Event Viewer
> @ Shared Folders
> & Local Users and Groups
> (®) Performance
& Device Manager
v % Storage
% Disk Management
s Services and Applications

Volume

I Layout I Type I File System I Status

Actions

= ()

Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Priman

= CPBA_X64FRE_EN-GB_DV9 (D:) Simple Basic UDF Healthy (Primary Partition)

== System Reserved

Simple Basic NTFS Healthy (System, Active, Primary Partition)

= Disk 0
Basic
60.00 GB
Online

7System Reserved i | (C)
579 MB NTFS |59.43 GB NTFS |
Healthy (System, Active, Prima | Healthy (Boot, Page File, Crash Dump, Primary Partitior |

= CD-ROM 0
DVD

517 GB

Online

| CPBA_X64FRE_EN-GB_DV9 (D:)
5.17 GB UDF
Healthy (Primary Partition)

B Unallocated B Primary partition

Ll © Type here to search O

Version: v1.1 January 2023 | Specimen

Disk Management

More Actions

17:55
31/12/2020

D)
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e machine named correctly

d System P

. uses the i to identify your
= computer on the network.

Remote

Computer description: |

For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: PCO1

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network ID.

To rename this computer or change its domain or
workgroup, click Change.

Network ID...

Change...

B PCO1 - Doe, John 3421843

O Search Control Panel

‘ormation about your computer

nterprise

@ Windows10

soft Corporation. All rights reserved.

Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz
2.00 GB
64-bit Operating System, x64-based processor

lory (RAM):

No Pen or Touch Input is available for this Display

domain and workgroup settings

pe: PCO1 !;Change settings

name: PCO1

Computer description:

Workgroup:

WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software Licence Terms

See also

Security and Maintenance

Ll © Type here to search O

Version: v1.1 January 2023 | Specimen

Product ID: 00329-00000-00003-AA958

GActivate Windows

A & )

17:58

31/12/2020

]
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¢ suitable region and language settings

Ei PCO1 - Doe, John 3421843 To release your mouse press: Control-

4 Windows Setup

==_Windows "

Language to install” [English (United Kingdom)

Time and currency format: [T R AGTL )] -
Keyboard or input method: [[IE Edter a0 =

Enter your language and other preferences and click "Next" to continue.

All ights reserved

Version: v1.1 January 2023 | Specimen 20 of 88
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Step B

DNS configuration

i PROPERTIES

For Server01

& Dashboard

i
& All Servers

£ DNS

& File and Storage Services P

Local Server

Computer name

Workgroup

Server01
WORKGROUP

B Server01 - Doe, John 3421843

v @ I }rﬂ [VELERT Tools View Help

| TASKS =
Last installed updates Never
Windows Update
Last checked for updates

Install updates autol

Never

L

o (O AT m

° DNS Manager

iER

File Action View Help
e 2@ G M
2 DNs

v i SERVERO1

| Forward Lookup Zones
_ Reverse Lookup Zones
. Trust Points

> | Conditional Forwarders

Version: v1.1 January 2023 | Specimen

0 Add a New Zone

The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone
stores information about one or more contiguous DNS domains.

To add a new zone, on the Action menu, click New Zone.

18:06
31/12/2020

A R dx

21 of 88



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Directory service

oeoe® I AN ) Server01 - Doe, John 3421843

i'-'i SERVERS
Dashboard

Local Server

Filter gl v ® v ~)
& All Servers

I AD DS Server Name IPv4 Address Manageability Last Update Windows Activation

SERVERO1 10.1.1.1,10.1.1.2 Online - Performance counters not started 01/01/2021 11:10:56 Not activated

8 File and Storage Services P

] Active Directory Users and Computers = O X
File Action View Help

&9 H o= HE TRETE%

: Active Directory Users and Comp|| Name Type Description
- Saved Queries #3JohnDoelocal Domain >
v 4 JohnDoelocal 71 saved Queries Folder to store your favo..
> | Builtin Q
> | Computers

> . Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accoun
| Users

11:11

A T dx

All servers | 1 total ‘,IASK,S 2

01/01/2021

Version: v1.1 January 2023 | Specimen
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DHCP

e DHCP service installed

ooe I B LANDS @ Server01 - Doe, John 3421843 )

e Server Manager

Server Manager * DHCP @ | I'@ Mansge  Tools
m SERVERS
122 Dashboard All servers | 1 total TASKS ¥
§ Local Server ;
_l Filter el @ - ® - (v
W& All Servers
I—i-l AD DS SErverAName IPv4 Address Manageability Last Update Windows Activation

SERVERO1 10.1.1.1,10.1.1.2 Online - Performance counters not started 01/01/2021 11:18:12 Not activated

% File and Storage Services b

EVENTS

All events | 0 total TASKS +
Filter P - ® - ‘v

v
Server Name ID Severity Source Log Date and Time

11:21
B
2

01/01/2021

Version: v1.1 January 2023 | Specimen 23 of 88
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PCO01 has been assigned a DHCP address using IPCONFIG /ALL

e0oe® I 3

]

RecycleiBin

& Command Prompt

Media State .

Connection-specific DNS Suffix

sers\Tech>ipconfig /all
Windows IP Configuration

Host Name . 5
Primary Dns Suffix
Node Type . . . .
IP Routing Enabled.
WINS Proxy Enabled.

Ethernet adapter Etherneto:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. o5 B C
Autoconfiguration Enabled .
Link-local IPv6 Address .
IPv4 Address.

Subnet Mask . .

Default Gateway .

DHCPv6 IAID .

DHCPv6 Client DU

DNS Servers .

L O Type here to search

Version: v1.1 January 2023 | Specimen

N > B8 <

A

@ PCO1 - Doe, John 3421843

: Media disconnected

: PCol

: Hybrid

\[e}

: No

: Intel(R) 82574L Gigabit Network Connection
: 00-0C-29-6D-E3-30

: No

s Yes

: fe80 5d:92d9:626:124c%6(Preferred)

: 10.1.1.5(Preferred)

: 255.0.0.0

: 100666409
: 00-01-00-01-27-7F-BD-30-00-0C-29-6D-E3-30
: feco: ffff

feco:0:0:ffff
feco: ffff

A @g D))

12:33
02/01/2021
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Domain joins
Server02 domain joined to (FirsthameSurname).local>
eoe®

0w e X >

B

@ -

Server Manager * Local Server

Dashboarc

ii All Servers
5 File and St

You can change the name and the membership of this r
computer. Changes might affect access to network resources.

Computer name: r
Server02

Full computer name:

@ Server02 - Doe, John 3421843

Manage

Last installed updates
Windows Update

Last checked for updates

Windows Defender Antivirus
Feedback & Diagnostics

IE Enhanced Security Configuration

Tools View

TASKS =

Never
Download updates only

Never

Real-Time Protection: 4
Settings
(0]

n

Server02
ime zone (UTC+00:00) Dublin, Ed
N Computer Name/Domain Changes X
roduct ID Not activated
Member of
(® Domain: .
Welcome to the johndoe.local domain.
johndoe.local
OWurkgroup: rocessors Intel(R) Core(TM) i9-99(
WORKGROUP 1stalled memory (RAM) 2GB
ptal disk space 119.46 GB
OK Cancel
OK Cancel Apply
Al events | z4 totar TASKS *
Filter p B~ @~ -
-
Server Name D Severity Source Log Date and Time
SERVERO2 1014 Warning Microsoft-Windows-DNS Client Events System 31/12/2020 18:20:52
SERVER02 1000  Error Application Error Application 31/12/2020 18:06:00
SERVER02 134 Warning Microsoft-Windows-Time-Service System 31/12/2020 17:54:41

A

11:20
01/01/2021

T ds

Help

Version: v1.1 January 2023 | Specimen
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PCO01 domain joined at logon to (FirstnameSurname).local

€] ® I B CADY ' PCO1 - Doe, John 3421843

= | File Explorer
rties

Cemputer Name/Domain Changes . emote v O £ Search Control Panel

You can change the name and the membership of this

r
computer. Changes might affect access to network resources.

on about your computer

Computer name:
PCO1

2® Windows10
Full computer name: oration. All rights reserved. .. I n OWS

Pco1

Computer Name/Domain Changes X

Member of 0K CPU @ 3.60GHz  3.60 GHz
(® Domain: )
johndoe local Welcome to the johndoe.local domain.

n, x64-based processor
(O Workgroup:

s available for this Display
WORKGROUP

@Change settings

Cancel Apply
e — WORKGROUP

Windows activation
Windows is not activated. Read the Microsoft Software Licence Terms

See also Product ID: 00329-00000-00003-AA958 OActwate Windows

Security and Maintenance

. 11:17
AL Type here to search : K ~ & 1)

01/01/2021 E‘

Reverse lookup
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Step C

Group creation

eoe® I 3 NP>

ks

Server Manager » DHCP

@) Server01 - Doe, John 3421843

Tools

View

= SERVERS
122 Dashboard All servers | 1 total | TASKS ¥
i Local Server
_. Filter pel v @ v v
& All Servers
i§ ADDs =
= . Active Directory Users and Computers = m} X
& File Action View Help
DNS oy = q = n
— &9 27 B B0z HE 3@aETa%
W§ File and Storage Service§ =
. Active Directory Users and Comp|| Name Type Description
Saved Queries %AII Staff Security Group ...
v . Johr;Df:;e‘.local E& Development  Security Group ...
CL" tin i %Graphics Security Group ...
= Dzrenzl:oirss %IT Admin Security Group ...
-_’ - 58 Motion Capt.. Security Group ..
2. Doe Users
2. Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accoun ¥
Users
(v
< >
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

User creation

Users -Your first and surname, Paul James, Tamara Jacob and Yousif Sobbah has been created

oeo® I 3 X >

@ Server01 - Doe, John 3421843

= SERVERS
122 Dashboard ! All servers | 1 total

B Local Server

ii All Servers

DNS P

I AD DS —
M . Active Directory Users and Computers
File Action View Help

| Saved Queries

~ &3 JohnDoelocal

. Doe Groups

. Doe Users

| Domain Controllers

| ForeignSecurityPrincipals|

| Users

Builtin

Computers

Managed Service Accoun

E) John Doe User
&, paul James User
E) Tamara Jacobs User
&, Yousif Sobbah User

TASKS ¥
Filter el =) - @ N Y
) h
fE B EGeE HE T aavTah
3 Active Directory Users and Comp|| Name Type Description

12:06

8
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Workbook - Pass

Guide standard exemplification materials

Your first and surname is now a member of the group IT admin

eoe® I 3 A

>

@) Server01 - Doe, John 3421843

Server Manager * DHCP

[VELERT Tools

Dashboard
i Local Server

& All Servers

DHCP

& DNS

SERVERS

-

All servers | 1 total

o @~ @«

Filter
File Action View Help
o= 2@ & 03

8 File and Storage Services

] Active Directory Users and
Saved Queries
v 5;. JohnDoelocal
Builtin
. Computers
2. Doe Groups
<. Doe Users
2. Domain Controllers
| ForeignSecurityPrinc|
| Managed Service Ac
Users

TASKS ¥

John Doe Properties ? X
Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization
Member Of Diakin Envi i
Member of:
Name Active Directory Domain Services Folder
Domain Users JohnDoe.local/Users
IT Admin JohnDoe.local/Doe Groups

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Set Primary Group

OK Cancel

Apply

Help

Version: v1.1 January 2023 | Specimen
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Workbook - Pass

Guide standard exemplification materials

Paul James is now a member of the group Development

eoe® I 3

ks

BN

>

@) Server01 - Doe, John 3421843

Server Manager * DHCP

[VELERT Tools

Dashboard
Local Server

All Servers

DHCP

& DNS

SERVERS

-

8 File and Storage Services

All servers | 1 total TASKS =
Filter ,0 . w ® v v
= Paul James Properties ? X
File Action View Help Remote control Remote Desktop Services Profile COM+
s F el ..g D j General Address Account Profile Telephones Organization
= Member Of Diakin Envi i
. Active Directory Users and C
Saved Queries Member of:
v &4 JohnDoelocal Name Active Directory Domain Services Folder
Builtin Development JohnDoe.local/Doe Groups
| Computers Domain Users JohnDoe.local/Users
2. Doe Groups
<. Doe Users
2. Domain Controllers
| ForeignSecurityPrinc|
| Managed Service Ac b ¥
Users
v
Add.. Remove
Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Set Primary Group

Apply Help
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Tamara Jacobs is now a member of the group Graphics

eoe® I 3

ks

BN

>

Server Manager * DHCP

@) Server01 - Doe, John 3421843

[VELERT Tools

SERVERS

-

ﬁ Dashboard All servers | 1 total TASKS =
i Local Server
== Filter pel . > 4 ® v (v
W& All Servers
'l AD DS = | Tamara Jacobs Properties ? X
DHCP X X _
a File Action View Help Remote control Remote Desktop Services Profile COM+
:ﬂ DNS o= vallen ..g D j General Address Account Profile Telephones Organization
W§ File and Storage Serviceg = MetmberOf Diakin Ej
. Active Directory Users and C
Saved Queries Member of:
v 4 JohnDoelocal Name Active Directory Domain Services Folder
Builtin Domain Users JohnDoe local/Users
| Computers Graphics JohnDoe.local/Doe Groups
2. Doe Groups
<. Doe Users
2. Domain Controllers
| ForeignSecurityPrinc|
| Managed Service Ac b =
Users I
v
Add.. Remove
Primary group: Domain Users

Set Primary Group

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Apply Help
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Yousif Sobbah is now a member of the group Motion Capture

eoe® I 3

ks

BN

>

Server Manager * DHCP

@) Server01 - Doe, John 3421843

[VELERT Tools

SERVERS

-

ﬁ Dashboard All servers | 1 total TASKS =
i Local Server
= Filter el @~ @« ~
W& All Servers
il AD DS = Yousif Sobbah Properties ? X
DHCP X ) _
a File Action View Help Remote control Remote Desktop Services Profile COM+
:ﬂ DNS o= vallen ..g D j General Address Account Profile Telephones Organization
W§ File and Storage Serviceg = MetmberOf Diakin Ej
. Active Directory Users and C
Saved Queries Member of:
v 4 JohnDoelocal Name Active Directory Domain Services Folder
Builtin Domain Users JohnDoe local/Users
| Computers Motion Capture JohnDoe.local/Doe Groups
2. Doe Groups
<. Doe Users
2. Domain Controllers
| ForeignSecurityPrinc|
| Managed Service Ac b =
Users I
(v
Add.. Remove
Primary group: Domain Users

Set Primary Group

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Apply Help
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Workbook - Pass

Guide standard exemplification materials

Your first and surname has been made an Administrator

eoe® I 3 ] >

@) Server01 - Doe, John 3421843

s

Server Manager * DHCP

[VELERT Tools

Dashboard
Local Server

All Servers

DHCP

& DNS

SERVERS

-

All servers | 1 total

Filter
File Action View Help
o= 2@ & 03

8 File and Storage Services

] Active Directory Users and
Saved Queries
v #3 JohnDoelocal
Builtin
. Computers
2. Doe Groups
<. Doe Users
2. Domain Controllers
| ForeignSecurityPrinc|
| Managed Service Ac
Users

TASKS >
5 @ @~ S
John Doe Properties ? X
Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization
Member Of Diakin Envi i
Member of:
Name Active Directory Domain Services Folder
Administrators JohnDoe.local/Builtin
Domain Users JohnDoe.local/Users
IT Admin JohnDoe.local/Doe Groups
5w
(v
Add.. Remove
Primary group: Domain Users

Set Primary Group

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Apply Help
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Staff added to groups

The groups development, graphics, motion capture, IT admin have been added to the all staff groups to allow for
group permissions to be used.

[ ] ® Il B o ®) Server01 - Doe, John 3421843

=]

( y l I"! Manage Tools View Help

m SERVERS
158 Dashboard ! All servers | 1 total TASKS +
§ Local Server . =
_I Filter el B> @R - -
W& Al Servers
Il AD DS - | Al Staff Properties ? X
18 DHCP ) )
- File Action \View Help General Members Member Of Managed By -
DNS > £ O |
;‘ ) o AE 4 B 1 e
R File and Storage Services — ) 1
. Active Directory Users and o Mame Active Directory Domain Services Folder
= Saved Quetes
v &4 JohnDoelocal 2, Graphics JohnDoe local'Doe Groups
Builtin B, 1T Admin JohnDoe.local/Doe Groups
Computers B, Motion Capture  JohnDoe.local/Doe Groups
2| Doe Groups
2| Doe Users
5| Domain Controllers
ForeignSecurityPring|
Managed Service Acg hd
Users
v
Add Remove
oK Canoel Aply
< >
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Folder permissions

Development folder has the group Development added with Read/Write permission

ooe I B LANDS @ Server02 - Doe, John 3421843 )

=

Recycle Bin

Share View
=

22 Network access
s Quick acce

I Desktop )
Choose people on your network to share with
¥ Downloac

= Documen Type a name and then click Add, or click the arrow to find someone.
&= Pictures

IT Suppor

Shared Fc
Name Permission Level
S This PC ?, Administrator Read/Write ~

Local Disk { £ Administrators Owner
-~

52 Development Read/Write ~
& Network

I'm having trouble sharing

G Share Cancel

Sitems 1 item selected

~ g e 1232 B

01/01/2021
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA

Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Graphics has the group Graphics added with Read/Write permission

Recycle Bin

Home Share

View

v 4 > Local Disk (D:) > Shared Folders

»# Quick access
B Desktop
¥ Downloads
= Documents
&= Pictures
IT Support
Shared Folders

% This PC
~. Local Disk (D:)

& Network

5 items 1 item selected

Version: v1.1 January 2023 | Specimen

Name

Development
Graphics
IT Support

2 Network access

@ Server02 - Doe, John 3421843

v O

Date modified
01/01/2021 12
01/01/2021 12

01/01/2021 1

Choose people on your network to share with

Type

29 File folder

29 File folder

File folder

Type a name and then click Add, or click the arrow to find someone.

Name

'; Administrator
£ Administrators
2 Graphics

I'm having trouble sharing

Permission Level
Read/Write ~
Owner
Read/Write ~

-\;Share

[}

A o ds

12:32
01/01/2021

9

8
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Motion Capture has the group Motion capture added with Read/Write permission

@) Server02 - Doe, John 3421843

9

Recycle Bil  File Share View
> Local Disk (D:) > Shared Folders

Name
" Quick access
Development
B Desktop P

Graphics

¥ Downloads
IT Support

= Documents Motion Capture

& Pictures Shared Drive

IT Support

File folder

File folder

Shared Folders

22 Network access
S This PC

~ Local Disk (D) Choose people on your network to share with

& Network Type a name and then click Add, or click the arrow to find someone.

Name Permission Level

3) Administrator Read/Write ~

82 Administrators Owner

$2 Motion Capture Read/Write ~

5 items 1 item selected

I'm having trouble sharing

!;Share Cancel

12:33 E
01/01/2021 2

A o ds
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Shared Drive has the group All staff added with Read permission

@ Server02 - Doe, John 3421843

Recycle Bil  File Share View
> Local Disk (D:) > Shared Folders

Name
" Quick access

Development
B Desktop P

Graphics

¥ Downloads
IT Support

= Documents Motion Capture

& Pictures Shared Drive

2 Network access
IT Support
Shared Folders

Choose people on your network to share with
= This PC

Type a name and then click Add, or click the arrow to find someone.
~ Local Disk (D:)

& Network

Name

2) Administrator
§2 Administrators
82 All Staff

5 items 1 item selected I'm having trouble sharing

Version: v1.1 January 2023 | Specimen

Permission Level
Read/Write ~
Owner

Read ~

GShare Cancel
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

User Guides has the group All Staff added with Read permission and IT admin added with Read/Write permission

@ Server02 - Doe, John 3421843

9

Recycle Bil  File Share View

> Local Disk (D:) > Shared Folders > IT Support v

Name Date modified
" Quick access

IT Ad
B Desktop il

User Guides 01/01/2021 1

¥ Downloads
= Documents

& Pictures 22 Network access

IT Support
Shared Folders Choose people on your network to share with
= This PC

Type a name and then click Add, or click the arrow to find someone.
~ Local Disk (D:)

& Network

Name Permission Level
2) Administrator Read/Write ~
§2 Administrators
82 Al Staff

§2 it admin

Owner
Read ~
Read/Write ~

I'm having trouble sharing
2 items 1 item selected

GShare Cancel

12:35 E
01/01/2021 2

A o ds

Version: v1.1 January 2023 | Specimen 39 of 88



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

IT admin has the group IT admin added with Read and write permission

o%0 I N > ) Server02 - Doe, John 3421843

Recycle Bil File Home Share View
v, P > Local Disk (D:) » Shared Folders > IT Support

Name Date modified
" Quick access
B Desktop

¥ Downloads

IT Admin 01/01/2021 12:29 File folder

User Guides 01/01/2021 12:30 File folder

= Documents
& Pictures
IT Support
Shared Folders

8 This PC 2 Network access

~ Local Disk (D:)
Choose people on your network to share with
& Network

Type a name and then click Add, or click the arrow to find someone.

Name Permission Level
J,Admmlstrator Read/Write ~
$2 Administrators Owner

82 it admin Read ~

2 items 1 item selected

I'm having trouble sharing

(;‘Share

Folder testing

Add more rows to the table as required

Test ID Folder being User account Test description and expected
tested (Test data) outcome

1 Development Paul James Testing that a valid member of
the Development group as Read
access

2 Graphics Tamara Jacobs  Testing that a valid member of
the Graphics group as Read
access

3 Motion Capture Yousif Sobbah  Testing that a valid member of

the Motion capture group as
Read access

Version: v1.1 January 2023 | Specimen

9

Cancel

A~ T3 dg 12:35 Ez

01/01/2021

Actual outcome

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to

read files stored in the
folder
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass

Guide standard exemplification materials

10

11

12

Shared Drive

User Guides

User Guides

IT admin

Development

Graphics

Motion Capture

User Guides

IT admin

Tamara Jacobs

Tamara Jacobs

Your first and
Surname

Your first and
Surname

Paul James

Tamara Jacobs

Yousif Sobbah

Your first and
Surname

Your first and
Surname

Testing that a valid member of
the All Staff group as Read
access

Testing that a valid member of
the All Staff group as Read
access

Testing that a valid member of
the IT admin group as Read
access

Testing that a valid member of
the IT admin group as Read
access

Testing that a valid member of
the Development group has
Read/Write access

Testing that a valid member of
the Graphics has Read/Write
access

Testing that a valid member of
the Motion capture group as
Read/Write access

Testing that a valid member of
the IT admin group as
Read/Write access

Testing that a valid member of
the IT admin group as
Read/Write access

Print screen showing the result of test number 1, showing the folder opens correctly

Version: v1.1 January 2023 | Specimen

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
read files stored in the
folder

The user was able to
write to files stored in the
folder

The user was able to
write to files stored in the
folder

The user was able to
write to files stored in the
folder

The user was able to
write to files stored in the
folder

The user was able to
write to files stored in the
folder
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T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

%0 I B N > & PCO1 - Doe, John 3421843 a

RecycleBin

Productivity

17 © o

Microsoft Edge Microsoft Store

Share View

~ « server02 > Development v O
Name

.. AEMTechDesignDocVO01

. AEMTechDesignDocV02

.| AEMTechDesignDocV03
-.. AerBox_LTDDesignDocVO01

. BiocampDesignDocV01

LR ¥

.. BiocampDesignDocV02
Change account settings ) .
. BiocampDesignDocV03
Lock | BiocampDesignDocV04
. CarminarieDesignDocV01
S t

s CarminarieDesignDocV02
. CarminarieDesignDocV03
Switch user X
. CarminarieDesignDocV04
.. CarPortDesignDocVO01
Paul James -.| CarPortDesignDocV02
. CarPortDesignDocV03
Documents - DannicaDesignDocV01

DannicaDesignDocV02

5 .. DannicaDesignDocV03
Pictures . .
. DannicaDesignDocV04

.| DannicaDesignDocV05
Settings Bl s e

Power

13:33
01/01/2021

L Type here to search ~ & D)

]
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Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Print screen showing the result of test number 2, showing the folder opens correctly

® ® I BB > @ PCO1 - Doe, John 3421843 a

:

RecycleiBin

= START Productivity

] pchMockupV01 03/09/2020 21:56

Microsoft Edge Microsoft Store bchMockupV02 03/09/2020 21:56

Search Graphics

Date modified

bchMockupV03 03/09/2020 21:56
x_LTDMockupV01 03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
Switch user 03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
Documents 03/09/2020 21:56
03/09/2020 21:56

Change account settings
Lock

Sign out
Tamara Jacobs

Pictures 03/09/2020 21:56

Settings
Power

: 14:27
LB O Type here to search ] ~GD 01/01/2021 =
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Guide standard exemplification materials

Print screen showing the result of test number 3, showing the folder opens correctly

B PCO1 - Doe, John 3421843

RecycleiBin

= START Productivity

] © o

Microsoft Edge Microsoft Store

Share View

« server02 > Motion Capture v O
Name i

Biocamp_CorpVideo
Carminarie_CorpVideo
Dannica_CorpVideo
Dashmark_CorpVideo
Nextwestern_CorpVideo

o o0 o0 o o o

SweetShop_CorpVideo
Change account settings

Lock

Sign out

Switch user

Yousif Sobbah

Documents

Pictures

Settings

Power

: PAKOE]
L Type here to search O ~ R 01/01/2021 ]
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Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Print screen showing the result of test number 4, showing the folder opens correctly

® ® I BB > @ PCO1 - Doe, John 3421843 a

:

RecycleiBin

= START Productivity

] © o

Microsoft Edge Microsoft Store B Desktop *

Home Share View

v 4 L <« server02 > Shared Drive v

Name
Quick access
| Accountant_JD

= AV_Trainee_JD

... Front_Desk_Coordinator_JD
 Documents  # |} hig Coordinator_JD
&= Pictures of -/ IT_Support_Staff_JD
J\ Music - Lecturer_JD

¥ Downloads *

B videos - Mobile_Developer_JD
- Production_Painter_JD
OnieDrive ... Project_Manager_JD

This PC - Software_Engineer_JD

... Web_Developer_JD
Network

Tamara Jacobs

Documents

Pictures

Settings

Power

: 14:32
L Type here to search : A QD 01/01/2021 ]
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Guide standard exemplification materials

Print screen showing the result of test number 5, showing the folder opens correctly

@ ® Il B N > @ PCO1 - Doe, John 3421843

]

RecycleiBin

= START Productivity

u e Quick access

Office Microsoft Edge Microsoft Store B Desktop *

Change account settings
Lock

Sign out

Switch user
Tamara Jacobs
Documents
Pictures
Settings

Power

- L0 Type here to search

Version: v1.1 January 2023 | Specimen

Share View

& Downloads *
‘= Documents *

&= Pictures 4

v 4 o <« server02 > User Guides v

Name

. Cinema AV Guide
-.. Green Screen Advanced
-.. Green Screen Basics
. Mac Guide
= School Links Accounts
-.. Sharepoint Training

- Using Wi-Fi

14:27
01/01/2021

~ & )
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Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Print screen showing the result of test number 6, showing the folder opens correctly

B PCO1 - Doe, John 3421843

REGYCIEBIN

+9
2]
Firefox

Productivity

] @ A

Microsoft Edge  Microsoft Store Name Date modified Type

[Share View

server02 > User Guides v U O Search User Guides

-~ Cinema AV Guide 03

2020 21:24 Office Open|

: Green Screen Advanced 03/09/2020 21:24 Office Open
- Green Screen Basics 03/09/2020 21:24
A - Mac Guide
of School Links Accounts Office Open
Sharepoint Training Office Open|

= Using Wi-Fi Office Open|

John Doe

Documents

Pictures

Settings

Power

L Type here to search

- 21:20
@
25 01/01/2021 B
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Digital Infrastructure, Assignment 2, Workbook - Pass

Guide standard exemplification materials

Print screen showing the result of test number 7, showing the folder opens correctly

REGYCIEBIN

+9

Firefox

John Doe
Documents
Pictures
Settings

Power

Productivity

] @

Office Microsoft Edge

L Type here to search O

Version: v1.1 January 2023 | Specimen

B PCO1 - Doe, John 3421843

[Share View

ﬁ Network > server02 > IT Admin

Microsoft Store Name

Budget Transactions.xlsx
Strategic Plan
- User Account Log

Search IT Admin

Date modified

03/09/2020 21:27

PARE]

" 01/01/2021

Type

XLSX File

Office Open
Office Of

B

pen)
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Guide standard exemplification materials

Print screen showing the result of test number 8, showing the file has been opened and saved back correctly

® ® I BB > @ PCO1 - Doe, John 3421843 a

:

RecycleiBin

Productivity

3D Viewer Share

1] © o

Alarms & Clock Microsoft Edge  Microsoft Store

View

« server02 > Development v O O Sea

Date modified

2 JesignDocV01 01/01/2021 14:12
JesignDocV02 03/09/2020 21:37

@
Calculator ) designDocV03 03/09/2020 21:37
~ DDesignDocVO1 03/09/2020 21:37
Calendar # esignDocV01 03/09/2020 21:37
ange account settings esignDocV02 03/09/2020 21:37
esignDocV03 03/09/2020 21:37
G Lock esignDocV04 03/09/2020 21:37
5 i 3/09/2020 21:37
D Sign out :DesignDocVO1 03/09/2020 21:37
:DesignDocV02 03/09/2020 21:37
/Qz Switch user :DesignDocV03 03/09/2020 21:37
e :DesignDocV04 03/09/2020 21:37
et signDocVO01 03/09/2020 21:37
B fims&Tv y B
signDocV02 03/09/2020 21:37
signDocV03 03/09/2020 21:37
3signDocV01 03/09/2020 21:37
[gh Game bar :signDocV02 03/09/2020 21:37
3signDocV03 03/09/2020 21:37
fb i »signDocV04 03/09/2020 21:37
3signDocV05 03/09/2020 21:37

<

14:12

LB O Type here to search : A QD 01/01/2021
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Guide standard exemplification materials

Print screen showing the result of test number 9, showing the file has been opened and saved back correctly

® ® I B > @ PCO1 - Doe, John 3421843 a

:

RecycleiBin

Manage

= START Productivity iew Picture Tools

1 © o

Microsoft Edge Microsoft Store

> server02 > Graphics v O O Search Graphics
Date modified

01/01/2021 14:33
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:5
03/09/2020 21:5
03/09/2020 21:56
Change account settings 03/09/2020 21:56

o o

03/09/2020 21:56
03/09/2020 21:56

Lock

Sign out 3 03/09/2020 21:5|
03/09/2020 21:56
Switch user 03/09/2020 21:56

=)

03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56
03/09/2020 21:56

Tamara Jacobs

Documents

03/09/2020 21:56
Pictures 03/09/2020 21:56

Settings

Power

14:33

LB O Type here to search : A QD 01/01/2021
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Print screen showing the result of test number 10, showing the file has been opened and saved back correctly

B PCO1 - Doe, John 3421843

RecycleiBin

= START Productivity

] © o

Microsoft Edge Microsoft Store e Date modified

Extract

Compressed Folder Tools

Motion Capture v O Search Motion Cayf

Biocamp_CorpVideo 03/09/2020 21:49
arminarie_CorpVideo 03/09/2020 21:49
Dannica_CorpVideo 03/09/2020 21:49
Dashmark_CorpVideo 03/09/2020 21:49
extwestern_CorpVideo 03/09/2020 21:49
bweetShop_CorpVideo 03/09/2020 21:49
pdated 01/01/2021 21:32

Yousif Sobbah

Documents

Pictures

Settings

Power

£ [type here to search O

~B@a 2 B

01/01/2021
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Print screen showing the result of test number 11, showing the file has been opened and saved back correctly

B PCO1 - Doe, John 3421843

REGYCIEBIN

+9
2]
Firefox

Productivity

717 @ A

Microsoft Edge  Microsoft Store

« “ server02 >

PO O

John Doe
Documents
Pictures
Settings

Power

£ |rype here to search O

em selected 1.91 KB

Version: v1.1 January 2023 | Specimen

Share View

User Guides

Name

- Cinema AV Guide

Green Screen Advanced

- Green Screen Basics

Mac Guide

- School Links Accounts

- Sharepoint Training

Using Wi-Fi

Search User Guides

Date modified

01/01/2021 21:36
03/09/2020 21:24

03/09/2020 21:24

03/0

20 21:24

™ gy 2136
0170172021

Type

Officg
Offic

Office
Office
Offic

Officg
Officq

B

52 of 88



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Print screen showing the result of test number 12, showing file has been opened and saved back correctly

© © Screenshot 2021-01-01 at 22.00.53 Open with Preview

B PCO1 - Doe, John 3421843

Productivity

Home Share View

g e ﬁ ~ 1 . > Network > server02 > IT Admin Search IT Admir

Microsoft Edge  Microsoft Store Name Date modified

Budget Transactions.xlsx
- Strategic Plan
= User Account Log

John Doe
Documents
Pictures
Settings

) Power 1item selected 1.90 KB
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B PCO1 - Doe, John 3421843

REcycleiBin

9
a
Firefox:

Productivity

717 ° A

Microsoft Edge Microsoft Store Name

Home Share View

1t - > Network > server02 > IT Admin

Budget Transactions.xlsx

»
Strategic Plan
User Account Log
»
*
John Doe
Documents
Pictures
Settings
Power 1 item selected 1.90 KB

L Type here to search (@)
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Search IT Admin

Date modified

03/09/2020 21:27
01/01/2021 22:00

03/09/2020 21:27

22:00
B

01/01/2021

54 of 88



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass

Guide standard exemplification materials

Step D

Create backup

Print screen showing the scheduled backup has been put in place from the backup manager dialogue box

@ Server02 - Doe, John 3421843

oo® I B } >
@
File Action View Help
e 2E B =
@» Windows Server Backup (L ’7 Backup Schedule Wizard
'8! Local Backup 3
JEa
= B Summary

Getting Started

Select Backup Configurat...
Select ltems for Backup
Specify Backup Time
Specify Destination Type

Select Destination Disk

Confirmation

Status:  You have successfully created the backup schedule.

Your first scheduled backup will happen at 01/01/2021 16:00.

Make sure that the disks you are using to store scheduled backups are attached to this
computer and are available.

< Previous

Close

ctions
ocal Backup -
l Backup Schedule.

¥ Backup Once

Configure Performance

View 4

a Help

Settings

Backup items:

Selected files (Local disk (D:1)

Destination usage
Name: Serverl) 207 ¥
>
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Print screen showing the scheduled backup has been completed from the backup manager dialogue box

B Server02 - Doe, John 3421843

Fﬁwbadmin - [Windows Server Backup {Local)] - X
File Action View Help
& = HE
& Windows Server Backup (L| ~ | Actions
\B‘ Local Backup
i . . : Windows Server Backup (Lo.. =
Backup your important data to a local or online location Blo
View »
H Help
Local Backup
Last Backup Status: '@‘ Successful backup at 02/01/2021 12:07
Next Backup Time: 13/01/2021 18:00
Number of available backups: 9 copies
Online Backup
L Backups to Azure have not been configured for this server, Secure this server from corruptions and other threats
v
< > < >

- 1 : 17:42
H ° =5 € mLib'D ~ A i M
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Backup restoration

Showing that the folder development has been deleted

a Server02 - Doe, John 3421843

File Acti % = |

= Home Share View v @
@" Windoy & v 4 > This PC » Local Disk (D) » Shared Folders » v U Search Shared Folders P [ctions
e o - |u | Back -
Name Date modified Type Size cal Backup
3t Quick access 1 Backup Schedule..
Graphics 01/01/2021 12:29 File folder
I Desktop N B Backup Once..
3 load IT Support 01/01/2021 12:26 File folder
Downloads i
W Motion Capture 01/01/2021 12:29 File folder P Recover..
&l Documents Shared Drive 01/01/2021 12:30 File folder Configure Performance.
& Pictures A View »
IT Support 4 Help

Shared Folders

S This PC
- Local Disk (D)
W Network
< >
4 items ==
|| Scheduled Backup
Aregular scheduled backup is configured for this server
Settings Destination usage
Backuo items: Selected files (Local disk (D:)) Name: Serverd 20; ¥
< > || ¢ >

17:01

1= .
€ = E o ~ T de 01/01/2021 8
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Print screen showing the file selected in the restoration dialogue box

B Server02 - Doe, John 3421843

|
File Action View Help
o= 57 BE

% Windows Server Backy k’ Recovery Wizard
Wb Local Backup

Getting Started

Select Backup Date

Recovery Progress

Select Recovery Type

Select Items to Recover

1s
$ Confirmation

Specify Recovery Options

From backup: 01/01/2021 17:00

Recovery items:

ackup
kup Schedule..
ckup Once.
over..

Infigure Performance.

D:\Shared Folders\Development\AEMTechDesignDocV01.docx
DAShared Folders\Development\AEMTechDesignDocV02.docx
DiShared Folders\Development\AEMTechDesignDocV03.docx
DiShared Folders\Development\AerBox_LTDDesignDocV01.docx
DiShared Folders\Development\BiocampDesignDocV01.docx
Di\Shared Folders\Development\BiocampDesignDocV02.docx
DiShared Folders\Development\BiocampDesignDocV03.docx
D:\Shared Folders\Development\BiocampDesignDocV04.docx
D:\Shared Folders\Development\CarminarieDesignDocV01.docx
Di\Shared Folders\Development\CarminarieDesignDocV02.docx
D:\Shared Folders\Development\CarminarieDesignDocV03.docx
D:\Shared Folders\Development\CarminarieDesignDocV04.docx
D:\Shared Folders\Development\CarPortDesignDocV01.docx
DAShared Folders\Development\CarPortDesignDocV02.docx
DiShared Folders\Development\CarPortDesignDocV03.docx
Di\Shared Folders\Development\DannicaDesignDocV01.docx

Recovery destination: ~ Original location

Recovery option: Create copies of recovered files

Security settings: Recover

< Previous

,‘ Settings

Backup items:
<
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Selected files (Local disk (D:))

Destination usage

Name:

Serverd 2021 ¥
>

17:02
01/01/2021
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Print screen showing the successful restoration of the folder back to a suitable location

File Acti v = | Shared Folders
@ @ Home Share View
W windo  « v 4 > This PC > Local Disk (D) > Shared Folders
W Loc
Name
s Quick access
Devel t
I Desktop SHS ORISR
3 Graphics
D load: of
i IT Support
< Documents of Motion Capture
& Pictures * Shared Drive
IT Support

Shared Folders
% This PC
- Local Disk (D:)

@ Network

5 items

Settings

Backup items: Selected files (Local disk (D:))
<

< >

n
he)
i
(o)
]
L2
G
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B Server02 - Doe, John 3421843

= O X
v U Search Shared Folders rp {
Date modified Type Size %d(up -
ckup Schedule.
01/01/2021 17:02 File folder
N ckup Once.
01/01/2021 12:29 File folder
12:26 File folder oyt
12:29 File folder nfigure Performance.
01/01/2021 12:30 File folder w »
ilp
>
=
Close
Destination usage
Name: Server) 2021
>

17:02
01/01/2021

A~ T ds =]
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Step E

Role installation

Print screen showing the Windows deployment role has been installed and shown in server manager dialogue box.

eve I B 3 @ Server02 - Doe, John 3421843
- X

s, Server Manager
Server Manager * Dashboard @ | F@- Manage  Tools  View  Help

I8 Dashboard WELCOME TO SERVER MANAGER

i Local Server
ii All Servers - c N
z Configure this local server
¥R File and Storage Services b <
B wos
> Add roles and feature
Add other servers to manage
WHAT'S NEW
erv
e rvice
Hide
LEARN MORE
ROLES AND SERVER GROUPS
les: 2 Se jroups: 1 Servers total: 1
== File and Storage =
iR 2 1| | B wos 1
Services
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results
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Configuration

Windows deployment role has been configured on server showing boot image added.

% Server02 - Doe, John 3421843 ul

- - rn
@ i Windows Deployment Services

- ] X
File Action View Help
B Dashbod == | 21 @ = HE
i oo - LR
B All Serve ¥ J.J?:;wauh..ouejml ImageName  Architecture  Status  Expanded Size  Date  OSVersion  Priority
#§ File and S Instal Images ElMicrosoft.. b4 Online 1805 M8 0101 100718382 500000(
EZ)I WDS = BootImages

1 Pending Devices
3¢ Multicast Transmissions
; Drivers
& Active Directory Prestaged Devices
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Windows deployment role has been configured on server showing install image added.

ede I B 3 > @ Server02 - Doe, John 3421843 al

B Windows Deployment Services - o ®
File Acion View Help

% Dashboofsulie AREANioINESN ? Bol

i Local Sel @ Windows Deployment Services Windows 10 1 Install Image(s)

B All serve ¥ 3 Servers Image Name Architecture  Status  Expanded Size  Date  OSVersion  Priority

- v b Server02JohnDoelocal . ) ,

B§ File and v 1 Install Images Pl Windows 10Pro %64 Online 14275 MB 01/01. 10018362 500000 {..

B WDS 5 Windows 10

<! Boot Images
% Pending Devices
3} Multicast Transmissions

| Drivers
& Active Directory Prestaged Devices
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Activation

Windows deployment role is running using server manage, task manager dialogue box.

ece Il B B> % Server02 - Doe, John 3421843 fal
., Server Manager - F'Y
Manage  Tools  View  Help
Server Name 0 Severity source Log Date and lime
Dashboard SERVERD2 10154 Warning Microsoft-Windows-Windows Remote Management  System 01/01/2021 11:26:36
SERVERD2 10143 Warning Microsoft-Windows-Windows Remote Management System 01/01/2021 11:20:40
All Servers SERVERDZ 10154 Warning Microsoft-Windows-Windows Remote Management  System 01/01/2021 11:20:50
ii File and St... P SERVERD2 10149 Warning Microsoft-Windows-Windows Remaote Management System 31/12/2020 17:50:30
E” WDS SERVERO2 63 ‘Warning Microsoft-Windows-WM| Application 01/01/2021 14:57:46
SERVERDZ2 63 Warning Microsoft-Windows-Wh| Application  01/01/2021 14:57:46
SERVERD2 63 Warnina _Microsoft-Windows-WMI Application 01/01/2021 14:57:46
SERVICES
All services TASKS ¥
P ® - v
Display Name - Service Name Status St
Windows Defender Firewall mpssvc Running AL
Windows Deployment Services Server WDSServer Running Al
Windows Encryption Provider Host Service WEPHOSTSVC Stopped M.
Windows Error Reporting Service WerSvc Stopped M
Windows Event Collector Wecsve Stopped M
Windows Event Log Eventlog Running Au
BEST PRACTICES ANALYZER
Warnings or Errors | 0 of 0 total TASKS ¥
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Role testing

PCO1 network boots, it can make a connection with the Windows deployment server.

& PCO1 - Doe, John 3421843

etwork boot from Intel El1B88e
;opyright (C) 2883 8 UMuware, Inc.
opyright (C) 1897 Al Intel Corporation
:LIENT MAC ADDR: @8 8C 6D E3 38 GUID: 564DB6AD-16C2-BASA-FF48-2AG3EFGDE33@
LIENT IP:

16.1.1.5 H : 255.8.8.8 DHCP IP: 18.1.1.1

ownloaded WIDSNEP from 18.1.1.3 ServerBZ.JohnDoe. local

'ress F12 for network service boot
irchitecture: xb4

;ontacting Server: 18.1.1.3.
TFTP Download: boot:x64\pxeboot.nl2
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® I B N > & PCO1 - Doe, John 3421843

Loading files...

IP: 10.1.1.3, File: \Boot\x64\Images\boot.wim

Step F

Configuration

Print screen showing the remote desktop has been enabled on the server in system properties
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e®e® I (3 A

@) Server01 - Doe, John 3421843

L

Recycle Bin

Canteal Danal b

4 5 Control Panel » System and Security » System

Tools View

Manage

v O

System Properties X
Computer Name Hardware Advanced Remote

Remote Assistance

Allow Remote Assistance connections to this computer

Advanced..

Remote Desktop
Choose an option, and then specify who can connect
() Don't allow remote connections to this computer
(® Allow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose Select Users..

Cancel Apply

bout your computer

rd
Windows Server: 2019

n. All rights reserved.

ntel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz

2.00 GB :
ervi

[a)
1]

b64-bit Operating System, x64-based processor J
Hide
o Pen or Touch Input is available for this Display

orkgroup settings
Server01 change settings

Server01.JohnDoe local

ohnDoe.local

tivate Windows. Read the Microsoft Software License Terms

PTOQUCT 0 UU4Z9-UU0U0-U

Version: v1.1 January 2023 | Specimen
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Print screen showing remote access has been enabled for PC02 in system properties

eoe Il 3 N

RIS System Properties

@ PCO2 - Doe, John 3421843

Name d System P
Remote Assistance

Allow Remote Assi: ions to this

What happens when | enable Remote Assistance?

Advanced...

Remote Desktop

Choose an option, then specify who can connect.
(O Don't allow remote connections to this computer
(®) Allow remote connections to this computer

Only allow connections from computers running Remote
Desktop with Network Level Authentication (recommended)

O Search Control Panel

‘ormation about your computer
nterprise

soft Corporation. All rights reserved.

lory (RAM):  2.00 GB

@ Windows10

Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz 3.60 GHz

Help me choose

64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display
Select Users...

domain and workgroup settings

he: DESKTOP-LME2QKG € Change settings

Apply

See also

Security and Maintenance

L Type here to search

- name: DESKTOP-LME2QKG
Computer description:

Workgroup: WORKGROUP

Windows activation
Windows is not activated. Read the Microsoft Software Licence Terms

Product ID: 00329-00000-00003-AA280 GActivate Windows

15:31
A\
&® 9 01/01/2021
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Accessing

Server in a remote desktop window being administered

@ ® Il B N D> @ PCO2 - Doe, John 3421843 (@)

Recycle Bin

Home Share View
= el 9 Anacer
1+ & > Quick access > v U SearchQ P
Frequent folders (4) .
# Quick access Conf Igu
B Desktop Desktop Downloads
This PC This PC
¥ Downloads - ‘
= Documents < Al
Documents Pictures
*= Pictures This PC s
= Ad(
[
= This PC
«~ Local Disk (D:) Recent files (0) o
& Network After vou've opene me files, we'll w the most recent
DUPS
1
4 items -
Performance
BPA results

15:30
01/01/2021

A 0 7 ds Ez
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Step G
SNMP
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Step H

Policy 1 —disable USB support

Print screen on Server01 showing the blocking of removeable devices have been enabled in group policy

Bl Server01 - Doe, John 3421843

& File Action View Window Help -
e 2T X6 HE
2 Group Policy -/ Group Policy Management Editor = a X
v A\ Forest:)
v (4 Dom File Action View Help
vl nm = Bm T
o| v #b User Configuration ~ |l Removable Storage Access
v 3 v | Policies . i
| Software Settings .:IIII:;T:ahIe Storage classes: Deny Setting State
4 Windows Settings |iz] Set time (in seconds) to force reboot Not configured
v B Administrative Ter Edit policy settin |iz] CD and DVD: Deny read access Not configured
| Control Panel |iz] CD and DVD: Deny write access Not configured
Desktop Requirements: |i=] Custom Classes: Deny read access Not configured
_ Network At least Windows Vista |i=) Custom Classes: Deny write access Not configured
_ Shared Folder Description: |iz| Floppy Drives: Deny read access Not configured
| Start Menu an Configure access to all removable |2, Floppy Drives: Deny write access Not configured
v | System storage classes. |2, Removable Disks: Deny read access Not configured
| Ctrl+Alt+C This bolicy setting tak o =] Removable Disks: Deny write access Not configured
d Displa et oy v removable
0 P VI . over any individual removabla All Removable Storage classes: Deny all access Enabled
- bnver Ins storage policy settings. To manage |iz] Tape Drives: Deny read access Not configured
| Folder Rec |nd\yidua| c!asses, use the policy |i£| Tape Drives: Deny write access Not configured
N "GTMP f‘z:h settings available for each class. 1iz] WPD Devices: Deny read access Not configured
| Internet Cc = _— . .
| Locale Sen If you qnable this policy setting, no |iz] WPD Devices: Deny write access Not configured
B access is allowed to any removable
- tegen storage class.
. Mitigation
| Power Mar If you disable or do not configure this
| Removabli policy setting, write and read
| Scripts atccesses Iare allowed to all removable
| User Profil , || 510288 c1asses: < >
< » Extended / Standard/
14 setting(s)
This GPO is linked to the following WMI filter:
<none> v Open
< >

17:18
01/01/2021

Policy 2 — disable access to the control panel

Print screen on Server01 showing control panel access have been enabled in group policy
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2 File  Action
e nE XG HE

View Window Help

Server01 - Doe,

_ Shared Folders
| Start Menu and T|
| System
. Windows Compo
= All Settings
| Preferences

This setting prevents Control.exe
and SystemSettings.exe, the
program files for Control Panel
and PC settings, from starting. As
a result, users cannot start Control
Panel or PC settings, or run any of
their items.

This setting removes Control
Panel from:
The Start screen

& Group Policy ./ Group Policy Management Editor - a X
v A\ Forest:)
v (53 Dom| File Action View Help
viiles 2@ = HE T
e v
o| ] startup [SERVEROTJOHNDOE.LO|| | Control Panel
o v & Computer Configuration "
. Prohibit access to Control Paneland  Setting State
| Policies PC setti
4 Preferences settings _| Add or Remove Programs
v & User Configuration Edit policy setting A = Display
v | Policies _ Personalization
| Software Settings Requirements: _ Printers
& Sites- i) Windorws Se#ings At least Windows 2000 “| Programs 7
B9 Groul v | Administrative Templ Description: _ Regional and Language Options
 Grou | Control Panel Disables all Control Panel |i=] Hide specified Control Panel items Not configured
| Desktop programs and the PC settings app. =] Always open All Control Panel Items when opening Control P..  Not configured
. Network

|i=] Settings Page Visibility

Prohibit access to Control Panel and PC settings Enabled I—‘

Show only specified Control Panel items

Not configured
Not configured

File Explorer
This setting removes PC settings V'
from: ¢
< 2 Extended A Standard /
5 setting(s)
This GPO is linked to the following WMI filter:
<none> v Open
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Policy 3 — Disable task manager access

Print screen on Server01 showing that task manager access is denied in group policy

B server01
& File Action View Window Help
o 2@ O XE G HE
2 Group Policy . Group Policy Management Editor - m} X
v 5\ Forest: J
v (43 Dom| File Action View Help
vEieas) 15 2 HE T
5
3 v Policies ~ ~ Ctrl+Alt+Del Options
E ~ | Software Settings R Task M Setti 5
] [ software insta emove Ta: lanager etting tate
Windows Settings |iz] Remove Change Password Not configured
! 9¢ Edit policy setting Ao .
v B Administrative Ter |iz] Remove Lock Computer Not configured
4 | Control Panel Requirements: Remove Task Manager Enabled
@ Sites | Desktop At least Windows 2000 =] Remove Logoff Not configured
| Network
§& Grouy Shared Fold Description:
Grou S| Shared rolder: This policy setting prevents users
| Start Menu an from starting Task Manager.
v | System
. Ctrl+AIt+C Task Manager (taskmgr.exe) lets
Display users start and stop programs;
. menitor the performance of their
| Driver Inst. o
computers; view and monitor all
| Folder Rec programs running on their
| Group Poli computers, including system
| Internet Cc services; find the executable
Locale Sen. names of programs; and change
] Logon the. priority of the process in
which programs run.
| Mitigation
| Power Mar If you enable this policy setting,
| Removablt users will not be able to access
Scripts Task Manager. If users try to start
| User Profil . Task M_anager, amessage appears .
3 & Extended S‘randard/
< >

17:2

01/01/2021

A T dg
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Policy 4 — prevent the installing of applications

Print screen on Server01 showing the prevention of installing applications in group policy

B Server01 - Doe

Version: v1.1 January 2023 | Specimen

EQx

# File Action View Window Help
e 7F 0 XE 6 HE
& Group Policy .. Group Policy Management Editor - m} X
v £\ Forest:J
v (53 Dom| File Action View Help
vEles 2@ =2 BE T
=
E Remote Desktop St~ ||~ | windows Installer
| RSSFeeds " . -~ A
1 Search Prohibit User Installs Setting State
- , Security Center . |2 Allow users to use media source while elevated Not configured
Edit policy setting = p y i ]
| Shutdown Options iz Always install with elevated privileges Not configured
| | Smart Card Requirements: |i=) Control maximum size of baseline file cache Not configured
@ Sites. Software Protectior Microsoft Windows XP or liz] Enforce upgrade component rules Not configured
_[: Grou _ Sound Recorder :Nind‘?)ws;(ém with Windows |i] Prevent embedded Ul Not configured
Groul . Speech nstaller va. liz] Prevent Internet Explorer security prompt for Windows Install..  Not configured
| Store Description: |i=| Prevent users from using Windows Installer to install updates.. Mot configured
7 Sync your settings This policy setting allows you to 2] Prohibit flyweight patching Not configured
| Tablet PC ‘:0"‘;!9‘”9 :’:E' ‘"T?alls‘ I:" it =] Prohibit non-administrators from applying vendor signed up.. Not configured
configure this policy setting, set i . )
| Task Scheduler o engbled andpuse)t,he dm% |iz] Prohibit removal of updates Not configured
- Te?ct Input down list to select the behavior |2 Prohibit rollback Not configured
s W‘_ndows Calendar you want. |2, Prohibit use of Restart Manager Not configured
- Windows Color Sys ) ) Prohibit User Installs Enabled
| Windows Custome If you do not configure this policy 2 R b dialod box N i J
Windows Defender seﬂing, orif the PQ'ICy setting is i, hemove Drowse dialog DOX Tor new source ot con gure
" Windows Defender enabled and "Allow User Installs” |iz] Save copies of transform files in a secure location on worksta.. Mot configured
. is selected, the installer allows and 1i£] Specify the types of events Windows Installer records in its tr..  Not configured
- Windows Defender makes use of products that are ST ¢ creation of System Restore chackpaint Not configured
| Windows Error Ref installed per user, and products £] Turn oft creation of System Restore checkpoints ot configure
| Windows Hello for that are installed per computer. If 1] Turn off logging via package settings Not configured
7 Windows Ink Work ﬂ';e mstallle:rﬂr\ds al‘t)er;;er install 1] Turn off shared components Not configured .
e e . of an application, this hides a perre ~i coane LU .
< & Extended S‘randard/
23 setting(s)
< >
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Policy 5 — disable remote desktop]

Print screen on Server01 showing remote desktop has been disabled in group policy

& File Action View Window Help - 8 X
o 2@ O XE G HE
& Group Policy ./ Group Policy Management Editor - a X
v 5\ Forest: J
v (43 Dom| File Action View Help
v E N = HE 7T
5
3 v Remote Desktop Sc ~ ~ Connections
E _ RD Licensing Al : Setti -~ s
+ ] Remote Deskto 9 P |2 Allow remote start of unlisted programs Not configured
| Application Edit policy settin [ Allow users to connect remotely by using Remote Desktop Se... Disabled
" " Connection |i=) Automatic reconnection Not configured
@ Sitesh Device and Requirements: |i=] Configure keep-alive connection interval Not configured
-[: G _ Licensing At least Windows Server 2003 iz Deny logoff of an administrator logged in to the console ses..  Not configured
rou operating systems or Windows XP = ) )
| Printer Redi |2 Limit number of connections Not configured
Grou Professional
Profiles |i= Restrict Remote Desktop Services users to a single Remote De..  Not configured
- RD Connec | Description: |iz] Select network detection on the server Not configured
| Remote Ses Th\sfrpuhcy sem:g allowstyou to 1] Select RDP transport protocols Not configured
] Securi configure remote access to = . )
oo WT‘ compliters by using Remote =] Set rules for remote control of Remote Desktop Services user.. Not configured
&l Session Tirr Desktop Services. |iz] Suspend user sign-in to complete app registration Not configured
d Temporary (=] Turn off Fair Share CPU Scheduling Not configured
| RSS Feeds If you enable this policy setting,
| Search users who are members of the
| Security Center J(R:n'wtoteiesktop Lilsers group cnt
| Shutdown Options € target computer can connec
remotely to the target computer
- Smart Card by using Remote Desktop Services.
| Software Protectior
_ Sound Recorder If you disable this policy setting,
Speech users cannot connect remotely to
- the target computer by using
| Store ) . < >
The
3 & Extended A Standard /
12 setting(s)

A T dg

Version: v1.1 January 2023 | Specimen

01/01/2021

17:26
8

74 of 88



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass
Guide standard exemplification materials

Step |

Installation and configuration of the wireless device

]

i
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[

i
i
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Step A

(3 marks)
Processes Settings Marks Evidence required
Install the provided server operating All hard disks should be partitioned to a single 100% 1 Provide print screen or photographic evidence of the following:
system on ServerOl and Server02 partition, and the machines named Server01 and

M Server01 disk partitions
Use suitable configurations that match = Server02

_ _ M ServerOl IP address (1) Set
your current time zone and .prowde. Server01 and Server02 should have fixed IP M Server0l IP address (2) Set
evidence of the successful installation ' gqdresses -
of the server operating system on both Server01 name set
M Server01 regional settings, date and time
Server01 and Server02
1 M Server02 disk partitions
M Server02 IP address set
M Server02 name set
M Server02 regional settings, date and time
Install the provided desktop operating  All hard disks should be partitioned to a single 100% 1 Provide print screen or photographic evidence of the following:

system on PCOL partition M PCO01 disk partitions

Use suitable region-specific settings, otherwise the M PCO1 name set

defaults should be taken . . .
M PCO1 regional settings, date and time

Version: v1.1 January 2023 | Specimen 76 of 88



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Infrastructure, Assignment 2, Workbook - Pass

Guide standard exemplification materials

Step B

Processes

Install and configure DNS

Install and configure a directory
service

Install DHCP service on Server0O1

Implement a DHCP scope using the
IP range provided earlier

Evidence PCO1 is using DHCP to
join the network

Domain join Server02 and PCOL1 to
Server01 forming the start of the
network

Install and confirm a reverse DNS
lookup works on Server02 using

NSLOOKUP
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Settings

Install a directory service with the domain name set
as (First nameSurname).local, for example:

JohnSmith.local

Marks

8

(8 marks)

Evidence required

“

]

NE

print screen showing DNS has been installed

print screen showing the directory service has been
installed and configured

print screen showing the DHCP service installed

print screen showing the DHCP scope configured

print screen showing PCO1 has been assigned a DHCP
address

print screen showing Server02 domain joined
print screen showing PCO1 domain joined

print screen showing Server02 successfully completed a
reverse lookup
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Step C
(8 marks)

Processes Settings Marks Evidence required
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. . . . : . . M print screen showing
Create the following groups in your directory service All Staff, Developer, Graphics, Motion Capture, IT admin 1 the 5 groups created in
your directory service
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M print screen evidence

Populate the directory service with the following user accounts making sure they are added to the correct group and each 1
. . ] that each user has the
user has the right privilege: o
correct name, privilege,
. o job description and has
User account Privileges Job description Group been added to the
Your first and surname Administrator IT admin IT admin correct group
Paul James Standard user Developer Development
Tamara Jacobs Standard user Graphics artist Graphics
Yousif Sobbah Standard user Motion capture specialist Motion capture
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Using the group called all staff, add the following groups to this group:

e development
e graphics
e motion capture

e |T admin

Processes Settings

Create the following folder structure on second partition of Server02

Motion

Development Graphics Capture

Shared Drive IT Support

User Guides
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l_l_l

IT Admin

O print screen showing all
5 groups added to the
all staff group

Marks Evidence required

N/A Marks are not awarded for
creating the folder structure
and you do not need to
submit evidence for this task
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Processes

Apply the following
privileges to each
of the folders using
the groups created
earlier

Settings

Folder
Development
Graphics
Motion Capture
Shared Drive
User Guides

IT admin

Group

IT admin
Development
Motion Capture
All staff

All staff

IT admin

Using the files provided, populate the folder structure

Using the test plan template provided in the workbook, prove that the

privileges work correctly using both a valid and invalid user

Note: the shared drive only requires a valid user to be tested
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Permission

Read/Write

Read/Write

Read/Write

Read

Read

Read/Write

Marks Evidence required
1 M print screens showing
each folder with correct
privileges
4 M completed test plan

M print screens showing
folder privileges have
been tested
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Step D

Processes Settings

Using an external hard disk drive or an additional virtual disk to
Server02, implement a scheduled backup of the shared folders to
run every hour to the second physical hard or external storage
device

Confirm the backup has been taken successfully by restoring the
contents of the backup

Note: you might need to return to this step later to collect the
required evidence
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Marks

(3 marks)

Evidence required

M print screen showing scheduled backup set

M print screens showing a successful backup
M print screens showing a successful restoration
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Step E

(4 marks)
Processes Settings Marks Evidence required
Using Server02, install and configure a single application service e desktop deployment 4 [l print screens showing the service being installed and

from the following list: configured

o media server

o database server
e T helpdesk

e web server

e print server

Prove the service has been tested and works [ print screens showing the service is running

O print screens showing the service being tested

Step F

(2 marks)
Processes Settings Marks Evidence required
Create a remote connection from PCO2 to Serverol 5 M print screens showing the remote connection process

Note: you are not permitted to domain join the computer
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Step G

Processes Settings

Implement a SNMP on all machines on the network

Verify that SNMP data is being collected by the traps and can be
viewed

Step H

Processes Settings

Using policies, implement 5 rules that will make the domain joined

PCO01 more secure

Carry out testing to prove the policies have been applied correctly
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(4 marks)

Marks Evidence required

O print screens from PCO1 and Server02 showing that

SNMP has been enabled

O a series of print screens showing the SNMP data is
being collected centrally

(10 marks)

Marks @ Evidence required

M provide a short description of each policy and what it
will achieve

10

M provide a print screen showing each of the policies
created on Server01

M provide evidence of each policy applied on PC01
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Step |

(7 marks)

Processes Settings Marks Evidence required

Using the wireless device provided, integrate the device into your 7 Provide print screen or photographic evidence of the
network following:

]

O~ ™A

Test that the device works and is accessible from any 2 machines
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set an IP address for the device

connect to a wireless AP or other such device
install the required drivers or management software
configure the device with suitable settings

evidence that SNMP data is being captured

a series of print screens and photographs showing
connection and configuration of the wireless device
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Review and submit

You have now reached the end of the assignment. It is recommended that you review all the evidence required for
the assignment to ensure all print screens and photographs have been provided.

Submit this workbook in .pdf format at the end of the assignment using the file naming convention.
Surname_Initial_student number_Workbook?2

For example: Smith_J 123456789 Workbook2.pdf
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